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Zusammenfassung und Kernergebnisse (German)

Kontext

Der zunehmende Bedarf an IT-Sicherheit und die potenziellen Gefahren, die Quantencomputer fiir
klassische Verschliisselung bringen, haben zu einem wachsenden Interesse an quantensicherer
Kryptografie gefiihrt. Bei korrekter Umsetzung verspricht die Quantenschliisselverteilung (QKD)
eine quantensichere Option fiir die Kryptografie, die zur sicheren Ubermittlung streng vertraulicher
Informationen genutzt werden kann. Sie hat daher grofBes Potenzial fiir Bereiche, die mit kritischen
und geheimen Informationen arbeiten, wie zum Beispiel die 6ffentliche Verwaltung, das Militar und
der Medizinsektor. Dieser Bericht erdrtert Anwendungsmoglichkeiten fir QKD in verschiedenen
Sektoren, einschlieBlich Netzwerkaspekten, Standardisierung und Zertifizierung, die die Einflihrung
von QKD stark beeinflussen. Weitere Anwendungen der Quantenkommunikation, die ber QKD
hinausgehen, werden ebenfalls diskutiert.

Sichere Kommunikation - Status Quo und Rahmenbedingungen.

Sichere Kommunikation wird immer wichtiger und regulatorische Rahmenbedingungen versuchen
Mindeststandards fur Cybersicherheit durchzusetzen. Zu den wichtigsten Regelungen in der EU ge-
hoéren die NIS-Richtlinie (eine Richtlinie zur Sicherheit von Netz- und Informationssystemen), die
NIS2-Richtlinie (eine Richtlinie Gber MaBnahmen zur Erreichung eines hohen Cybersicherheitsni-
veaus in der Europaischen Union) und die CER-Richtlinie zur Resilienz kritischer Einrichtungen (eine
Richtlinie zur Starkung der Resilienz kritischer Einrichtungen gegentber physischen Bedrohungen
wie Naturkatastrophen, Terrorismus oder Sabotage). Die Anforderungen sind jedoch je nach Sektor
unterschiedlich, weshalb es wichtig ist, die Rahmenbedingungen der einzelnen Sektoren zu kennen,
wenn QKD als Cybersicherheitsldsung implementiert werden soll.

Die aktuelle Cybersicherheitslosung basiert auf Verschlisselung mit schlisselbasierten Verfahren,
die in symmetrische und asymmetrische Verfahren unterteilt werden kdnnen. Symmetrische Schliis-
sel gelten zwar als sicherer, aber der sichere Schlisselaustausch ist kompliziert. Deshalb werden
derzeit haufig asymmetrische Schlissel verwendet. Diese beruhen auf mathematischen Problemen,
die mit klassischen Computern nicht einfach zu |6sen sind. Mit dem Aufkommen von Quantencom-
putern diirften asymmetrische Schliissel mittelfristig jedoch unsicher werden. Daher ist ein Uber-
gang zu einer sogenannten quantensicheren Kryptografie unter Verwendung von Algorithmen der
Post-Quantum-Cryptography (PQC) und mdéglicherweise QKD von entscheidender Bedeutung.

Allgemeine Herausforderungen fiir die QKD-Technologie

Obwohl QKD eine vielversprechende Option fiir quantensichere Kryptografie ist, gibt es noch ver-
schiedene Herausforderungen, die einer breiteren Einfihrung im Wege stehen. Zu diesen Heraus-
forderungen gehoren:

Entfernungsbeschrinkungen: Glasfaserbasierte QKD ist derzeit auf Entfernungen von etwa 100 Kilo-
metern beschrankt, méglicherweise etwas weiter, jedoch auf Kosten einer deutlichen Verringerung
der Schllsselraten. Fir die Kommunikation tber groBe Entfernungen sind vertrauenswiirdige Kno-
ten oder Quantenrepeater erforderlich. Vertrauenswiirdige Knoten stellen zwar eine zuséatzliche Si-
cherheitsliicke dar, Quantenrepeater sind jedoch noch nicht kommerziell verfligbar und werden
voraussichtlich auch nicht vor 2035 auf den Markt kommen. Satellitengestitztes QKD, das groBere
Entfernungen Uberbriicken kann, ist weniger ausgereift, teurer und mit zusatzlichen Herausforde-
rungen verbunden.
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Stabilitdt, Robustheit und Schliisselraten: Viele QKD-Systeme sind noch nicht ausreichend stabil und
robust und erfordern weitere technische Verbesserungen und Optimierungen fiir eine breite Im-
plementierung. Die Schllsselraten sind zwar fir viele Anwendungen ausreichend, aber noch be-
grenzt.

Seitenkanalangriffe: Obwohl QKD einen physikalisch sicheren Schlisselaustausch verspricht, sind
externe Angriffe weiterhin mdglich. Die Beseitigung dieser sogenannten Seitenkanal-Schwachstel-
len ist fiir eine sichere Kommunikation tiber QKD unerlasslich.

Integration, Infrastrukturbedarf und Kosten: QKD muss in die bestehende IT-Sicherheitsinfrastruktur
integriert werden, was beispielsweise Herausforderungen hinsichtlich der Interoperabilitat mit sich
bringt. Derzeit ist QKD auf nicht parallel zu Telekommunikationszwecken genutzte Glasfaser-Ver-
bindungen (Dark Fiber) angewiesen, was zu hohen Infrastrukturkosten fiir die Implementierung von
QKD fuhrt. Auch die QKD-Geréte selbst sind noch recht teuer.

Standardisierung, Zertifizierung und Zulassung: Zusatzlich zu den oben genannten Herausforderun-
gen behindert das Fehlen standardisierter, zertifizierter und zugelassener QKD-Systeme/-Protokolle
die Einfihrung von QKD in Sektoren, die auf zertifizierte oder zugelassene IT-Sicherheitsprodukte
angewiesen sind.

Bewusstsein und Akzeptanz: In vielen Branchen ist das Bewusstsein fir die Quantenbedrohung und
mogliche quantensichere Losungen nur begrenzt vorhanden. Andererseits ist die Zuriickhaltung
gegeniber einer Umstellung der derzeit laufenden Systeme groB.

Risiken in der Lieferkette: Die Lieferkette flir QKD sollte diversifiziert werden, um geostrategische
Abhangigkeiten zu begrenzen und technologische Souveranitat in der Quantenkommunikation zu
erreichen.

Sektorspezifische Anwendungsszenarien

Offentliche Verwaltung: Regierungen gelten aufgrund ihres Bedarfs an sehr hoher Datensicherheit
als wichtige potenzielle Kunden fiir QKD. Der Ubergang zu quantensicherer Kryptografie ist auch
aufgrund der Notwendigkeit langfristiger Sicherheit dringend erforderlich. Allerdings sind die eu-
ropdischen Lander derzeit noch zuriickhaltend bei der Einfiihrung von QKD, da es noch nicht aus-
gereift ist und es keine zertifizierten und zugelassenen QKD-Systeme gibt. Folglich hat dieser Sektor
ein mittleres bis hohes Marktpotenzial fir QKD, aber eine nennenswerte Umsetzung vor 2030 ist
unwahrscheinlich.

Militér: Die Anforderungen an die Datensicherheit im Militar- und Verteidigungssektor sind ebenso
hoch wie in der 6ffentlichen Verwaltung, und auch hier ist ein langfristiger Schutz der kommuni-
zierten Informationen erforderlich. Da symmetrische Schlisselverteilungsprozesse (z. B. per Kurier)
in vielen Fallen bereits vorhanden sind, verspricht QKD zuséatzliche Vorteile in Bezug auf Sicher-
heitsprofil, Geschwindigkeit und Flexibilitat. Da vertrauenswiirdige Knotenpunkte an militarischen
Standorten mit weniger Aufwand als in anderen Sektoren realisiert werden kdnnten, ist die Einfiih-
rung eines militarspezifischen QKD-Netzwerks fiir die strategische Kommunikation in mehreren eu-
ropaischen Landern potenziell vielversprechend. Dieses wird jedoch nur fir die jeweilige Anwen-
dung zugelassene Technologien umfassen.

Versorgungsanbieter: Die Infrastruktur fur die Strom-, Gas- und Wasserversorgung ist fir Industrie
und Gesellschaft lebenswichtig, und QKD kénnte zu ihrer Sicherung beitragen. Allerdings machen
der geringe Reifegrad, die hohen Kosten und die regulatorischen Rahmenbedingungen eine breite
Einflhrung in diesem Sektor kurzfristig unwahrscheinlich.

Medizinsektor: Dieser Sektor hat einen extrem hohen Bedarf an langfristigem Datenschutz, was
Méoglichkeiten fiir den Einsatz von QKD er6ffnet. Die begrenzten Ressourcen des Sektors stellen
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jedoch einen erheblichen Engpass dar, sodass eine breite Einfiihrung in der nahen Zukunft unwahr-
scheinlich ist.

Banken und Finanzen: Dieser Sektor hat hohe Anforderungen an die Cybersicherheit und verfiigt
grundsatzlich tber die erforderlichen Mittel. Allerdings ist der Bereich bei der Einfihrung neuer
Technologien zurlickhaltend, und das Bewusstsein flir Cybersicherheitsrisiken sollte gescharft wer-
den. Demonstrationsprojekte dirften in der ndchsten Zeit zu einer langsamen Marktakzeptanz fiih-
ren, langfristig besteht jedoch ein groBes Marktpotenzial. Weniger Vorschriften als im 6ffentlichen
Sektor kdnnten den Markteintritt beschleunigen.

Industrie: Der Bedarf an sicherer Kommunikation und die langfristige Kritikalitat von Daten sind in
der Industrie in der Regel geringer als in anderen Sektoren, was das kurz- und mittelfristige Poten-
zial fir QKD begrenzt.

QKD-Dienstleistungssektor: Wahrend Geschaftsmodelle fiir die Einfihrung von QKD noch in der
Entwicklung sind, kdnnten Telekommunikationsanbieter, die QKD-gesicherte Dienste anbieten, z.
B. QKD-basierte Verschlisselung, die Einfihrung beschleunigen und die Anfangsinvestitionskosten
senken. Beispiele fir erste Anwendungsfalle sind die Sicherung der Kommunikation zwischen Re-
chenzentren.

Uber QKD-Anwendungen hinaus

Die Quantenkommunikation umfasst viele Technologien und (potenzielle) Anwendungen, die tiber
QKD hinausgehen (,Beyond QKD"). Obwohl die meisten dieser Technologien und Konzepte derzeit
noch einen geringen Reifegrad aufweisen, kdnnten sie langfristig an Bedeutung gewinnen. Zu den
kryptografischen Anwendungen, die Gber QKD hinausgehen, gehéren die Verteilung von Quanten-
geheimnissen Uber mehrere Parteien, blindes Quantencomputing, Quantentoken, Quantengeld
und der Quantenminzwurf. Weitere potenzielle zukiinftige Anwendungen sind verteiltes Quanten-
computing und verteilte Quantensensorik, die jeweils erhebliche Leistungssteigerungen bieten
kénnten. Viele dieser ,Beyond QKD"-Technologien sind zwar vielversprechend, stehen aber derzeit
vor grof3en Herausforderungen, wie z. B. der Realisierung der Verschrankungsverteilung tber groB3e
Entfernungen. Sie sind daher kurz- bis mittelfristig nicht zu erwarten und erfordern erhebliche FuE-
Anstrengungen.

Infrastruktur- und Netzaspekte

Fur eine groBflachige Einfiihrung von QKD ist eine Netzintegration erforderlich, die weit iber Punkt-
zu-Punkt-Verbindungen hinausgeht. Folgende Infrastruktur- und Netzaspekte missen berilcksich-
tigt werden:

Verftigbarkeit von Glasfasern: Derzeit erfordert die glasfaserbasierte QKD nicht parallel zu Telekom-
munikationszwecken genutzte Glasfaser-Verbindungen (Dark Fiber). In einigen Fallen kénnten vor-
handene Dark Fibers verwendet werden, allerdings missten diese von klassischen Verstarkern iso-
liert werden. Eine strategische Erweiterung der Glasfasernetze um quantentaugliche Dark Fibers,
die auch nicht-stadtische Gebiete einbezieht, ist sehr wiinschenswert.

Multiplexing: Wellenlangenmultiplexing (WDM) verbessert die Glasfasernutzung, indem dieselbe
Glasfaser fir verschiedene Signale verwendet wird. Weitere Entwicklungen sind ndtig, um Quan-
tensignale effizient neben klassischen Signalen in der gleichen Faser zu Ubertragen.

Verstdrkung: Die Dampfung in Glasfasern begrenzt die Reichweite von Photonen, und klassische
Verstarker kdnnen fiir Quantensignale nicht verwendet werden. Vertrauenswiirdige Knoten (trusted
nodes) sind derzeit die einzige Mdglichkeit, die Reichweitenbeschrankung fir Quantensignale zu
Uberwinden, wahrend zukiinftige Losungen wie Quantenrepeater und ,Heralded-Aplifier” noch in
der Forschung sind.
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Optisches Routing: Als Teil der Entwicklung hin zu gréBeren Quantennetzwerken wird das optische
Routing von Quantensignalen immer wichtiger, um die Glasfaserressourcen effizient zu nutzen.
Bauteile, die diese Aufgabe effektiv erflillen kdnnen, sind jedoch noch in der Entwicklung.

Orchestrierung und Netzwerkmanagement: Die Koordination eines Quantenkommunikationsnetz-
werks erfordert ausgefeilte Orchestrierungs- und Netzwerkmanagementtechniken, die sowohl
quanten- als auch klassische Ressourcen einbeziehen, die Schlisselverwaltung automatisieren und
die Sicherheit durch Echtzeitiiberwachung und adaptives Routing verbessern.

Authentifizierung: Quantenkommunikationsnetzwerke brauchen starke Mechanismen fir Authenti-
fizierung, Dienstzugangskontrolle und Rechnungswesen (ASA), um Identitaten zu Gberprifen, Be-
rechtigungen zu verwalten und die Nutzung zu verfolgen. Authentifizierung ist auf verschiedenen
Ebenen wichtig: erstens bei jedem QKD-Protokollablauf, zweitens fir administrative Aufgaben und
drittens fir die Zugangskontrolle zu Diensten. Post-Quantum-Kryptografie (PQC) kdnnte in den
meisten Fallen eine gute Option fir die erste Authentifizierung sein.

Knotensicherheit: An Quantenkommunikationsknoten sind SicherheitsmaBnahmen wie physische
Zugangskontrollen erforderlich, um die Sicherheit zu gewahrleisten. Darliber hinaus missen die
QKD-Systeme vor Seitenkanalangriffen geschiitzt werden.

Standardisierung, Zertifizierung und Zulassung

Die Standardisierung spielt eine wichtige Rolle bei der Gewahrleistung von Konsistenz, Interopera-
bilitat, Qualitat und Sicherheit von Produkten, Dienstleistungen und Systemen. Standards und Spe-
zifikationen basieren auf einem Konsens zwischen Branchenexperten, Interessengruppen und Re-
gierungsbehorden und sollen die Kompatibilitat erleichtern, die Effizienz steigern, Kosten senken
und Innovationen férdern, wahrend gleichzeitig die Bediirfnisse aller Beteiligten berlicksichtigt wer-
den. Mdgliche Bereiche fir die Normung in der Quantenkommunikation sind Terminologie, Mes-
sungen und deren Ruckverfolgbarkeit, Prifungen, Schnittstellen und Kompatibilitat. Konkret be-
steht beispielsweise Standardisierungsbedarf bei sicheren QKD-Protokollen, Definitionen und An-
forderungen fir vertrauenswirdige Knoten und Standards fiir die Hardware-Authentifizierung.

Die Zertifizierung und Zulassung von Quantenkommunikationstechnologien, insbesondere von
QKOD, ist unerlasslich, um Vertrauen und Zuverlassigkeit zu gewahrleisten und den Einsatz im of-
fentlichen Sektor zu ermoglichen. Die Zertifizierungs- und Zulassungsverfahren folgen klaren Pro-
tokollen, um sicherzustellen, dass die erforderlichen Anforderungen erfiillt sind. Obwohl eine erste
Reihe von Anforderungen fir die Common-Criteria-Zertifizierung von Prepare-and-Measure-QKD-
Systemen in Form eines Schutzprofils entwickelt und vom BSI zertifiziert wurde, ist bisher noch kein
QKD-Gerét in Europa zertifiziert oder zugelassen worden. Experten gehen davon aus, dass es noch
einige Jahre dauern wird, bis die Technologie ausgereift ist und alle notwendigen Standards entwi-
ckelt sind, damit eine Zertifizierung erfolgen kann.

Perspektiven bis zur Einfiihrung

Im Jahr 2025 steht eine breitere Einfiihrung von QKD noch vor verschiedenen Herausforderungen.
Zu den wichtigsten zdhlen die begrenzte technische Reife, hohe Kosten (fiir QKD-Systeme und Inf-
rastruktur), fehlende Standards und zertifizierte/zugelassene QKD-Systeme, geringe Bekanntheit
bei potenziellen Nutzern, unklare Geschaftsmodelle, die Sicherheit der Lieferkette und der Bedarf
an qualifizierten Arbeitskraften. Die Bewaltigung all dieser Herausforderungen wird flr eine breitere
Einflhrung der QKD-Technologie von entscheidender Bedeutung sein.

Um den Entwicklungsstand der QKD-Technologie mit Anwendungsfallen zu verknipfen, wurden
beispielhafte Entwicklungsstande definiert, die von der heutigen Situation (Entwicklungsstand 1)
Uber ein technologisch ausgereifteres und zertifiziertes Stadium (Entwicklungsstand 2) bis hin zu
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einer hochentwickelten, miniaturisierten und deutlich kostenglinstigeren Technologie (Entwick-
lungsstand 3) reichen. Viele potenzielle Anwendungsfalle werden erst zwischen den Entwicklungs-
standen 2 und 3 eine breitere Einfilhrung der QKD-Technologie erfahren, wenn die Technologie
ausgereifter, zertifiziert/zugelassen und kostenglinstiger ist. Einige Anwendungsfélle von QKD, da-
runter die sichere Kommunikation von Daten zwischen Rechenzentren oder sichere Transaktionen
innerhalb und zwischen Banken, kénnten bereits in den kommenden Jahren langsam eingefiihrt
werden. Der 6ffentliche Sektor, einschlieBlich der 6ffentlichen Verwaltung, des Verteidigungssek-
tors und des Militars, wird aufgrund des Bedarfs an sehr hoher und langfristiger Datensicherheit
wahrscheinlich eine wichtige Rolle bei der Einflilhrung von QKD spielen, jedoch nicht vor Entwick-
lungsstand 2, wenn QKD-Gerate zertifiziert/zugelassen sind.

Schlussfolgerungen

Die Quantenkommunikation ist ein strategisch wichtiges Technologiefeld flr Europa. Sie hat das
Potenzial, ein hohes Mal an langfristiger Sicherheit zu gewahrleisten, selbst wenn Quantencompu-
ter in der Lage sind, klassische Verschlisselungsmethoden zu knacken. Obwohl verschiedene Her-
ausforderungen bestehen, sollten die Politik und die gesamte Gemeinschaft auf die Schaffung eines
dynamischen Okosystems fiir die Quantenkommunikation hinarbeiten, das in der Lage ist, die tech-
nologische Souveranitat Europas im Bereich der Quantenkommunikation zu gewahrleisten. In meh-
reren Sektoren wird eine Hybridisierung mit PQC als wahrscheinlich angesehen, um die immer
strengeren Sicherheitsstandards zu erfillen.
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Executive Summary

Context

The increasing need for IT security and potential threats posed by quantum computers for classical
encryption have led to a growing interest in quantum-safe cryptography. When implemented cor-
rectly, quantum key distribution (QKD) promises a quantum-safe option for cryptography that can
be used to communicate highly confidential information in a secure way. It therefore has great
potential for sectors dealing with critical and secret information, such as the government, the mili-
tary, and the medical sector. This report discusses application perspectives for QKD in various sec-
tors, including network aspects, standardization and certification, which heavily influence QKD
adoption. Further applications of quantum communication that go beyond QKD are also discussed.

Secure communication - status quo and framework conditions.

Secure communication is becoming increasingly important, and regulatory framework conditions
are trying to enforce minimum standards for cybersecurity. Key regulations in the EU include the
NIS directive (a directive on the security of network and information systems), the NIS2 directive (a
directive on measures to establish a high level of cybersecurity across the European Union) and the
Critical Entities Resilience (CER) directive (a directive to strengthen the resilience of critical facilities
to physical threats such as natural disasters, terrorism or sabotage). However, the requirements
differ for different sectors, which is why it is important to understand the framework conditions for
each sector when implementing QKD as a cybersecurity solution.

The current cybersecurity solution is based on encryption using key-based procedures, which can
be divided into symmetric and asymmetric procedures. While symmetric keys are considered to be
more secure, safe key exchange is complicated. Therefore, asymmetric keys are currently widely
used. These rely on mathematical problems that cannot be easily solved with classical computers.
However, with the emergence of quantum computers, asymmetric keys are likely to become unsafe
in the medium term. Therefore, a transition to so-called quantum-safe cryptography using post-
quantum cryptography (PQC) algorithms and potentially QKD is crucial.

General challenges facing QKD technology

Although QKD is a promising option for quantum-safe cryptography, it still faces various challenges
that are hindering its broader adoption. These challenges include:

Distance limitations: Fiber-based QKD is currently limited to distances of approximately 100 kilo-
meters, possibly a bit farther but at the cost of significantly decreasing key rates. For long-distance
communication, trusted nodes or quantum repeaters are required. While trusted nodes represent
an additional security vulnerability, quantum repeaters are not yet commercially available and not
expected to be so before 2035. Satellite-based QKD, which can achieve longer ranges, is less ma-
ture, more expensive and comes with additional challenges.

Stability, robustness and key rates: Many QKD systems are not yet sufficiently stable and robust and
require additional technical improvements and optimizations for broad implementation. Although
sufficient for many applications, the key rates are still limited.

Side-channel attacks: Although QKD promises a physically secure key exchange, external attacks are
still possible. Removing these so-called side-channel vulnerabilities is vital for secure communica-
tion via QKD.

Integration, infrastructure needs, and costs: QKD has to be integrated into existing IT security infra-
structure, which creates challenges with respect to interoperability, for example. Currently, QKD
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relies on dark fibers, which leads to high infrastructure costs for implementing QKD. The QKD de-
vices themselves are still quite expensive as well.

Standardization, certification and approval: In addition to the above challenges, the lack of stand-
ardized, certified and approved QKD systems/protocols is hindering the adoption of QKD in sectors
that rely on certified or approved IT security products.

Awareness and acceptance: In many sectors, there is only a limited awareness of the quantum threat
and possible quantum-secure solutions. On the other hand, reluctance to change currently running
systems is high.

Supply chain risks: The supply chain for QKD should be diversified to limit geo-strategic dependen-
cies and move toward technological sovereignty in quantum communication.

Sector-specific application scenarios

Public administration: Governments are seen as key potential customers for QKD based on their
need for very high data security. Transitioning to quantum-safe cryptography is also urgent due to
the need for long-term security. However, European countries are currently cautious about adopt-
ing QKD because of its lack of maturity and certified and approved QKD systems. Consequently,
this sector has medium to high market potential for QKD, but significant implementation is unlikely
before 2030.

Military and defense: The data security requirements of the military and defense sector are as high
as in the public administration and long-term protection of the communicated information is also
needed. As symmetric key distribution processes (e.g., via a courier) are already in place in many
cases, QKD promises complementary benefits in terms of security profile, speed and flexibility. As
trusted nodes could be realized within military facilities with less effort than in other sectors, the
implementation of a military-specific QKD network for strategic communication is potentially prom-
ising in several European countries. However, this will only involve technologies approved for the
corresponding application.

Utility provider: The infrastructure supplying electricity, gas and water is vital for industry and society
and QKD could help to safeguard it. However, the QKD's low maturity, high costs and regulatory
framework conditions make significant adoption in this sector unlikely in the short term.

Medical sector: This sector has an extremely high demand for long-term data privacy, which opens
opportunities for the use of QKD. However, the sector’s limited resources represent a very signifi-
cant bottleneck, so that widespread adoption is unlikely in the short term.

Banking and finance: This sector has high cybersecurity requirements and the necessary funds, in
principle. However, the sector is cautious when implementing new technologies and its awareness
of cybersecurity threats needs to be heightened. Demonstration projects are likely to lead to slow
market adoption in the short term, with large market potential in the long term. Fewer regulations
compared to the public sector could speed up market entry.

Industry: The need for secure communication and the long-term criticality of data are typically lower
in industry than in the other sectors, limiting the short- and medium-term potential for QKD.

QKD service sector: While business models for the adoption of QKD are still under development,
telecom providers offering QKD-secured services, e.g.,, QKD-based encryption, could speed up
adoption and reduce initial investment costs. Examples of first use cases include securing the com-
munication between data centers.
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Beyond QKD applications

Quantum communication encompasses many technologies and (potential) applications “beyond
QKD". Although most of these technologies and concepts are currently at a low maturity level, they
have the potential to become important in the longer term. Cryptographic applications beyond
QKD include quantum secret sharing, blind quantum computing, quantum tokens, quantum money,
and quantum coin flipping. Other potential future applications include distributed quantum com-
puting and distributed quantum sensing, each of which could offer significant performance en-
hancements. While many of these "beyond QKD" technologies are promising, they currently face
major challenges, such as realizing entanglement distribution over long distances. They are there-
fore not to be expected in the short or medium term and will require significant R&D efforts.

Infrastructure and Network Aspects

For larger-scale adoption of QKD, network integration is required that goes far beyond point-to-
point links. The following infrastructure and network aspects need to be considered:

Fiber availability: Currently, fiber-based QKD requires dark fibers. Existing dark fibers could be used
in some cases, although this requires efforts to isolate these fibers from classical amplifiers. A stra-
tegic extension of fiber networks with quantum-ready dark fibers to include non-urban areas as
well is highly desirable.

Multiplexing: Wavelength-Division Multiplexing (WDM) enhances fiber utilization by using the same
fiber for different signals. Further developments are needed to efficiently co-propagate quantum
signals with classical signals.

Amplification: Attenuation in glass fibers limits the distance of photons, and classical amplifiers
cannot be used for quantum signals. Trusted nodes represent the only currently available option to
overcome the distance limitation for quantum signals, while future solutions such as quantum re-
peaters and heralded amplifiers are still in the research stage.

Optical routing: As part of the progress toward larger quantum networks, the optical routing of
quantum signals will become increasingly important to ensure efficient use of the fiber resources.
However, components able to carry out this task effectively are still under development.

Orchestration and network management: Coordinating a quantum communication network calls for
sophisticated orchestration and network management techniques that incorporate both quantum
and classical resources, automating key management and enhancing security through real-time
monitoring and adaptive routing.

Authentication: Quantum communication networks require solid authentication, service access con-
trol, and accounting (ASA) mechanisms to verify identities, manage permissions, and track usage.
Authentication is crucial at different levels: firstly, during each QKD protocol run; secondly, for ad-
ministrative tasks; and thirdly, for service access control. Post-Quantum-Cryptography (PQC) could
be a plausible option for initial authentication in most cases.

Node security: Security measures, such as physical access control, are necessary at quantum com-
munication nodes to ensure security. Additionally, the QKD systems need to be impervious to side-
channel attacks.

Standardization, certification and approval

Standardization plays an important role in ensuring consistency, interoperability, quality, and safety
across products, services, and systems. Standards and specifications are based on consensus among
industry experts, stakeholders, and governing bodies and aim to facilitate compatibility, enhance
efficiency, reduce costs, and promote innovation while meeting the needs of all relevant parties.
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Potential areas for standardization in quantum communication include terminology, measurements
and their traceability, testing, interfaces, and compatibility. More specifically, a need for standardi-
zation is seen, for example, in secure QKD protocols, definitions and requirements for trusted nodes
and hardware authentication standards.

Certification and approval of quantum communication technologies and especially QKD are essen-
tial to ensure trust and reliability and enable them to be used in the public sector. The certification
and approval processes follow clear protocols to ensure that the necessary requirements are ful-
filled. Although a first set of requirements for certifying prepare-and-measure QKD systems in the
form of a common criteria protection profile has been developed by ETSI and certified by the BSI,
no QKD device has been certified or approved in Europe to date. Experts expect that it will still take
a few years until sufficient technological maturity has been achieved and all necessary standards
have been developed so that certification can be realized.

Perspectives towards adoption

In 2025, broader QKD adoption is still facing various challenges. The most relevant include limited
technical maturity, high costs (for QKD systems and infrastructure), a lack of standards and certi-
fied/approved QKD systems, low awareness on the part of potential users, unclear business models,
supply chain security and the need for skilled workers. Addressing all of these challenges will be
key for broader adoption of QKD technology.

To correlate the development stage of QKD technology with use cases, we defined exemplary de-
velopment statuses that range from the situation today (development stage 1), a technologically
more mature and certified stage (development stage 2) to a highly developed, miniaturized and
significantly less expensive technology (development stage 3). Many potential use cases will only
experience broader adoption of QKD technology between development stage 2 and 3, when the
technology is more mature, certified and less expensive. Several use cases of QKD, including the
secure communication of data between data centers, or secure intra- and inter-bank transfers could
already start to be slowly adopted in the coming years. The public sector, including public admin-
istration, defense and the military, is likely to play a major role in QKD adoption due to the need
for very high and long-term data security, but not before development stage 2 when QKD devices
are certified/approved.

Conclusions

Quantum communication represents a strategically important field of technology for Europe. It has
the potential to ensure a high level of long-term security, even when quantum computers are in a
position to break classical encryption methods. Although various challenges exist, policymakers and
the whole community should work toward establishing a vibrant quantum communication ecosys-
tem capable of achieving technology sovereignty in quantum communication in Europe. Hybridi-
zation with PQC is considered likely in several sectors to meet the increasingly stringent security
standards.
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1 Introduction

Quantum communication (QCom) refers to quantum technologies dealing with the transmission,
distribution and communication of quantum states as well as the resulting technologies and appli-
cations. QCom is based on quantum mechanical principles, such as entanglement or the superpo-
sition of quantum states such as photons, to enhance security or functionality. One of the currently
most mature QCom technologies is quantum key distribution (QKD), which can enable highly secure
communication by exchanging quantum-safe keys.

In recent years, we have witnessed an increasing focus on secure communication in industry and
society, as digitalization progresses, and cybersecurity threats grow. The developments in quantum
computing present a particularly relevant threat. As the capabilities of quantum computers continue
to improve, we are rapidly approaching "Q-day”, i.e.,, the day when quantum computers will be
powerful enough to decrypt classical encryption methods based on Shor's algorithm, for example.
Although no-one knows when quantum computers will be ready to do so, experts assume that this
is likely to happen before 2040. [1] Therefore, a transition is necessary to cryptographic methods
that cannot be easily decrypted by classical or quantum computers. Quantum-safe cryptography
can be implemented using new algorithms summarized as Post-Quantum Cryptography (PQC).
While first PQC algorithms have already been standardized by NIST [2] and could be quickly
adopted, the long-term security of PQC is based on mathematical assumptions. Quantum key dis-
tribution (QKD) is one quantum-safe cryptography option and its hybridization, i.e. QKD with PQC
greatly increases long-term security. The implementation of QKD, however, requires additional
equipment and infrastructure and is currently expensive. For this and other reasons, there is cur-
rently no mass market for QKD. This study tries to assess the perspectives for a more widespread
adoption of QKD and other QCom applications. To do so, it analyzes various application sectors for
QKD, including their needs, requirements, and framework conditions. The sectors analyzed com-
prise the public administration, the military and defense sector, utility provider, the medical sector,
banking and finance, industry and the QKD service sector. Network aspects, standardization, certi-
fication and general challenges facing QKD technology are also discussed, as these have a signifi-
cant impact on QKD adoption. The report also discusses applications beyond QKD, albeit in less
detail due to their generally lower level of maturity.
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2 Methods

Desk Research

Desk research was conducted to gain a fundamental understanding of the landscape surrounding
IT security legislation and requirements for critical infrastructures. Sources of IT security legislation,
company requirements and announcements by the BSI and the European Commission were ana-
lyzed. The pertinent literature, research articles, and industry white papers were also used as sources
to identify relevant use cases and their specific requirements, which are cited accordingly. The desk
research served as a basis for the subsequent methodological components, enhancing the under-
standing of QKD technology and its implications across various sectors.

Interviews

We conducted more than 35 interviews with stakeholders across various sectors, including finance
(banks and insurance companies), telecommunications and data centers, energy infrastructure
(electricity and gas), manufacturing, healthcare, government, public administration, military and de-
fense. Each interviewee offered unique insights specific to their sector, focusing on topics such as
network applications, quantum-safe financial solutions, and critical infrastructure requirements. The
interviews provided information about the potential of QKD technology across the different sectors
and highlighted the varying degrees of security required and the urgency for adoption. Experts
identified challenges such as high initial infrastructure costs, regulatory hurdles, and the importance
of executive-level awareness as critical factors influencing the implementation and adoption of QKD
across applications and sectors.

Workshop

We also conducted an expert workshop to validate the initial findings and enhance the understand-
ing of QKD applications through further in-depth analyses. The workshop participants explored
specific use cases, identified challenges to implementation, and collaboratively developed a
roadmap for the future of quantum communication technologies. They comprised a diverse mix of
stakeholders from various sectors. This diversity enriched the discussions and ensured that a broad
spectrum of perspectives on the utilization of QKD and quantum communication was represented.

The workshop focused on assessing QKD applications across various sectors, for which participants
identified use cases and challenges related to the adoption of QKD technologies. Strategies for
overcoming these challenges were developed, resulting in a roadmap that outlines the actions re-
quired to advance quantum communication applications.
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3 Quantum Communication Technologies

Quantum communication represents a revolutionary approach to secure information exchange,
leveraging the principles of quantum mechanics to achieve levels of security that are unattainable
with classical methods. One of the most significant advancements in this field is Quantum Key Dis-
tribution (QKD), which aims to enable two parties to share a secret key in a manner that is highly
secure against eavesdropping. Theoretical frameworks such as BB84 [3] and BBM92 [4] have laid
the groundwork for various QKD protocols, each with its own unique advantages and challenges.

QKD technologies

QKD can be implemented using different encoding methods that are primarily categorized into
prepare-and-measure and entanglement-based approaches. Prepare-and-measure QKD has two
prominent encoding schemes:

1) Discrete variable (DV) protocols typically use single photons to encode information, utilizing
discrete properties like polarization or time-phase. More sophisticated strategies have
emerged beyond basic two-dimensional encoding to higher-dimensional schemes for denser
information transfer.

2) In contrast, continuous variable (CV) QKD encodes information in continuous states of light,
such as amplitude and phase. The uncertainty principle imposes limitations on measuring
both properties with high precision simultaneously, presenting unique properties for protocol
design.

In entanglement-based QKD, photons are created that are entangled in one or more properties,
e.g., polarization or time-energy. Notably, entanglement-based QKD allows source-independent
arrangements, where the properties of entangled photon pairs are determined only upon meas-
urement, enabling multi-user connections with a single source in the center and a star-like config-
uration. As the source does not reveal any information, and any manipulation will be revealed upon
detection at the receiver’s side, this means the source can be placed in an unsecured environment.

Measurement-Device-Independent (MDI) QKD turns this scheme around and uses two sources and
a central detection point. This advanced method based on the interaction between signals from
different sources enables secure communication by employing a central node that measures signals
without revealing the original states of the senders. This eliminates side-channel attacks on the
receiver side. For example, in polarization encoding, the two incoming signals interfere in a Hong-
Ou-Mandel manner at a beam splitter and afterwards polarizing beam splitter separate the photons
into horizontal and vertical polarization. Publishing the measurement results does not reveal any
information, while the senders can extract the original states since they know their prepared states.

Longer transmission distances can be achieved with Twinfield (TF) QKD, which can be seen as a
variant of MDI QKD. Unlike other schemes, TF-QKD relies on first-order interference at a central
node. This provides beneficial scaling of transmission rate with loss, effectively doubling the trans-
mission distance. Encoding can be done via prepare-and-measure, e.g., by phase encoding single
photons. However, stabilizing long-distance interferometric links and maintaining phase locking
between remote individual laser systems remains a significant technical challenge.

A QKD system comprises several different components. Figure 1 illustrates the abstract components
for a single link with a prepare-and-measure configuration. The QKD sender module prepares ran-
dom quantum states and the QKD receiver module analyzes them. Additional hardware and soft-
ware are required, as well as the necessary infrastructure for transmission (QKD link). For transmis-
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sion, an optical channel is needed for quantum information as well as a separate channel for clas-
sical data. Both channels can be implemented using the same transmission medium. The exchanged
qubit information is post-processed, and the secret keys received are stored in Key Management
Systems (KMS). Applications can then retrieve the keys from the KMS through a suitable interface.
Not depicted in this sketch is the network organization, which requires an additional controller and
orchestrator for one domain.

Figure 1: Abstract sketch of a QKD system for a single transmitter and receiver used
in prepare-and-measure protocols with an overview of the most important
post-processing steps.
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Challenges for QKD deployment

Generally, the maturity of commercially available QKD systems has increased strongly over the last
few years, especially for prepare-and-measure schemes. Nevertheless, several technological chal-
lenges remain, system security must be considered, and technological sovereignty is becoming
more and more important.

The hardware and software systems supporting QKD are diverse and complex, and each face their
own challenges. Security constraints arise from the fact that implementing a certain protocol in-
cludes imperfections that may open the door to a potential eavesdropper. Therefore, protocols and
systems are further developed, for instance, by adding decoy states to the BB84 implementation or
adding isolators to the transceiver for prepare-and-measure QKD systems. Additional spectral fil-
tering and power monitoring at the receiver side are intended to decrease the likelihood of eaves-
dropping. Finally, deploying QKD for classified data requires system hardening and certification.

In general, it is crucial for the stability of the QKD system that it can be operated under typical
server room ambient conditions or even in the field without changing its performance, in particular,
not opening side channels, e.g., due to temperature changes. Single photon detectors, such as
superconducting nanowire single-photon detectors, used in DV and entanglement-based QKD pro-
vide high performance but require cryogenic cooling. In contrast, near-infrared single-photon ava-
lanche detectors required for fiber-based systems come with fewer restrictions but also perform
worse in terms of high dead times and dark counts. New developments, including up-conversion
schemes, aim to enhance detection efficiency and reduce environmental constraints. On the other
hand, CV-QKD necessitates highly stable lasers and precise detection methods, such as homodyne
or heterodyne detection.
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Besides the technical challenges, the standardization and certification of QKD systems is still pend-
ing and remains an open task for the community, metrology institutes, and national security agen-
cies (see section 6).

Network integration

Integration into existing terrestrial communication networks presents both opportunities and chal-
lenges. Quantum communication can utilize dark fibers alongside classical channels, although the
combination of both in a single fiber remains limited. Dark fibers are unused optical fibers that can
be repurposed for quantum communication, providing a dedicated pathway for quantum signals
without interference from classical data traffic. This is advantageous for maintaining the fidelity of
the quantum states being transmitted, as quantum communication is particularly sensitive to noise
and disturbances.

The challenge lies in the attenuation of quantum signals over long distances, which can lead to
significant loss of information. To mitigate this, quantum repeaters are being developed to extend
the range of QKD systems by enabling the entanglement swapping of quantum states over longer
distances. Until quantum repeaters are available, trusted nodes are required to expand the distances
in a network. In a trusted node, the quantum signal is detected and stored in a classical way, re-
quiring a trusted site. A new connection is then established to the next node. The quantum key can
then be forwarded in such a network via direct forward encryption, for example.

Free-space optical communication involves the transmission of quantum signals through the air or
space using direct line-of-sight paths. This method is particularly useful for areas where laying op-
tical fibers is impractical, such as across geographical barriers. Free-space links can also be directly
connected to fiber networks by low-loss in- and out coupling from the fiber to the free-space part,
resulting in hybrid links.

Satellite technology is crucial for long-distance quantum communication, as this enables QKD over
vast distances that exceed the limitations of terrestrial networks and can achieve global coverage.
Specialized optical ground stations are required to receive or transmit the quantum signals due to
the high losses. However, atmospheric conditions such as rain, fog, or turbulence can affect the
reliability and quality of the transmitted quantum states.

While the integration of QKD systems into terrestrial networks is already taking place, the harsh
conditions during launch and in space remain a challenge for a space-based quantum communi-
cation infrastructure. Additionally, optical ground stations are expensive and have special building
requirements due to weight and stability. For a more comprehensive overview, section 5.1 describes
the infrastructure requirements and networks for QKD.

Beyond QKD technologies and outlook

While the above-described technologies focus on QKD, most of the quantum technologies for ap-
plications beyond QKD are similar. For future applications such as distributed quantum computing,
quantum repeaters are crucial to enable entanglement distribution from endpoint to endpoint. En-
tanglement-based networks are also referred to as the Quantum Internet, where entanglement is a
resource that can be used for many different applications (including QKD with end-to-end security)
(see section 4.3).

As quantum communication technology continues to evolve, establishing standards, e.g., for inter-
faces, will be essential to enhance interoperability among systems. The future holds promise not
only for QKD but also for broader quantum networks and applications that go beyond secure key
distribution.
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4 Application Scenarios and Sectors

4.1 Secure Communication — Status Quo and Regulatory Frame-
work Conditions

The use of quantum communication offers key distribution schemes that promise higher levels of
protocol security compared to classical cryptography, as it is based on provable physical principles
with minimal assumptions on the eavesdropper's capabilities instead of mathematical hard prob-
lems. If this promise can be realized in practical implementations, companies and organizations
with high IT security requirements in particular could benefit. In order to determine the general
application possibilities of quantum communication, it is necessary to know the current IT security
requirements and IT security approaches in the various sectors. Companies and organizations in
the different sectors have different IT security issues and challenges. In the financial sector, for ex-
ample, the focus is on protecting against cyber-attacks, in the energy sector it is on preventing
sabotage, and in production it is on securing international supply chains and preventing data espi-
onage. However, the technologies and methods used to achieve cyber security in the various sec-
tors are very similar. They range from the systematic risk identification and the use of firewalls and
encryption technologies to robustness tests and the implementation of company-wide information
security management systems (ISMS) in accordance with ISO/IEC 27001 [5] or the BSI “IT-Grund-
schutz” which is a concept developed by the Federal Office for Information Security (BSI) in Ger-
many that includes various modules, guidelines, and standards based on best practices. [6]

Depending on the sector, different legal requirements and standards must be observed and differ-
ent practices for the implementation of IT security measures have become established. The legisla-
tive basis for the cybersecurity activities of companies and organizations in Germany are the Ger-
man and European IT security legislations, which are most relevant for critical infrastructures
(KRITIS). There are also sector-specific regulations, such as DORA for the financial sector, which are
important as well.

In the following, the focus is on information regarding the technological aspects and purely organ-
izational precautions (such as the rules for reporting incidents, monitoring and forensics) are dealt
with to a lesser extent.

411  The Regulatory Context

IT security has been regulated by law in Germany since the BSI Act of 1990 (last amended in 2009).
Following the first serious IT security incidents, the German government established voluntary co-
operation with the operators of so-called ‘critical infrastructures’ (KRITIS)" in 2007. As the threat
situation became more serious, it was recognized that a binding regulatory framework was neces-
sary. Attempts to harmonize such measures were launched at EU level in order to "achieve a high
common level of security of network and information systems within the EU". The result of these
endeavors was the European NIS Directive (Directive on security of network and information sys-
tems), which was implemented in Germany with the IT Security Act (IT-SiG 1.0), [7] the NIS Directive
Implementation Act and the KRITIS Ordinance (BSI-KritisV). [8]

IT-SiG 1.0 and BSI-KritisV provided extensive definitions of relevant critical services for various sec-
tors and their industries. Regulated sectors included energy supply, information technology and
telecommunications, transport and traffic, health, water, food, finance and insurance (8§ 2-9 BSI-

T According to the BSI “Critical infrastructures (KRITIS) are organizations and facilities of major importance for society whose failure or impairment
would cause a sustained shortage of supplies, significant disruptions to public order, safety and security or other dramatic consequences.”
https://www.bsi.bund.de/dok/kritis-allgemein
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KritisV). Threshold values were used to define which organizations were considered critical for pub-
lic supply and therefore had to meet certain requirements. As a guideline, organizations were con-
sidered ‘critical’ if they served 500,000 citizens or more, i.e., predominantly large institutions (BSI-
KritisV, Appendix 1, Part 2). They had to fulfil a number of security requirements and reporting
obligations. They were expected to implement appropriate state-of-the-art measures to secure
data processing and communication to prevent or minimize the likelihood and impact of security
incidents (§1 (7) IT-SiG1.0). However, violations could only result in moderate fines (§1 (9) IT-SiG
1.0). [9]

An expansion of those affected by IT security regulation took place with the adoption of the Euro-
pean General Data Protection Regulation (GDPR) in 2016, which stipulates in article 32 that state-
of-the-art measures shall be implemented to ensure a level of security appropriate to the risk when
processing personal data. [10] These regulations are not limited to organizations of a certain size
or to certain types of processing but to everyone processing personal data.

However, it soon became apparent that the NIS Directive was not sufficient in view of the dynamic
technological development and the further increase of the security threats (keywords: war of Russia
against Ukraine and disinformation campaigns). For this reason, the IT Security Act 2.0 (IT-SiG2.0)
[11] was adopted in Germany in 2021 and the NIS2 Directive (Directive on measures for a high
common level of cybersecurity across the Union) [12] at European level at the end of 2022. These
primarily entailed a significant expansion of the scope of application, but also stricter enforcement
mechanisms. After IT-SiG2.0 had already declared the waste sector and companies in the special
public interest (UBI) to be critical infrastructures, the NIS 2 extended the regulations to cover even
more organizations and sectors.

The implementation of the NIS2 Directive, which has been applicable since 18 October 2024, is
planned by the NIS2UmsuCG. [13] Its adoption, however, has been delayed due to the previous
government coalition collapsing but is now expected during the course of 2025. [14]

The NIS2 directive is supplemented by the Critical Entities Resilience (CER) directive, [15] which aims
to strengthen the resilience of critical facilities toward physical threats such as natural disasters,
terrorist threats or sabotage. It applies to operators of critical facilities in eleven sectors, some of
which are the same as those in the NIS2 Directive. [16] In Germany the CER directive is implemented
under the KRITIS framework law (KRITIS Dachgesetz). [17]

With the incorporation of NIS2 and CER into national law, IT security will be regulated in a large
number of sectors, especially in “sectors of high criticality” (Annex I, NIS2) including energy,
transport, banking, financial market infrastructures, healthcare, drinking water, wastewater, digital
infrastructure, business-to-business (ICT) services management, public administration, space and
"other critical sectors” (Annex I, NIS2), including postal and courier services, waste management,
production, manufacture and trade of chemical substances, production, processing and distribution
of food, manufacturing/production of goods, digital service provider and research amongst others.
Initial estimates assume that the number of affected organizations and companies will increase
from 12,000 to 30,000. [18]

After the incorporation of the NIS2 Directive into German law in the course of 2025, companies and
organizations in these sectors will have to comply with its (higher) requirements. These include,
among others:

e Risk analysis concepts, measures to maintain operations, backup management and concepts
for the use of encryption,

e athree-stage reporting system for cyber security incidents,

e fines for breaches of IT security requirements, based on a company's global annual turnover,
and
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e appointment of a Chief Information Security Officer for the federal government and statutory
anchoring of essential requirements for information security management. [19]

While NIS2 and CER regulate providers of infrastructures and services, the Cyber Resilience Act
(CRA), [20] which came into force on 10 December 2024, is aimed at manufacturers of any products
with digital elements, i.e. hardware or software that are directly or indirectly connected to a network.
[21]

4.1.2 The Classical Approach to Cryptography?

The mission of information security is defined by three so-called protection goals: [24, 25] (1) con-
fidentiality means that only authorized persons can access data, (2) integrity means that data is
protected against unauthorized changes and deletion, i.e., that its accuracy and completeness is
guaranteed, (3) finally, availability means that systems and data must be available to authorized
persons at all times, e.g., by preventing system failures.

Protection goals 1 can be achieved in particular by suitable encryption of the data, in which the
information is converted in such a way that it can ideally only be decrypted and read again by
authorized parties.

Firstly, a distinction is made between point-to-point encryption (P2PE) and end-to-end encryption
(E2EE). P2PE means that data is encrypted during transmission between two devices or nodes in a
network so that the data line is tap-proof. However, the data is decrypted again in each device or
network node and, if necessary, re-encrypted for further transmission. To prevent messages that
are transmitted over several nodes (as is usual on the Internet) from being intercepted in an inter-
mediate node (so called man-in-the middle attack), E2EE encrypts the messages across all trans-
mission stations. Only the communication partners (the end points of the communication) can de-
crypt the message.

Today, encryption itself is carried out almost exclusively using key-based procedures, which can be
divided into symmetric and asymmetric procedures. The key is usually a sequence of characters that
are used by a cryptographic algorithm to convert the plaintext of a message into the ciphertext.

Symmetric cryptography uses the same key for both encryption and decryption. Because only one
key is used in symmetric cryptography, it is important to keep this key secret to prevent compro-
mise, i.e., the unintentional disclosure of the message. However, keys are changed regularly to limit
damage when a past key is compromised. This leads to the key exchange problem, which arises
because the communicating parties must exchange the key before a secure, encrypted communi-
cation channel is established. They must therefore have some other secure mechanism for trans-
ferring the keys. On the other hand, symmetric encryption is more efficient and faster than asym-
metric encryption (see below).

Today, the Advanced Encryption Standard (AES), a block cipher which was specified by the National
Institute of Standards and Technology (NIST) in 2000, is considered state-of the art and is the most
commonly used symmetric encryption algorithm. The method is considered secure in the practical
sense, i.e., there is no known practically feasible attack that significantly reduces the time for break-
ing the encryption.

Asymmetric cryptography or public-key cryptography was developed as early as the late 1970s to
address the key exchange problem as it uses pairs of keys, a public key used for encryption and a
corresponding private key for decryption. These are generated using so-called one-way functions,
which are easy to calculate in one direction but practically impossible in the other. Apart from the

2 For more technicalities of cryptographic algorithms see for instance Paar et al. [22] or Buell [23].
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quality or 'hardness’ of the one-way function used, the security of asymmetric encryption methods
is based only on the secrecy of the private key; the public key can be distributed openly without
risking a compromise to the security of the system. The security level of the best asymmetric meth-
ods comes close to that of the best symmetric ones, but a sufficiently powerful attacker could solve
the underlying mathematical problem. Moreover, asymmetric algorithms tend to be relatively slow
compared to symmetric ones.

Examples of widely used methods of asymmetric cryptography are the RSA algorithm (Rivest, Sha-
mir and Adleman)?, elliptic curves cryptography using discrete logarithms, or Diffie-Hellman (DH)
key exchange. RSA is used, for example, in e-mail encryption with Pretty Good Privacy (PGP) or
S/MIME, in the IPSec transmission protocol or in electronic banking with a HBCI (Home Banking
Computer Interface).

The security of asymmetric cryptosystems is based on the fact that there are still no efficient, prac-
tical methods of factoring a number into its prime factor or computing discrete logarithms with
conventional computers. However, more than 30 years ago Peter Shor (1994) presented a quantum
algorithm that is capable of efficiently solving the factorization and discrete logarithm problem. He
showed that given sufficiently advanced quantum hardware it is possible to crack the classical asym-
metric cryptographic methods. Leading experts believe that in the 2030s, quantum computers will
be able to crack the public key cryptography currently in use. [1, 26]

Fortunately, researchers have found new, hard-to-solve mathematical problems that can be used
to develop new cryptosystems. Since neither efficient classical nor quantum algorithms are known
to solve these mathematical problems, such systems can better withstand attacks by quantum com-
puters, as things stand today. There are currently a number of approaches to this so-called Post-
Quantum Cryptography (PQC), none of which are as well researched as conventional methods, but
which are so advanced that the National Institute of Science and Technology (NIST) has taken steps
to standardize them (Dam u. a. 2023). The methods include lattice-based, hash-based, code-based,
isogeny-based and multivariate cryptography, from which NIST has approved two lattice-based and
one hash-based algorithm as Federal Information Processing Standards in August 2024 (FIPS 203,
204, 205). [2]

4.2 Application Scenarios for QKD

QKD can be used in various applications and sectors. This section discusses general considerations,
opportunities and challenges for QKD adoption and takes a closer look at several sectors that could
potentially adopt QKD, along with their sector-specific requirements and framework conditions.

421 General Considerations for the Use of QKD

This subsection provides general considerations about why QKD should be used, what challenges
currently exist, and how sectors can be evaluated for the introduction of QKD.

4.2.11 General Challenges facing QKD Technology

In 2025, QKD is still facing several technical and non-technical challenges on its way to becoming
more widely adopted. Some challenges are sector-specific and will be discussed in the following
sections, others are cross-sectoral and will be discussed in this section.
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Technical challenges

Distance limitation: Currently, commercially available fiber-based QKD systems can enable
communication over distances of typically 100 km, some up to about 150 km [27] (see also
section 5.1.1). The attenuation in the glass fiber limits the range of communication, because
the key rate drops exponentially with increasing distance. [28] This applies to various different
approaches of QKD including prepare-and-measure QKD, entanglement-based, and MDI-
QKD. Although experiments have shown for example that distances of up to 400 km are pos-
sible with entanglement-based QKD and MDI-QKD [29, 30], this typically comes at the cost of
significantly decreased key rates and requires the use of costly high-end equipment. Using
twin-field QKD (see section 3), this distance could be doubled for point-to-point connections.
Research has demonstrated distances of up to 1000 km using such setups, [31] although this
is at the cost of low key rates, meaning that communication distances of 1000 km are cur-
rently not practically feasible. This means that quantum communication over longer distances
currently requires the use of trusted nodes (see also section 5.1.3). Trusted nodes are loca-
tions in the communication channel, where the quantum signal is converted into a classical
signal and a new quantum signal is sent to the next node or the receiver. By converting it into
a classical signal, they create an additional attack surface for eavesdroppers. Communication
via such trusted nodes is therefore based on the trust in these nodes and their operators. The
secure key is then transmitted, for instance, by forward encryption through the chain of
trusted nodes to its final destination. In the future, long-distance QKD could be performed
based on quantum repeaters or heralded qubit amplifiers (see also section 5.1.3). Using quan-
tum repeaters, the quantum signal can be directly forwarded without the need to convert it
into a classical signal, which in turn increases security. Networks based on quantum repeaters
could therefore more easily fulfill regulatory requirements. However, they are not yet techno-
logically very mature and commercial solutions are not expected before 2035.

Another option to increase the communication distance is satellite-based QKD. However, this
comes with additional complexity and its own limitations [32] and is currently not feasible for
many use cases. We therefore focus on fiber-based QKD in this report.

Stability and robustness: Many of the current QKD systems are the product of recent work
from R&D labs. Consequently, their technological maturity is still limited, and manufacturers
are still working on improving their stability and robustness, e.g., with regard to external influ-
ences such as temperature changes, vibrations, humidity, etc. Further improvements to opti-
mize these devices will most likely solve these issues, however currently this can still be a lim-
iting factor for their adoption.

Key rates: Many factors in QKS systems influence the key rate, including the single photon
source, the detector, and the attenuation in the fiber. For all fiber-based QKD systems the at-
tenuation in the fiber limits the distance and for longer distances this is certainly the most lim-
iting factor. For most DV-QKD systems the single-photon detectors are the limiting factors for
the key rate, while the light sources are not.

When using quantum keys for symmetric encryption of data, a gigabyte of data can be en-
crypted with one 256 bit key. Keys are regularly exchanged, e.g., every few minutes. Depend-
ing on the amount of data that is to be encrypted, a greater or lesser number of keys are nec-
essary. For many applications the current key rates of a few kbits/s are sufficient. For larger
amounts of data they might need to be increased. In the medium term, it will therefore always
be necessary to prioritize which data is to be additionally secured by QKD and which can be
sent using other encryption methods.
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Side-channel attacks: Although QKD promises a high level of security in theory, in reality, the
device imperfection can provide various vulnerabilities to external attacks. [33] Examples in-
clude Trojan-horse attacks against QKD transmitters or photon-number-splitting attacks ex-
ploiting multi-photon signals in DV-QKD systems. To overcome this issue, QKD manufacturers
are trying to close loopholes and entrance points for attackers. Furthermore, advanced proto-
cols are being developed and used:

¢ Entanglement-based QKD mitigates the vulnerabilities associated with the light source
(source-independent).

e MDI-QKD and TF-QKD mitigates the vulnerabilities associated with the measurement de-
vice (measurement-device-independent).

e DI-QKD is a concept that aims to guarantee security independent of how the devices are
implemented (both on the measurement and emitter side).

Cost reduction: QKD devices are currently produced in low quantities and mostly by compa-
nies that still have high R&D expenses. Accordingly, the device prices are currently still rather
high with prices often around 200 000 Euros. Currently, the costliest component in DV-QKD
systems are often the single-photon detectors. The scaling up of production quantities, trig-
gered by increasing market demand, as well as further technical developments will likely lead
to cost and price reductions in the future. Eventually, the miniaturization of QKD devices, i.e.
integrating the components on photonic integrated circuits (PIC) could lead to further signifi-
cant cost reductions.

Integration into existing systems and interoperability: QKD systems are not useful as
stand-alone devices, they have to be integrated into existing cryptographic and communica-
tion infrastructure. This leads to challenges, as interfaces between different components, (e.g.,
key management systems, network management systems, encryptors) need to be adjusted
and ideally standardized (see also section 6.1). Companies also typically do not want to rely
only on one manufacturer or product, as this leads to strong dependencies. However, the in-
teroperability between different QKD devices is typically not guaranteed.

Infrastructure: As of today, QKD requires dark fibers for transmission of the quantum signal.
This means that on top of the costly QKD devices, a very expensive separate fiber infrastruc-
ture is necessary to operate QKD systems. Therefore, many use cases might rely on service
models, in which the user does not own the fiber infrastructure. R&D efforts are in progress to
determine how the existing fibers in use can be utilized to co-propagate the quantum signal.
However, this is not possible, for the time being.

Non-technical challenges

Standardization and certification: With increasing technological progress in an emerging
field, standardization becomes more and more important. It allows for fair comparison of
technologies and performance indicators and potentially also for interoperability between
technologies. Although various standardization efforts are underway in quantum technologies
and quantum communication (see section 6.1), many standards are still lacking.

Certification relates to specific QKD products and includes a detailed evaluation of the func-
tion and security of the system according to the requirements defined in a protection profile.
To date, no QKD product in Europe has received a certification and it is expected that this will
not be possible for several years to do so, as still various aspects (incl. standards) are still lack-
ing (see section 6.2). Although a certification is not required in all sectors (see Section 5.5.2), it
would certainly help to build trust in this technology. For QKD usage in the public sector, the
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system would need to be approved by the responsible national (cyber-)security agency. This
approval covers similar aspects to certification but also includes aspects such as the supply
chain security. Similar to certification, no QKD devices have been approved in Europe yet, and
it will be some time before they are (see section 6.2).

¢ Awareness and acceptance: At present, the knowledge and awareness of quantum technolo-
gies is still low in the industry. [34] As a result, awareness of the quantum threat, i.e. the possi-
bility of fast decryption of classical encryption algorithms using quantum computers is low.
Consequently, awareness of solutions to this threat, such as PQC and QKD, is low as well.
While first PQC algorithms have been standardized by NIST [2] and are currently being imple-
mented by many applications, a wider adoption and fast roll-out of QKD is still hindered by
limited market interest. One of the challenges is therefore to increase awareness of QKD tech-
nologies among potential users. This can be achieved through community outreach activities
and demonstration projects including end users. The latter can also lead to increasing market
acceptance and growing markets.

o Different levels of security in different parts of the network: QKD offers the potential for
highly secure communication. However, due to the technical complexity, size and costs of the
systems, QKD will not be implemented in all parts of the network. Especially end user devices
will not be equipped with QKD systems and therefore not all communication in the network
will have the same level of security.

e Supply chain aspects: QKD systems contain various components and sub-systems that typi-
cally are bought by the QKD system manufacturers. However, some of the necessary compo-
nents (such as field programmable gate arrays - FPGAs) are only available from certain ven-
dors or countries, which leads potentially to geo-political dependencies. In view of recent po-
litical developments in the world, a diversified supply chain without unilateral dependencies is,
however, highly desirable and might be even required for approval and subsequent adoption
in the public sector.
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4.2.1.2 How to assess a sector for QKD adoption

QKD can be used in various sectors and use cases. There are various dimensions by which these
sectors can be evaluated in terms of their potential for QKD adoption. These dimensions include:

1) Market and economic aspects

How large is the potential market in the short, medium and long term? How many QKD devices will
potentially be needed?

2) Financial capability of the sector

What is the overall financial capability of the sector? And how high is the willingness to pay for
QKD?

3) Need/required level of security

How sensitive is the data that is being communicated? How much protection and what level of
security is required?

4) Urgency (long-term security)

The “store-now decrypt-later” approach introduces a time criticality into the transition to quantum-
safe communication. Depending on how long a piece of information should be kept secret, the
transition requires a greater or lesser degree of urgency. Therefore, the questions are: How long
does the information in this sector need to be secure? This can range from only a few years to
hundreds of years for top-secret information in the public sector. There is some debate about when
guantum computers will be able to perform relevant cryptanalytic tasks, but it is expected to be
between 2030 and 2040. [1] So, counting back from the year in which the quantum computers
could be operational, you get the time frame in which your information could remain secret without
guantum-safe methods. Therefore, a maximum time frame of 15 years is still possible. If the infor-
mation is to remain secret for 15 years, the transition needs to take place now. If the information is
to remain secret for more than 15 years, a transition to quantum-safe cryptography would have
had to take place in the past.

5) Transition speed

Some sectors are faster than others in implementing changes and carrying out transitions. As-
sessing the transition speed of a sector is important in order to be able to plan on how fast an
adoption of QKD could be performed.

6) Technological feasibility

Today, there are still several technical challenges for QKD. Some of which apply to all sectors, others
are more critical only in certain sectors. Looking at the specific technical challenges in the sectors
helps to develop the systems in line with the needs of the sector.

7) Framework conditions

Framework conditions, such as regulatory requirements, can be quite diverse in different sectors.
Whereas the public administration or the military, for example, are quite strictly regulated, private
companies typically face less stringent regulatory requirements.

These and more aspects will be considered in the following sections, in which QKD adoptions will
be analyzed in various sectors.
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4.2.2 Sector-Specific Application Scenarios for QKD

In this section, we will discuss promising sectors for QKD applications, i.e. the public administration,
the military and defense sector, utility provider, the medical sector, banking and finance, industry,
and the QKD service sector. In the following subsections, examples of sector-specific use cases,
framework conditions and challenges will be discussed.

4.2.2.1 Public Administration

Public administration

e Governments are seen as potential key customers for QKD
due to their very high data security needs

e European countries are cautious about adopting QKD, due to
low maturity and lack of certification and approval amongst
other concerns

e Various projects are ongoing to test QKD and start to imple-
ment infrastructure

e High urgency for transitioning to quantum-safe method

e Medium to high market potential for QKD, but significant im-
plementation is unlikely before 2030.

Overview of the sector

Governments and public bodies are often considered promising customers of QKD technologies,
due to their long-lasting data security requirements (see section 4.1). At the same time, it is gener-
ally challenging to implement new technological solutions in this sector, as they are often subject
to strict rules and regulations. The communication networks in the governmental sector include, for
example, the connections between different locations of an institution or the connection between
different ministries.

Framework conditions of the sector

Under current law, government bodies, i.e., ministries, public administrations, and local authorities
(as well as operators of “critical infrastructure” and companies of special public interest such as
defense companies or companies of high economic importance) must implement certain IT security
measures. These include cybersecurity risk analyses and preventive security measures for their IT
systems in order to assess and minimize security risks.

The NIS2UmsuCG is primarily aimed at operators of critical infrastructures (KRITIS). In principle,
government and public administration are also considered critical infrastructures, but they have
already been exempt from many KRITIS obligations in the past, and this will continue with the im-
plementation of NIS2. OpenKritis [35] lists which ministries and authorities at federal, state, and
local levels are affected by the implementation law and which are not, and where there are activities
to voluntarily comply with the requirements of NIS2. In general, it can be said that the NIS2 require-
ments and the additions made by the KRITIS framework law (KRITIS-Dachgesetz) apply to all federal
ministries, the Federal Chancellery, and the federal administrative institutions as well as public cor-
porations, institutions and foundations, but that many parts of the administration at the state level
(Bundeslander) and local level (Kommunen) are excluded. [35]
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The minimum requirements formulated in the NIS2UmsuCG are supplemented by the standards
that the BSI has already developed based on the IT Security Act 2.0. These include the requirement
that administrations use state-of-the-art IT security technologies in the following areas:

e Attack detection systems, (e.g., intrusion detection systems [36]),

e logging systems for processing internal authority data for the detection of faults and attacks,
e state-of-the-art security software and hardware,

e encryption technologies for sensitive data and communication, and

e authentication systems for secure access control. [11, 35]

Another measure is to ensure that IT security is certified according to Common Criteria Protection
Profiles. Protection profiles are a set of security requirements for a specific type of IT product. These
profiles compile security requirements for particular types of IT products and are used as part of
the security certification of IT products according to “Common Criteria” (ISO/IEC 15408 2020). [37]
Vendors can use a protection profile to describe the security features of their products and use it
as a guide for implementation. Test centers can test and validate the level of security based on the
protection profile. [38] For more details see section 6.2.

Status Quo

To date, national security authorities in various countries have made recommendations to address
the threats of quantum computing and have also provided statements on the use of QKD for secu-
rity. While the USA and the UK have shown hesitation towards the use of QKD in the public admin-
istration, the European Commission mentions the possibility of using QKD as a hybrid solution with
PQC. The national security agencies of Germany, France, the Netherlands and Sweden assess the
maturity for practical applications as currently too low for applications beyond niche use cases
(Table 1). Multiple European countries' agencies provided supporting letters or similar statements
afterwards. Nonetheless, various implementation projects are in progress, testing the implementa-
tion of QKD into governmental communication networks (see below).

On the other hand, China and South Korea have already set up QKD networks with the goal to
ensure secure communication. For example, the Beijing-Shanghai Backbone Network is a 2000km
long QKD link with 32 trusted nodes that connects the cities of Beijing, Jinan, Hefei and Shanghai.
[39, 40] To connect various sites within these cities, metropolitan QKD networks have been devel-
oped and attached to this backbone. One example is the Jinan Municipal Party and Government
Quantum Communication Network. [41] This network is restricted to Party and government users.
[42]

SK Telecom in South Korea, together with ID Quantique, is trying to construct one single conver-
gence network connecting government organizations across countries, with QKD systems being
installed. The first phase of the project was completed in 2022, building a backbone network with
a total length of 800 km, which connects 48 organizations. [43] The final goal of the project is to
develop a network of up to 2,000 km. [44] Also, the regulatory requirements have been met recently,
when the QKD-system used for this network received the national security certification and thus
meets the national security standards of South Korea. [45]
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Table 1: Relevant countries and their current position on QKD.

Country (Authority) | Position on QKD

US (NSA) “NSA does not support the usage of QKD or QC to protect commu-
nications in National Security Systems and does not anticipate certi-
fying or approving any QKD or QC security products for usage by NSS
customers unless these limitations are overcome.” [46]

UK (NSCS) “the NCSC does not endorse the use of QKD for any government or
military applications and cautions against sole reliance on QKD for
business-critical networks, especially in Critical National Infrastructure
sectors.” [47]

DE (BSI), FR (ANSSI), "Due to current and inherent limitations, QKD can however currently

NL (NLNCSA), SE only be used in practice in some niche use cases. For the vast major-
(Swedish Armed ity of use cases where classical key agreement schemes are currently
Forces) used it is not possible to use QKD in practice.” [48]

EU (The European

o “This Commission Recommendation encourages Member States to de-
Commission)

velop a comprehensive strategy for the adoption of PQC, ... This should
lead to the deployment across the Union of PQC technologies into exist-
ing public administration systems and critical infrastructures via hybrid
schemes that may combine PQC with existing cryptographic ap-
proaches or with Quantum Key Distribution.” [49]

Possible scenarios and added values of QKD use in the sector

Use case: Secure communication between governmental institutions (e.g., ministries)

There are different kinds of information that are being communicated between governmental in-
stitutions. They are typically classified into different security levels that can vary from country to
country. However, classifications from official to top secret are typical. In Germany the security levels
for classified information are for official use only, confidential, secret, to top secret.* [50] QKD will not
be useful for all communication between governmental institutions due to its current high costs
and its technological limitations but could represent an option for secret and top-secret infor-
mation.

Ministries are already using encryptors to enable secure communication of classified information.
They traditionally work with asymmetric keys that potentially can be decrypted by quantum com-
puters. Therefore, a transition to PQC algorithms is currently taking place. For an additional layer of
security, QKD keys could be used in combination with PQC in those encryptors. The security in this
scenario will hence be house-to-house (ministry to ministry) rather than end-to-end in terms of
communication devices.

Considering Germany with its 16 federal ministries and various subordinate agencies (e.g., Foreign
Intelligence Service - BND, Federal Criminal Police Office - BKA, etc.), as well as the different loca-
tions of these ministries (Berlin and Bonn) and agencies, a considerable number of sites would need
to be connected (>100 sites). Furthermore, depending on the amount of classified data that needs

4 German: "VS - nur fur den Dienstgebrauch”, “VS - vertraulich”, “geheim”, “streng geheim”
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to be transmitted, several QKD systems would need to be installed at each site. Additionally, the
state ministries and agencies also deal with classified information and connecting them would sig-
nificantly increase the market.

But secure communication is not only necessary within one country. The EU member states, for
example, have to work closely together and thus also communicate classified information. Hence,
secure cross-border communication is very important as well. This poses additional demands on
the interoperability of the systems and regulatory requirements of both countries.

Assessment of the public administration for QKD adoption

The assessment of the public administration for the implementation of QKD depends on various
aspects that are discussed in this section and summarized in Table 2.

1) Market and economic aspects

The number of ministries and government agencies within Germany and the EU is large enough to
create a significant market for QKD systemes, if they were to be installed at all sites. Due to regulatory
requirement, this market is not expected to develop in the near future, as approval from national
security agencies is required in Germany and other EU member states. In the medium and long
term, however, significant market developments in this sector are conceivable. Several funding pro-
grams in the EU and its member states have been launched to set up the initial infrastructure re-
quired for QKD. The EU's EuroQCI program is the most promising initiative in this area. This program
also simultaneously creates an early market opportunity for QKD vendors to sell their systems.

2) Financial capability of the sector

The financial capability of public administration can be considered medium to high. On the one
hand, the government has the power to decide on how taxes are spent and has considerable re-
sources at its disposal. On the other hand, most countries are struggling to realize all the planned
projects and initiatives with the budget available to them. Hence, it always depends on the priority
that governments give to a certain project or initiative. Therefore, the money for a transition to-
wards QKD-secured communication in public administration would be available. The question is
rather whether the priority for this transition is considered high enough to drive it forward.

3) Need/required level of security

The information that is being communicated between governmental institutions can have different
classification level and can be up to top secret. Such communication data can contain information
on national security, thus the required level of security in this sector is very high.

4) Urgency (long-term security)

In public administration, classified information should be kept secret for more than 10 years, in the
case of top-secret information, e.g., information on national security, this can be extended to 100
years. Hence the transition to quantum-safe cryptography is urgent, especially considering that
data is already being intercepted and stored.

5) Transition speed

The transition speed in the public administration is typically rather low, as various regulations and
standard procedures exist that make a transition to quantum-safe cryptography slow.

6) Technological feasibility

In 2025, QKD is still facing various technological challenges that complicate its broad usage. As
discussed, the distance limitation is one of the biggest challenges. This limitation makes it necessary
to use trusted nodes if communication is to be carried out over a distance of 100 km. This on the
other hand raises the question of who operates the trusted nodes and how can one make sure that
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these nodes are secure. In particular, when communicating top-secret information, trust in the tech-
nology has to be very high, and it is not certain whether trusted nodes will be approved for this
use.

Additionally, the stability and robustness of the QKD systems has to be improved so that trained IT
experts can operate the devices and little maintenance is needed. The key rate should be enhanced
and the interface to the network management systems needs to be improved. And finally, the prices
for QKD systems and the infrastructure (which currently need dark fiber) should be reduced.

7) Framework conditions

The public administration is a highly regulated environment, and strict rules exist for the implemen-
tation of security solutions. In order to deploy new communication technologies, the product needs
to be approved by the national security agency. To date, no QKD system has been certified by the
BSI or any other European national security agency. It is expected to take at least two to five years
for the first QKD system to be certified in Europe. Recently the European Commission initiated a
project called Nostradamus, which is led by Deutsche Telecom, and aims to build test infrastructures
to enable the evaluation and certification of QKD devices for EU players. Nevertheless, the certifi-
cation process will be conducted by each country’s individual security agency.

On the other hand, there are government institutions that do not fully depend on the certification
and approval of the national security agencies, such as state authorities in Germany. However, it is
not likely that government institutions will take the risk to broadly implement a technology that
has not been certified by the national security agency.

At the same time, many people and government institutions have little knowledge about the threat
on data security by quantum computers and rely on recommendations by the national security
agencies. As mentioned above, most European national security authorities do not currently rec-
ommend QKD technology and some even recommend that it should not be used for national se-
curity, emphasizing its low technical maturity.

Table 2: Summary of expert’s assessment of the public administration:

Market potential (medium-term)

Financial capability of the sector
(willingness to pay for security)

Need/required level of security High
Urgency (long-term criticality of High
data)

Transition speed in the sector Low

Source: Workshop

Examples of demonstration projects

Many demonstration projects have been carried out for QKD in the public administration. The big-
gest project in the EU is EuroQCl that aims to create a secure quantum communication infrastruc-
ture spanning the entire EU. [51] It is divided into notional projects, for example:
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Table 3: Examples of QKD demonstration projects in the public administration:
Country Description
Austria Austria will work on a QKD demonstration network installed via inner-city con-

nections in Vienna. The network connects the Federal Chancellery (BKA) as a
central node with the three ministries (Ministry of Defense, the Ministry of the
Interior and the Ministry of European and International Affairs). [52]

Denmark Denmark’s national project will establish a metropolitan network between five
public authorities and two associated data centers in the Copenhagen area. [53]

Netherlands The Netherlands’ EuroQCI project will establish a governmental QKD testbed,
which connects multiple ministries for exchanging data in the Amsterdam — The
Hague region. [54]

Many other examples of demonstration projects have been summarized elsewhere. [55]

Conclusions

The public administration represents one of the most promising application sectors for QKD, in the
long term. Due to the high security standards and regulatory requirements, especially in European
countries, QKD is likely to play a significant role in this sector only after significant standardization
results have been accomplished and QKD systems have been certified. Therefore, a market imple-
mentation in this sector beyond prototyping and testing is not likely to happen before 2030.

Beyond these regulatory framework conditions, the technical limitations, such as the distance limi-
tation of approx. 100km, limits the use in this sector. Possible solutions such as trusted nodes might
not be approved to be secure enough by authorities, which would significantly limit the application
cases. In the long term, when quantum repeaters are available, a broader implementation in this
sector is likely, due to its high security requirements.
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4.2.2.3 Military and Defense

Military and defense sector

e Extremely high communication security standards are neces-
sary

e Financial capabilities tied to political decisions, but high in
general

e Trusted nodes could be comparatively easily implemented on
military sites. Additional trusted nodes, however, raise critical
questions about how to maintain the network’s security

e While strategic use cases are anticipated in the next years, it
remains unclear to what degree QKD will become relevant for
tactical use cases

Overview of the sector

Ensuring a high level of information and communication security is critical for the military. Eaves-
dropping on the communication of adversaries can be used to gain relevant information on military
capabilities or mission details, which provides a powerful strategic advantage. For this reason, ap-
proaches to secure communication channels are highly relevant for this sector and as such the
development of QKD is being followed with interest. On the other hand, as already mentioned in
the public administration section, the relevant authorities of various countries have formulated clear
positions to public actors on the use of QKD technology in national security (Table 1). While the
use of PQC is strongly recommended in many cases, the development of QKD is being monitored
to assess the future potential of the technology. Due to the high strategic relevance, the military
sector has stricter requirements on the data and communication security than public sectors. In this
chapter, the unique perspectives and use cases of the military sector will be discussed.

Framework conditions of the sector

Companies in the security and defense industry have been classified as “companies of special public
interest” (UBI) since the IT-SiG2.0 came into force in 2021 and have been subject to increased cy-
bersecurity requirements ever since. With the implementation of NIS2, the UBIs will cease to exist
as an independent group and the defense sector will be integrated into the NIS2 manufacturing
sector as they will fall into the important and very important institutions categories. Under NIS2,
companies in the defense industry may be affected if they exceed certain thresholds for company
size and produce specific goods according to NACE codes®. This could include manufacturers of
optical equipment, communication devices, electronics, radars, GPS, antennas, electrical compo-
nents, aerospace and aircraft parts, military combat vehicles, and other related products. [35] Ac-
cording to §29(3) NIS2UmsuCG [13] the Federal Ministry of Defense and its subordinate agencies,
on the other hand, are not covered by the critical infrastructure regulations, thus maintaining a
distinction between private sector defense companies and government defense entities. [35]

Government defense institutions in Germany, i.e., the "“Bundeswehr” have defined their own strin-
gent security requirements, including in the area of information and cyber security. Cybersecurity
in the Bundeswehr is organized through the Cyber and Information Domain Service (Kommando
Cyber- und Informationsraum, KdoCIR), which was established in 2024 as a full military service
branch. [56] The KdoCIR is responsible for managing cybersecurity, IT, military intelligence, geo-

° The economic sectors in the European Union are classified by NACE codes
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information, and operative communication units within the Bundeswehr. KdoCIR and BSI work
closely together not only in the area of operational IT security (especially in the National Cyber
Defense Centre), but also in the definition of security standards, ensuring that civilian and military
standards are aligned. However, the boundary between civilian and military requirements is fuzzy.
While certain KRITIS sectors already have high technical cybersecurity requirements, military cyber-
security standards are generally more stringent and comprehensive. [57] This is due to the sensitive
nature of military operations and the potential impact of data breaches on national security.

Status Quo

It should be noted that it is difficult to obtain detailed information about the implementation of
communication technologies in the global military environments because this information is ex-
tremely relevant to national security and therefore highly confidential. Nevertheless, taking into
account the recommendations of national security agencies, many national security actors are cur-
rently focusing on the transition to PQC. The development of QKD in this sector is seen by experts
as a complementary solution to that proposed as a hybrid scenario.

Some initial global activities involving the use of QKD technology in a military context can already
be assumed based on the following examples:

e The Indian Army has initiated the process of procuring the QKD systems developed by QNu
Labs, after the success of a trial project. [58]

o One researcher points out that the People’s Liberation Army in China is one of the major cli-
ents of the country’s quantum communication networks, indicating the nature of the technol-
ogy as part of the civil-military cooperation activities. [59]

NATO formulated its Quantum Technologies Strategy and published its summary in January 2024.
The document states, “In the future, further improvements could allow QKD to also contribute to
secure communications” and highlights the possibility of the cooperation among Allies in the de-
velopment and implementation of QKD as well as PQC. [60] NATO is also promoting R&D activities
under the framework of Science for Peace and Security (see demonstration projects below). The
military sector in Germany will follow the recommendations of the BSI and is therefore currently
only observing and testing QKD (see demonstration projects below). The military is aware of the
potential value that quantum networks offer for applications beyond QKD. [61]

Possible scenarios and added value provided by the use of QKD in this sector

Use case 1: Strategic communication between domestic military sites

Similar to the communication between government sites, the strategic communication between
domestic military sites could be carried out via QKD-secured channels. Communication between
military sites naturally contains highly confidential information. Nowadays, this is either encrypted
using asymmetric key generation algorithms (e. g. RSA) or by encryption based on the symmetric
distribution of initial keys, often transported as a physical object by a courier. Compared to the
latter, QKD offers advantages in terms of speed and, presuming that a QKD network is in place,
flexibility, albeit with a different security profile: QKD-keys promise long-term security in the face
of continuous interceptions by eavesdroppers if an implementation with protection from side-chan-
nel attacks could be achieved. Nevertheless, the implementation of QKD links between the military
sites requires a suitable infrastructure that can cover the distances between the locations. In the
absence of a convincingly scalable satellite-based QKD infrastructure, this can only be achieved by
rolling out an suitable fiber infrastructure, which is limited by the current range of the systems.
Significantly greater distances between military sites can only be covered with the implementation
of trusted nodes or yet to be developed technologies like quantum repeaters.
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Trusted nodes are a controversial topic, as it widens the attack surface of the QKD link. In what form
trusted nodes will be accepted in a QKD network for strategic military purposes cannot be conclu-
sively clarified at this stage. However, the part of the network actual on the military site can use
secured nodes with comparatively low effort, as a certain level of protection will be present. In
densely populated countries, military sites usually lie closer to each other, which could enable a
QKD network, where all nodes are located at these sites. Setting up such an infrastructure comes at
a high cost for the additional fibers and the QKD systems. If additional trusted nodes are required
to close the gaps in the network, questions on how these nodes will be secured so as not to reduce
the security of the complete communication network have to be addressed.

We modelled a simplified network for Germany based on the towns and villages in which the Bun-
deswehr is located according to their careers homepage. [62] The number of locations in Germany
according to this homepage is 269 — the number of individual sites however will be much larger, as
the Bundeswehr refers to nearly 1500 sites all over the world. [63] However, as this rough estimation
only aims to provide an impression of the complexity of the required QKD network in Germany, the
approximate locations as given on the careers homepage suffices.

Figure 2: Hypothetical QKD network between villages/towns with Bundeswehr sites

This analysis is based on strongly simplified assumptions (taking only into account the vil-
lages/towns in which Bundeswehr sites are located according to the careers page of the Bun-
deswehr. Not taking into account any existing fiber infrastructure.

Green: Links shorter than 80km; Yellow: 80-100km; Red: 100-120km

Full lines: Two or more redundant paths with 5 or less intermediate nodes; Dashed: One redundant
path (<5 nodes); Dotted: No redundant path (<5 nodes).

Black Nodes: connected with 1-5 links to the network; Blue: connected over 6 links to the network
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In Figure 2, an example for a hypothetical QKD-network is modelled6, solely based on the data of
towns and villages with existing Bundeswehr sites. Even though this is not sufficient to create a
realistic representation of a Bundeswehr-QKD-network due to several reasons (not taking into ac-
count exact locations, additional sites, existing infrastructure), it should be sufficient to illustrate the
fact that with the sites in Germany being so densely located, an implementation without the need
for additional trusted nodes (in the sense of locations outside of existing Bundeswehr buildings)
would be possible in theory for 266 of the 269 locations, when a maximum inter-node distance of
100 kilometers is assumed. However, the assumption that all sites are connected end-to-end with
sufficient fibers and are used as nodes in the network is too ambitious in the short-term.

For countries with a less dense distribution of military sites, or international alliances, similar QKD
fiber networks are not possible without trusted nodes or technology as yet to be developed.

Use case 2: Communication with a deployable communication center in the field

A separate use case is the communication from the headquarters in the home country to a deploy-
able headquarters in countries in which the military is active (e.g., missions, combats, etc.). Deploy-
able headquarters must be flexible to a certain extent and, in most scenarios, are located far from
their home country, making a fiber connection impossible in most cases. Therefore, the only viable
option would be a connection via one or more QKD-satellites.

The need for secure communication with the home country is very high. Even though key material
can be pre-shared for symmetric encryptions, the continuous establishment of new keys as pro-
vided by QKD offers security advantages: e.g., if the pre-shared key material is compromised, the
exchange of new material requires time and effort.

However, PQC-encryptions offer already a high level of security. The long-term security plays a role
as the potential USP of QKD compared to PQC, if the information being exchanged needs to be
protected over very long periods of time. To what extent this applies to the data that is commonly
exchanged over this channel, is not clear.

Use case 3: Tactical communication via free-space QKD for use in the field

Another interesting use case is the use of QKD between mobile units (or with headquarters) in the
field. This applies equally to soldiers in vehicles, airplanes, ships and submarines, as well as to re-
motely controlled vehicles, such as drones. As fibers are impractical in most of these scenarios,
promising approaches can be found in free-space QKD via direct optical links (in the case of sub-
marines even under water) or satellites.

The quicker and the less predictably the unit is moving, the harder it will be to establish a QKD link.
However, as keys can be stored, a continuous connection of the quantum channel is not required,
as long as the key rate is sufficient to generate enough key material for the time spans in which the
(quantum) connection is lost. Furthermore, the requirements for mobile QKD systems are very high,
especially as robustness in the face of harsh environmental conditions in the field is absolutely
essential.

However, the advantages of QKD over non-quantum approaches to key distribution are limited:
Most missions only last a limited amount of time, which makes it possible to change pre-shared
key material between missions. The information exchanged in the field (e.g., commands) is mostly

6 The model is based on two simple rules: 1) Connect the two locations with the shortest inter-node distance, as long as they are not already
connected over two redundant paths with maximum 5 intermediate nodes. 2) Stop when the inter-node distances are larger than 80km (green),
100km (orange), 120km (red).
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only critical for a short period of time, which reduces the disadvantages of PQC (relying on cryp-
toagility). In view of this and given the low maturity of free-space technology, the effort and cost
of implementation, this use case is not expected to be realized in the medium term.

Assessment of the military sector on the adoption of QKD
1) Market and economic aspects

The military usually uses separate fiber networks (such as those provided by the BWI for the Bun-
deswehr) and have implemented security measures at its sites that can be theoretically used as
trusted nodes. Therefore, integrating QKD systems into their fiber-based infrastructure could be
less challenging than in some of the other sectors discussed in this study. Therefore, the military
sector has a relevant market potential for QKD technologies in the future.

The Bundeswehr alone operates several hundred military sites in Germany. If all their sites become
part of a QKD-secured communication network in the future, this number gives an impression of
the potential market potential in this sector.

2) Financial capability of the sector

Some experts estimate the military sector’s financial capabilities to be higher than other sectors, as
their purpose is often beyond economic considerations: it deals with highly confidential infor-
mation, and it is about protecting the lives of citizens. On the other hand, in most countries, QKD
technology providers have to go to considerable lengths to obtain the approval required to imple-
ment the solution, which could pose a barrier to the market for foreign-based enterprises. This
situation could pose both a risk and an opportunity — on the one hand, such an approval and cer-
tification practice will deter the proliferation of more mature systems developed outside of the
country, while on the other hand it could ensure technological sovereignty by providing an incen-
tive to domestic developers.

3) Need/required level of security

Since the purpose of the military is to ensure the nation’s security, the need for a highly secure
communication channel is crucial. Failures of the communication systems would lead to critical
security risks.

4) Urgency (long-term security)

In many cases, the confidentiality of the information being communicated between military actors
must be guaranteed over long periods of several decades. Any leak of information about the stra-
tegic plans for the military’s protection of the nation could have devastating consequences. Long-
term protection of the most confidential data is therefore undoubtedly of great importance.

5) Transition speed

The transition speed of the military sector depends greatly on the framework in which it takes place.
Some countries provide their military with extensive powers and financial capabilities, which ena-
bles the quick implementation of new technology, if it offers a strategic advantage. However, usu-
ally the equipment and infrastructure of the military sector have to be tested extensively to ensure
that they are suitable and meet their exacting requirements (including certification and approval).
In many European countries like Germany, the processes to buy and implement new technology is
closely connected with public authorities, which can slow down the procurement. Furthermore, the
complex communication infrastructures and the great number of military sites in many countries
lead to concerns about whether a quick transition to a QKD communication network is possible.
The experts in the workshop therefore assumed that only a low transition speed can be expected
in the military sector.

Fraunhofer ISI | 38



Application Perspectives in Quantum Communication

6) Technological feasibility

To cover the whole military network, trusted nodes will be required in most scenarios. However,
until there is an official definition of trusted nodes (how do we define “trusted”?), the implementa-
tion of such nodes in a military environment poses a challenge.

In some cases, communication security solutions must meet specific performance indicators in or-
der to be approved for military applications. In the case of Germany, for example, the solution
should offer a certain level of key rate to guarantee that the key is not reused so often that the
security level becomes a hindrance. However, the required key rates for realistic scenarios are still
expected to be relatively low (kbit/s). [64]

If QKD systems can achieve suitable key distribution over longer distances, it will reduce the number
of necessary nodes and systems to cover the entire network, resulting in a reduction in the infra-
structure cost.

In real operational environments, robustness of the system, temperature stability, monitoring sys-
tems and system redundancy are required. A simplification of the key management systems is also
favorable from an operational point of view. Furthermore, standardized solutions or interfaces are
required to enable communication with different forces, e.g., from other countries.

7) Framework conditions

Developing technological solutions that are mature enough to gain the approval from the relevant
authorities is critical in order to deploy QKD in the military sector. However, the exact regulations
are country specific.

Another challenge is to implement QKD across borders. Currently, EuroQCl is addressing this chal-
lenge by pushing for a connection of terrestrial QKD networks in different member states. The
transfer of confidential information across the border itself is subject to further regulations of the
participating member states.

Table 4: Summary of the expert’s assessment of the military sector:

Market potential (medium-term)

Financial capability of the sector High
(willingness to pay for security)
Need/required level of security High
Urgency (long-term criticality of High
data)

Transition speed in the sector Low

Source: Workshop

Examples of demonstration projects

Even though the detailed activities within the military sector are often classified, important demon-
stration projects testing QKD have been publicly communicated. There are various projects in Eu-
rope and internationally in which QKD is being tested in the military field. A list of relevant activities
is given in the following Table.
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Table 5: Examples of QKD demonstration projects in the Military and Defense
sector:
Country/ Description
Actor
NATO NATO's framework of Science for Peace and Security is supporting a number of

projects to explore the use QKD in the military sector, for example: [65]

e “"Quantum Cybersecurity in 5G Networks (QUANTUMS5)" aims to demon-
strate the practical applications of QKD in 5G networks

e The objective of the “Implementation Vulnerabilities in QKD Compo-
nents for Fiber and Drone Applications” is to use next-generation com-
ponents to identify loopholes in QKD technology and propose protocols
and/or algorithms to minimize the risk of eavesdropping.

e “Secure Communication via Classical and Quantum Technologies” pur-
sues a security model allowing the design of cryptographic protocols for
secure group communication on a PQC/QKD hybrid network.

EDA The European Defence Agency also promoted quantum secure communication
projects, including QKD, under the framework of the Preparatory Action on De-
fence Research. [66]

Germany The Federal Ministry of Defence (BMVg) supports the Munich Quantum Network
(MuQuaNet) project, the goals of which are to develop and build a quantum-
secure communication network and to enable the network for research organi-
zations, authorities and military actors. Part of the MuQuaNet is the BWI GmbH,
which is responsible for the fiber network used by the Bundeswehr. One exam-
ple of an application simulated in this project is the remote maintenance of a
military platform. [67]

Italy Research and demonstration projects on underwater QKD have been conducted
to ensure secure communication between a submarine and another party (sub-
marine, ship, unmanned underwater vehicle). In this approach the underwater
equivalent to free-space QKD was used. [68]

Conclusions

The military sector is one of the most interesting potential markets for QKD technologies, due to
their exacting security requirements, including long-term protection of communication. In most
countries, the military has access to substantial financial capabilities and is therefore in general able
to implement new cost-intensive technologies.

In countries like Germany, the military sector has to obtain approval from public authorities for the
technological solutions to be implemented. An implementation of QKD solutions that are not ap-
proved for their communication networks is not possible or foreseen in the majority of countries.
The most promising use case is implementing QKD links between domestic military sites, due to
the possibility of using existing militarily-secured locations as trusted nodes to extend the distance
limitations of QKD systems. Compared to the use cases for tactical communication, the technolog-
ical requirements are easier to meet.

Due to its complementary profile, QKD could therefore play a significant role in the military sector
alongside existing symmetric (pre-shared keys) and asymmetric (e.g., RSA, Diffie-Hellman, ...) key
exchange solutions. However, the remaining technological challenges to achieve an approval for
relevant applications by the relevant public authorities have to be resolved first.
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4.2.2.4 Utility Provider

Utility Provider

e This sector offers great market potential due to the important
role in maintaining public order.

e Above all, the power grid could become an interesting area
for the application of QKD.

e Challenges include high implementation costs, technical im-
maturity (e.g., robustness of systems) and the complexity of
integration

e Providers often only do the bare minimum — regulatory re-
quirements would significantly accelerate expansion but are
unlikely in the short to medium term.

Overview of the sector

The basic supply of electricity, gas and water to households, as well as to industry and public insti-
tutions, is part of the critical infrastructure. Critical infrastructures refer to the assets, systems, and
networks that are essential for the functioning of a society and economy. These infrastructures are
crucial for maintaining national security, public health and safety, and the overall well-being of the
population. The failure or disruption of these infrastructures can lead to significant economic and
social consequences. In addition to the providers of electricity, gas and water, further areas are
summarized under the heading critical infrastructure, e.g., food production and distribution,
healthcare, transportation, telecommunications, and financial services. Areas that are not consid-
ered in the following are financial services and healthcare which are discussed separately.

Framework conditions of the sector

The energy sector (electricity and gas supply, fuels, domestic heating oil and district heating) was
one of the first economic sectors to be considered as part of the critical infrastructure. Companies
in the sector are therefore obliged to fulfil the requirements of the IT-SiG 2.0 and the BSI-KritisV,
and in future the NIS2 directive (for the requirements companies must meet according to these
laws, see section "The regulatory context” above). The forthcoming implementation of NIS2 will
increase the security requirements for companies in the energy sector (for details see [69]). The
exact requirements again depend on the size and type of services provided, with a distinction being
made between operators of energy supply networks, operators of energy installations, operators
of energy services and operators of KRITIS energy supply networks or installations (for detailed
thresholds and criteria, see [35]).

Energy companies are also regulated by the German Energy Industry Act (EnWG, "Ener-
giewirtschaftsgesetz”) which sets out IT security requirements for energy infrastructure providers.
According to the EnWG, energy companies classified as KRITIS have been obliged to implement the
IT security catalogue (“IT-Sicherheitskatalog”) of the German Federal Network Agency (“Bundes-
netzagentur”) since 2024. This requires the establishment and certification of an information secu-
rity management system (ISMS) in accordance with DIN EN ISO/IEC 27001. With the transition to
the European NIS2 regulation, this IT security catalogue is currently being revised. [35]

The IT security catalogue classifies the energy company system into six zones, each of which is
subject to different levels of IT security regulation. The zoning is a classification of applications,
systems, and components of an energy plant in terms of their importance for a secure operation.
[70] Under the new Energy Industry Act, which will come into force in 2025, the Federal Network
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Agency will draw up a new catalogue of security requirements for energy system operators, alt-
hough it remains unclear whether the zoning approach will be continued. The current draft of the
law (“Referentenentwurf” [71]) does not envisage any changes to zoning.

Status Quo

In many countries, including Germany, the electricity, gas and water infrastructures are subject to
specific regulations and protection to ensure their resilience and security. This involves measures
like risk assessments, emergency preparedness, and the implementation of robust security proto-
cols to safeguard against threats such as cyber-attacks, natural disasters and other potential haz-
ards. Ensuring the reliability and security of critical infrastructures is a key priority for governments
and organizations worldwide.

QKD could be an approach to secure the grid and prevent blackouts as well as protecting national
pipelines from hackers. To achieve this, QKD has to be implemented as an additional layer of secu-
rity for power line communications, safeguarding the smart grid. [72] So far, the emergency com-
munication level is satellite-based, but QKD could be used to create redundancies.

Several institutions, including the State Grid Corp of China and the Oak Ridge and Los Alamos
National Labs, are investigating the application of QKD networks to protect the energy grid, with
the objective of ensuring safe and stable operations. [55] Also, the application of QKD for multi-
source data security protection of the smart grid is under research. [55]

The need for secure communication is regarded as important especially in the power grid. Among
other things because this grid is becoming increasingly important due to the energy transition and
the regulation and maintenance of grid stability are most complicated here. In addition, fiber optic
cables are often laid alongside power lines (and copper cables are often laid alongside gas or water
underground cables), and the distances are even greater at water and gas nodes that can be con-
nected by QKD. The number of network operators and the network is large. Only in Germany, there
are about 800 distribution network operators in the power grid alone with at least 2 control rooms
that have to be secured also by back-up lines.

Possible scenarios and added value of QKD use in this sector

Use Case 1: Connection between substations of a grid network

As cyber threats grow, QKD can provide robust protection for the central nodes of the network
(e.g., power and transformer stations, pumping stations). Especially in smart grids, QKD could play
a crucial role in protecting command control data related to energy or water infrastructure. This
can prevent cyber attacks from controlling or disrupting infrastructure and the corresponding con-
trol commands from being implemented, protecting against unauthorized access and potential
sabotage. In Germany alone, there are around 3000 transformer stations, resulting in a network
with typical distances of around 50 km between two adjacent nodes. The key rates required for the
secure information transmission are low, but weather conditions, for example, could play a role. In
some cases, fiber-optic cables are already in place alongside the power lines which can be used for
QKD.

Use Case 2: Securing communication between control rooms or grid operators

QKD can be integrated into communication networks to secure data transmission between critical
nodes like control rooms or different grid operators, ensuring that communication remains confi-
dential and tamper-proof. As the amount of data is larger than in use case 1, the required key rates
are expected to be larger as well. The control rooms are located at various distances from each
other, depending on the network or, for example, the number of inhabitants, but can be more than
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100 km apart. While the range of QKD fiber-based systems will be sufficient for some connections,
others would require the implementation of trusted nodes or eventually quantum repeaters.

Assessment of the utility sector for QKD adoption
1) Market and economic aspects

The market for QKD in the critical infrastructure is emerging. Organizations are beginning to explore
QKD solutions as the awareness of quantum threats grows. QKD experts assume a high market
potential in the medium term. However, economic constraints and the need for clear regulatory
frameworks may slow the pace of adoption. Thousands of devices would be needed in Germany
alone for a comprehensive roll-out at the most important network junctions.

2) Financial capability of the sector

Security is an extremely important topic in this sector, which is regulated by various authorities.
Depending on the technology, the IT equipment used has a limited lifespan of between five and
ten years. Devices are replaced accordingly, and technological innovations can quickly come onto
the market. However, network operators strictly adhere to the basic requirements and only spend
the bare minimum. Grid operations must be as cost-efficient as possible — otherwise they will be
too expensive for customers. In the industry, CapEx is a particularly critical factor, which currently
makes investments in QKD unattractive. Since it is always possible to spend more money if this is
required by regulations, the potential is considered to be medium.

3) Need/required level of security

Since critical infrastructure is essential for maintaining public order, experts rate the need for secu-
rity as medium to high. However, some experts who work in the critical infrastructure sector also
say that the control commands and information sent for controlling networks are only of low criti-
cality. It is more problematic if, for example, knowledge is gathered by monitoring the control chan-
nels in order to manipulate the network afterwards. Also, the risk of actual physical attacks is
greater.

4) Urgency (long-term security)

Experts in the workshop estimate that the urgency in this sector is high. At the same time, business-
relevant data is stored for approximately 10 years in this sector. The data on grid control are very
dynamic and not very valuable after a few years. There are therefore arguments for downgrading
the urgency.

5) Transition speed

Due to the large number of operators right down to the regional or municipal level, the transition
speed is rather slow. Many things are bureaucratic and take time to change. Typically, years are
needed for the implementation of new technology. If the urgency is such that a real attack could
conceivably have taken place under the circumstances, the transition speed can accelerate within a
few months. However, if action is taken when a situation has become critical, it is likely that prob-
lems will arise in the supply chain.

6) Technological feasibility

While QKD technology has made significant advancements, there are still challenges to its practical
deployment. Even though the distances between two control rooms or substations in the power
grid, for example, are often less than 100 km, there are still some individual routes, particularly in
less-populated areas (or redundant connection lines that are longer than the direct connections),
where distances over 100 km have to be covered. With the devices currently available on the market,
this is not always possible. Almost more important, however, is the system robustness. The infra-
structure is exposed to all weather conditions and must be durable.
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7) Framework conditions
Since critical infrastructure is subject to regulatory requirements it also makes sense to create a
regulatory environment in the area of QKD.

Table 6: Summary of the expert’'s assessment of the electricity, gas and water infra-
structure sector:

Market potential (medium-term) | High

Financial capability of the sector
(willingness to pay for security)

Need/required level of security

Urgency (long-term criticality of | High
data)

Transition speed in the sector Low

Source: Workshop

Examples of demonstration projects

There are a few demonstration projects in which QKD has been used in particular for power grid
applications. These have taken place primarily in publicly funded projects, (e.g., the OpenQKD pro-
ject). We are not aware of any privately funded projects.

Table 7: Examples of QKD demonstration projects in the utility sector: [73]
Country Description
Switzerland Smart Grid project to connect power stations in Geneva (SIG) with QKD testbed,
assessing available QKD technologies and services. ID Quantique offers the sys-
tems.
Poland Connection of PSNC datacenter in Poznan with a local police datacenter to se-

cure operational data using QKD network layer equipment together with
Toshiba; it involves various aspects like speed, key exchange rate and integra-
tion with operational software tools.

Spain QKD implementation for SCADA networks in Madrid to secure critical infrastruc-
ture like water supply and electrical grids; it involves three locations within Te-
lefonica Spain's production network to demonstrate an additional physical se-
curity layer. The project partners are IDQ, Toshiba, Huawei

Germany Demonstration project to connect a power substation in Schleswig-Holstein (SH
Netze and ID Quantique are involved). The standard fiber optics installed on
electricity pylons were used, which was exposed to various weather conditions.

Conclusions

The integration of QKD into critical infrastructures like electricity, gas or water represents an op-
portunity for enhancing security in those infrastructure networks. As the sector increasingly relies
on digital technologies and information exchange, the need for robust security measures becomes
critical. QKD can provide an advanced level of security that is essential for protecting sensitive data.
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As organizations in the utility sector begin to recognize the potential vulnerabilities associated with
traditional encryption methods, there is a growing interest in exploring QKD solutions. Demonstra-
tion projects and pilot initiatives are essential to showcase the practicality and effectiveness of QKD
in real-world applications.

However, there are several challenges. These include, like in other sectors, high implementation
costs, technical limitations such as distance constraints and the complexity of integrating QKD with
existing infrastructure. Additionally, a supportive regulatory environment is necessary to push the
sector towards QKD. Even if the financial capability in the sector is high, most companies only do
what is required by regulations.
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4.2.2.6 Medical Sector

Medical sector

e High potential due to the very critical nature of patient data

e Public medical institutions such as hospitals do not have the
resources (either financially or through expertise) for a wide-
spread roll-out of QKD at the moment. Cost reductions and a
greater technical maturity are necessary

e High-security laboratories could be an interesting candidate
for a medium-term implementation of QKD

e Lack of awareness among hospitals and patients

Overview of the sector

The sector is characterized by its critical need for secure communication and storage of files due to
the sensitive nature of health data. This includes patient records, medical imaging, and research
data. As healthcare systems increasingly digitize and share vast amounts of information, ensuring
data confidentiality, integrity and compliance with stringent regulations becomes more and more
important. On the one hand, medical facilities such as hospitals or medical practices are being con-
sidered for the use of QKD in the medical sector, but medical laboratories are also a promising area.

Framework conditions of the sector

The medical sector was only classified as a critical infrastructure relatively recently and in several
stages, although the functioning of the healthcare sector is particularly important for the health
and lives of the population and the data it processes is particularly sensitive.

With the adoption of the IT-SiG 2.0 and the BSI-KritisV, hospitals with more than 30,000 full inpa-
tient treatment cases per year were classified as critical infrastructure, which corresponded to only
110, or 10% of all hospitals. [74] At the beginning of 2021, the BSI-KritisV was extended to all hos-
pitals, regardless of their size. From this date on all hospitals had to take appropriate precautions
in accordance with the latest technology and implement security objectives. The KRITIS Umbrella
Act extends the protection of critical infrastructure in the healthcare sector and now covers various
areas such as inpatient medical care, pharmaceuticals and vaccines, laboratories and the supply of
life-supporting medical devices. [75]

For hospitals, the industry-specific security standard (B3S) for healthcare in hospitals, developed
and regularly updated by the German Hospital Federation (Deutsche Krankenhausgesellschaft,
DKG) in coordination with the BSI, is the benchmark for appropriate measures. It calls for organiza-
tional and technical measures to secure the “critical service” of hospitals. The primary goal is to
maintain the level of care provided by hospitals. [76]

Although physicians in private practice are not considered critical infrastructure, the cybersecurity
requirements for this sub-sector have also been significantly tightened in recent years. With the
enactment of the Digital Healthcare Act (Gesetz fir die digitale Versorgung, DVG), [77] the basic
requirements of the IT security guideline in accordance with §75b SGB V (KBV 2020), [78] which was
developed by the national associations of statutory health insurance physicians in consultation with
the BSI, have applied since 2021. [78] With the implementation of the NIS2 directive, the increased
cybersecurity requirements will also be extended to smaller healthcare facilities.

Overall, the cybersecurity standard in hospitals has improved significantly in recent years, but ac-
cording to the BSI, the healthcare sector still has a comparatively large backlog among the KRITIS
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sectors. [79] The situation in medical practices has also improved since the introduction of the IT
security guideline, but there are still considerable differences and a need for improvement depend-
ing on the size of the practice. [80, 81]

Since March 2024, the Digitalisation Act (DigiG) has also applied to the entire healthcare sector in
Germany. [82] The DigiG is part of the national digitalization strategy for health and care. The DigiG
is intended to systematically develop and accelerate the digital transformation of the healthcare
and social care sector. The aim of the law is to promote electronic patient records (ePA), electronic
prescriptions, video consultations and teleconsultations.

Increasing cybersecurity is also one of the goals of the DigiG. To this end, the DigiG incorporates
the previous §§75b and 75c SGB V into the new §§390 and 391 SGB V, which now also incorporate
mandatory measures to increase the security awareness of practice and hospital staff. The newly
introduced §392 SGB V requires health insurances to take appropriate organizational and technical
precautions in accordance with the latest technology to avoid disruptions to the availability, integ-
rity and confidentiality of their information technology systems, components or processes that are
essential for the smooth running of health insurance processes and for the security of the processed
data of the insured persons. In addition, the new §393 SGB V allows the processing of social and
healthcare data in the context of cloud computing services if they comply with the BSI's Cloud
Computing Compliance Criteria Catalogue (C5). [83]

Status Quo

Medical records include highly confidential information about individuals. Organizations managing
such data are legally obliged to protect it in the long term. Simultaneously, this data is a prime
target for attackers due to its high value. [84]

Due to the covid pandemic, telemedicine and e-healthcare services have significantly expanded
within the healthcare sector. Additionally, various biosensors are now integrated into smartwatches
and other wearable devices, collecting and transmitting personal health data and daily activity in-
formation. [72] Healthcare organizations must rely on highly secure networks to transmit sensitive
information, including patient records with personal details such as names, addresses, dates of
birth, social security numbers, and clinical histories. [55]

Apart from the fact that medical data is extremely sensitive, some affected patients are still unaware
of the potential consequences of data breaches for them personally.

The relevance of data security in the healthcare sector becomes clear when looking at costs of data
breaches. The healthcare industry continues to incur the highest costs of data breaches of any sec-
tor. [85] High levels of security and confidentiality of such intimate healthcare data in the era of
guantum computing could be ensured by employing QKD-based encryption schemes. QKD may
become crucial for securing the storage, transmission and processing of sensitive patient data. [72]
The first pilot projects have already been launched for this purpose. However, due to the poor
financial resources of the healthcare sector, facilities are currently showing little interest in investing
in QKD themselves. The question arising from the poor IT infrastructure in some parts of the
healthcare sector, whether QKD is a surplus to requirements and whether other links in the com-
munication chain then represent vulnerability.

Possible scenarios and added values of QKD use in the sector

Use Case 1: Protecting patient files and lab data

Healthcare systems manage vast amounts of sensitive patient information, such as medical records,
treatment plans and personal identification data. In addition, there is information from laboratories
with high levels of confidentiality, (e.g., genomic data or information about pathogens). Data is sent
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back and forth between institutions, e.g., to obtain diagnoses from relevant experts worldwide.
Making this data exchange secure is vital for maintaining patient privacy and confidentiality. Quan-
tum cryptography could offer a robust solution for protecting the transmission of health data from
unauthorized access and cyber threats. This use case is interesting for hospitals and other medical
institutions, but also for laboratories. While the connection between nearby hospitals could be
achieved with fiber-based QKD systems, the implementation of a global network would require
satellite-based solutions. The effort required to implement such a global QKD network system solely
for medical purposes makes it rather unlikely in the short-term.

Use Case 2: Secure telemedicine services

Another use of quantum cryptography is securing communication channels between healthcare
providers and patients. For instance, encrypting telemedicine sessions ensures that communication
between patients and doctors remains private and confidential. The possible connections between
patients and their healthcare providers are very different, however, because patients in particular
are in different situations, (e.g., outdoors, at home) and have different distances between each
other. For connections to individual patients, the use of conventional telecommunication/internet
network will be the only feasible option, which would therefore require a vast number of QKD de-
vices, which is highly unlikely, at least in the next years.

Use Case 3: Security on the wireless body sensor networks in healthcare applications

Quantum cryptography also secures medical devices and sensors that collect sensitive health data,
such as vital signs and physiological measurements. Encrypting the data transmitted by these de-
vices ensures its integrity and confidentiality. [86] Here, too, the use of QKD is debatable, since
some of the devices are mobile (requiring free-space or satellite solutions), distances vary, and
a large number of miniaturized QKD systems would be required.

Assessment of the medical sector for the adoption of QKD
1) Market and economic aspects

The market for QKD in the medical sector is hard to predict. While there is interest from some
healthcare organizations, the economic feasibility of QKD will depend on advancements in tech-
nology and cost reductions. In particular, awareness for patient data is still not widespread. In ad-
dition to hospitals, QKD seems to be of genuine interest for laboratories, but there are only about
60 laboratories with highest security and a few thousand with a high security level worldwide, so
the demand here is low for a direct connection between two laboratories. If individual hospitals are
also connected, the number increases. If there were a roll-out in hospitals, for example, the number
would increase to many thousands of systems. Due to the uncertainties, the potential is estimated
as medium.

2) Financial capability of the sector

Generally, the financial capabilities in the medical sector are notoriously tight. Whether or not
money is spent on security depends very much on the use case. If the data to be protected is
considered very important, then money is available in the healthcare sector (required by legisla-
tion/regulations). However, there is still little awareness of critical patient data in particular, so there
is not yet a willingness to spend money on the security of health data.

3) Need/required level of security

The data itself are very sensitive, (e.g., genetic information). Therefore, there is a very great need,
also for long term security.
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4) Urgency (long-term security)

Data cannot be allowed to be lost or fall into the wrong hands. Accordingly, health data must be
kept under lock and key for at least the duration of a person's lifetime, and in some cases even
beyond that. It is therefore not possible to quantify the storage period in general terms, but in some
cases, it is more than 100 years.

5) Transition speed

Change management must be integrated into the existing concept, then it must be certified and
accredited. Therefore, the transition process is long and the transition speed generally low. How-
ever, situations like the coronavirus pandemic have shown that the healthcare system is capable of
responding to acute crises. Although it is still sluggish due to the many different institutions, the
lead time is shortening.

6) Technological feasibility

Integrating QKD with existing healthcare IT infrastructures and ensuring interoperability poses sig-
nificant challenges. The staff who use the IT infrastructure is often not very well qualified in the area
of cyber security. A system must therefore be easy to use. For QKD to be widely adopted in
healthcare, solutions must be scalable and cost-effective, requiring further advancements in tech-
nology. The networking of the many healthcare locations is complex and at the same time the
bridging of very long distances, (e.g., expert consultations at the other end of the world) is neces-
sary, which represents a technical challenge that has not yet been solved.

7) Framework conditions

The medical sector requires a regulatory environment and (QKD) devices need to be certified.

Table 8: Summary of expert’s assessment of medical sector:

Market potential (medium-term)

Financial capability of the sector | Low to Medium
(willingness to pay for security)

Need/required level of security High

Urgency (long-term criticality of | High
data)

Transition speed in the sector Low

Source: Workshop

Examples of demonstration projects

There are a number of publicly funded projects in which QKD has been used in the healthcare
sector.

Table 9: Examples of QKD demonstration projects in the medical sector:
Country Description
Poland QKD protection of confidential data transfer between hospitals in Poznan, where

the PSNC datacenter is connected to a hospital for secure exchange of digital
medical data and test results through remote services together with ID Quan-
tique. [73]
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Switzerland

In Geneva, the UNIGE-HUG network of hospitals uses QKD from ID Quantique
to ensure secure communication between its central data centers over 6 km for
sensitive data transfer and long-term storage of patients' medical records, com-
plying with electronic patient record laws requiring document encryption. [73]

United
Kingdom

Quantum metropolitan network in Cambridge aims to connect healthcare clus-
ters and universities using Toshibas' QKD technology for secure transfer of pri-
vate medical data, featuring a fully meshed topology with 10 QKD links and
multiple user connections across a 100 sqg. km area. [73]

Japan

Securing the high-speed transfer of large-scale sensitive genome data between
Toshiba Life Science Analysis Center and Tohoku Medical Megabank Organiza-
tion over 7 km using a Toshiba QKD system; further trials demonstrated quan-
tum cryptography communication with speeds exceeding 10 Mbps and real-
time transmission of whole-genome sequence data with a one-time pad
method. [73]

Spain

QKD-security for patient data, remote assistance and surgery in hospitals in Ma-
drid, emphasizing secure transfer of large health databases and the integration
of emerging technologies, enabled by 5G networks, for remote medical assis-
tance and surgery (ID Qquantique and Toshiba involved). [73]

Austria

Securing sensitive medical data at rest and in transit in Graz, where Toshiba de-
ployed QKD for medical backup between the Medical University of Graz and the
Institute of Pathology, achieving secure bit rates exceeding 2 Mbit/s over fiber
links spanning 20 km (also fragmentiX and AIT is involved). [73]

South Korea

Quantum-safe security solution applied at Korea University's K-Bio Center for
the first cloud-based medical system in South Korea, with QKD installed at
Keimyung University Dongsan Hospital to protect personal information used by
autonomous robots. [87]

Conclusions

The potential for QKD in the medical sector is substantial, particularly for high security laboratories
that analyze genome data or handle information about pathogens. However, successful implemen-
tation will require overcoming significant technical challenges, addressing market readiness, and a
corresponding regulatory framework. As healthcare organizations become more aware of the vul-
nerabilities associated with traditional encryption methods, the strategic adoption of QKD could
lead to improved data security and enhanced patient care.
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4.2.2.7 Banking and Finance

Banking and finance sector

e Cybersecurity requirements are high in this sector due to the
handling of sensitive financial and customer data, but ade-
quate measures are often lacking.

e Regulations like NIS2 and the DORA mandate have improved
IT security for financial institutions.

e Market potential for QKD is medium in the short term, with
high long-term security needs.

e Demonstration projects show growing interest in QKD, but
the sector is generally cautious about implementation.

Overview of the sector

The banking industry deals with sensitive data such as transactions, customer data and proprietary
information [55] that must be protected with highly secure solutions. The level of digitalization in
the banking and financial sector is high and the awareness of cybersecurity risks is increasing, while
sufficient security systems are not always implemented. According to KPMG's survey of bankers in
2023, 81% of respondents expect an increase in cybersecurity threats, supported by rising tensions
due to the Russia-Ukraine war and its economic sanctions, while 43% recognize that their banks
may not be adequately equipped to protect customers. [88] IBM security estimated that the finan-
cial sector incurred the second-highest cost for a data breach (5.9 million USD) in 2023, after the
healthcare sector. [85] For these reasons, some literature reviews identify banking and finance as
one of the potentially important application areas for QKD implementation. [55]

Framework conditions of the sector

According to IT-SiG 2.0 and the NIS2 Directive, banks and insurance companies are also classified
as critical infrastructure (KRITIS) and must ensure comprehensive security measures to protect their
IT infrastructure. [89] In addition to these two laws, the EU Digital Operational Resilience Act (DORA),
which specifically addresses the financial sector, has been in force since January 2025. Its aim is to
create a standardized basis for ICT security in the financial sector to prevent cyber-attacks and
ensure the availability of financial services.

Both instruments aim to regulate IT security in the financial sector in a uniform manner and to
increase IT security in general against the background of new cyber risks, e.g., through increased
digitalization and the use of Al. The planned measures overlap to some extent and there is a lack
of clarity in the sector as to when the requirements of NIS2 and DORA should be implemented. [90]
Additionally, DORA applies not only to banks and insurance companies but also to IT service pro-
viders working for these companies, creating a new oversight regime for critical third-party provid-
ers and expanding the regulatory framework. [91]

The central requirements of DORA can be divided into five subject areas:

e Information security management and ICT risk management,
e handling, classifying and reporting ICT-related incidents,

e testing of digital operational resilience,

e management of ICT third party risk, and

e exchange of information and findings. [92]
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The DORA requirements are not new to financial institutions. Before DORA, there was no directly
comparable law, but there were BAIT (Bankaufsichtliche Anforderungen an die IT), the banking su-
pervisory requirements for IT, issued by the German Federal Financial Supervisory Authority (BaFin).
These were only administrative letters ("Verwaltungsschreiben”), but compliance was mandatory
for financial institutions. Companies that have implemented BAIT have already fulfilled a large part
of the DORA requirements. [93]

IT service providers classified as "critical" are also directly supervised by one of the European su-
pervisory authorities, thus ensuring centralized EU supervision of these critical service providers. By
transferring supervision to the European authorities, DORA adds an extra level of supervision in this
sector, while NIS2 supervision remains at the national level. [90]

Status Quo

To address the emerging threats of quantum computing, a growing number of sector-specific white
papers/position papers are being issued by various organizations, such as the World Economic
Forum, [94] the German Banking Industry Committee [95] and UK Finance [96]. However, the focus
of such recommendations is usually on migrating to PQC. In some cases, QKD is mentioned as a
possible solution, (e.g., Monetary Authority of Singapore), [97] but there is no clear statement on
where the technology should be applied.

Sectoral experts consider the use of QKD to be optional but not mandatory, even though they
believe that QKD technology should be further developed in case PQC, and other classical solutions
fail. As a prominent example, JP Morgan Chase declares that they will pursue a “dual remediation
strategy”, incorporating both PQC and QKD for its quantum-secure network. [98] Several other
banks are exploring QKD in demonstration projects as well (examples see below).

Possible scenarios and added values of QKD use in the sector

Use case 1: Inter- and Intra-bank transfers

Financial transactions within banks and also in between different banks are critically important tasks
of banks and require a high level of security. For banks, the secure storage and handling of this
data is their business capital, for which they can be held partially liable. Therefore, classical crypto-
graphic methods will eventually not be sufficiently secure anymore. QKD could offer to encrypt this
critical information.

Use case 2: General intra-bank communication

Beyond financial transactions, all communication between branches and sites of a bank should ide-
ally be kept confidential, as they might contain information on customers, financial records or other
confidential financial data. Securing all communication between banking sites would however mean
to equip hundreds to thousands of sites per bank and country with QKD devices and infrastructure.
This is currently much too expensive to be even considered by banks. With decreasing costs of QKD
devices and infrastructure, however, this could become a use case in the long-term future.

Use case 3: QKD and Cryptocurrencies/Blockchain

Cryptocurrencies are blockchain technologies that currently rely on mathematical algorithms for
security. With the development of quantum computers, the security of this technology could be
thus at risk. While certain information on the blockchain can finally be read by others in the network,
during the process the data must stay confidential. To keep this data secure even when quantum
computers become powerful enough to decrypt classical encryption algorithms, QKD could be
used, as discussed in a white paper from Toshiba. [99]
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Assessment of the banking and finance sector for QKD adoption

The assessment of the banking and finance sector for the implementation of QKD depends on
various aspects that are discussed in this paragraph and is summarized in Table 2.

1) Market and economic aspects

The market demand in the banking sector depends on how much importance is placed on security
in the sector, how high the costs are, and what QKD has to offer. In the medium term, banks are
likely to implement QKD only for highly confidential data and according to experts rather as a
service and not investing in the systems themselves. Some banks could soon become frontrunners
by starting to implement QKD.

In the long term, when cost-effectiveness and miniaturization are achieved, the banking sector has
the potential to become a heavy user of QKD. Considering the number of bank sites, this could
generate a significant market. Therefore, in the medium term the market size is assessed to be
medium, in the long term as high.

2) Financial capability of the sector

The financial capability of the banking and finance sector can be considered high. On the other
hand, banks tend to use their money to invest and make more money. Thus, although money is not
the limiting factor in the banking sector, the willingness to spend it for QKD might be — at least as
long as the requirement for security do not justify it.

3) Need/required level of security

Although the data is not as sensitive as government or military data, financial data is very sensitive
information and thus requires a high level of security. Additionally, banks are built on trust, i.e. if
customers do not trust the banks to handle their money securely, they will change bank.

4) Urgency (long-term security)

The urgency for a transition to quantum-safe cryptography is medium to high. Depending on the
jurisdiction, the required data retention times are typically five to ten years. However, customer
data in particular should be kept confidential for much longer than that.

5) Transition speed

The transition speed in the banking sector was rated as medium by experts. This view combines
two aspects. First, the sector is typically hesitant to change currently implemented and working
systems and some currently implemented systems are, according to experts, already rather out-
dated. Second, the transition speed could be high (at least compared to the public sector), if there
is great urgency to implement a novel technology, due to regulatory requirements or considerable
cybersecurity threats.

6) Technological feasibility

Stability and robustness are key requirements for banks and the finance sectors, as the services they
provide need to be extremely reliable. As yet, not all QKD systems show a high level of maturity
and robustness. For larger scale adoption of QKD in the financial sector, the costs for the system
and infrastructure need to be reduced. Scaling and miniaturization (ideally towards Small Form-
factor Pluggable SFP transceivers) are two aspects that are likely to lead to cost and price reduc-
tions. In addition, high-frequency trading needs to have not only a high level of security but also
low latency. When considering worldwide trading, also the distance limitations have to be consid-
ered and satellite QKD possibly need to be involved.
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7) Framework conditions

Regulatory requirements in the financial sector are defined by NIS2 [12] and DORA [100]. Currently,
neither of these regulations define any specific requirement on the use of quantum-secure cryp-
tography. Since, according to experts’ opinions, many banks will only do what the regulations re-
quire them to, the implementation of QKD can be expected to be slow in the near future. Addition-
ally, as long as QKD devices are not certified and their security is not proven by third parties, their
added security is based on trust. A certification and increased awareness of the quantum computer
threat could increase the market opportunities for QKD in the financial sector.

Table 10: Summary of the expert’s assessment of the banking and finance sector:

Market potential (medium-term)

Financial capability of the sector High
(willingness to pay for security)

Need/required level of security High

Urgency (long-term criticality of
data)

Transition speed in the sector
Source: Workshop

Examples of demonstration projects

The table below summarizes examples of demonstration projects all over the world. Most of them
tried to demonstrate point-to-point QKD connection between two separate sites, (e.g., data cen-
ters) located at a relatively short distance apart (up to 100 km). Several projects also mention block
chain applications as part of the missions of the project.

Table 11: Examples of QKD demonstration projects in the banking/finance sector:

Country Description

Austria The first-QKD secured bank-transfer between the headquarters of an Austrian bank
and the Vienna City Hall, using entanglement-based QKD. [101]

China People's Bank of China Urumgqi Central Sub-branch Star-Ground integrated Quan-
tum Communication Application Project [102]

us. QuantumXChange demonstrated Toshiba's QKD multiplexing system, connecting
the data center in the front office and that in the back office via a 32 km dark fiber
[103]

Netherlands The Dutch bank (ABN AMRO) announced a partnership, which is actively developing
MDI-QKD (Project SeQure with QuTech) [104]

Switzerland ID Quantique and Mt Pelerin start testing its solution to secure crypto assets on
block chains, which combines QKD, one-time pad and secret sharing schemes. [105]

USA JP Morgan Chase, Toshiba and Ciena demonstrated QKD securing a mission-critical
blockchain application. The optical channel with 800 Gbps was established at dis-
tances up to 100km. [106]

Denmark The research team successfully transferred data between two of Danske Bank's com-
puters that simulate data centers, via CV-QKD. [107]
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Japan Nomura Holdings Inc. and project partners jointly tested low latency data transmis-
sion with QKD for large-volume financial transaction data [108]

United King- | HSBC joined the UK's Quantum Secure Metro Network. The bank will trial the test

dom data transmission between the global headquarters and a data center, 62 km away.
[109]
Singapore The Monetary Authority of Singapore (MAS), several banks (HSBC, DBS, OCBC, UOB),

the network provider SPTel and the technology provider SpeQtral have signed a
memorandum of understanding to test QKD in the financial sector and carry out
experiments. [110]

Conclusions

The banking and financial sector represents a promising sector for the adoption of QKD. While
banks are often rather conservative in implementing new technologies and tend to use their finan-
cial means rather to increase money than to invest in security infrastructure, their business is based
on customer trust. With increasing cybersecurity threats, they will need to move towards quantum
secure cryptography and QKD could represent added value within this assurance of trust.
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4.2.29 Industry

Industry sector

¢ Since the need for secure communication and the criticality of
the data are rather low, the rapid market penetration is hin-
dered.

e So far only slow advances by individual industry players.

e Especially high initial costs for QKD technology serve as a
barrier.

e But the industry could benefit from the fact that not every-
thing has to be regulated and certified.

Overview of the sector

The industry sector encompasses various domains, including manufacturing, automotive and phar-
maceuticals. These fields are increasingly reliant on secure communication to protect sensitive data
and maintain operational integrity. As industries become more digitized and interconnected, the
need for robust security solutions has become paramount.

Framework conditions of the sector

Manufacturing has not previously been a critical infrastructure, but due to the current geopolitical
situation, the security of supply chains and the security of the supply of critical components is now
an important issue in parts of the manufacturing industry, too.

According to a recent Bitkom study, [111] the greatest cyber risks in industry are digital theft of
business data, including customer data, digital sabotage of information and production systems or
operational processes and spying on e-mail, messenger, video calls or similar forms of communi-
cation.

The importance of cybersecurity is underlined by the fact that two-thirds of companies surveyed
said that cyberattacks threatened their very existence. As a result, the willingness to invest in cyber-
security has increased, with the proportion of IT budgets allocated to security rising from 9% to
17% over the past three years, but it is still at a comparatively low level. [111]

Depending on what is being produced and the size of the business, companies must also comply
with various legal requirements relating to IT security, mainly in accordance with three key EU di-
rectives:

e The EU Machinery Directive (EU) 2023/1230 requires the design and construction of machin-
ery to comply with current standards, including considerations for digitalization and cyberse-
curity. The requirements for machine connections to external devices or the Internet do not
pose security risks. [112]

e The Cyber Resilience Act (CRA) sets requirements for products with digital elements to ensure
cybersecurity throughout their lifecycle, including software updates. It aims to protect end us-
ers and businesses from products with inadequate IT security features. Most obligations will
apply from 11 December 2027.

e The NIS-2 directive categorizes manufacturing companies as “important facilities” based on
their size and specific industry sectors. NIS2 specifically mentions medical device manufactur-
ing, IT equipment and electronics, mechanical engineering, motor vehicle manufacturing (in-
cluding parts), food manufacturing and chemical production and trade. [35]
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The exact provisions as to when a company counts as a critical infrastructure company are listed
at "Openkritis.de”. [35]

Failure to comply with these regulations can result in fines from the EU, with the CRA imposing
penalties of up to 15 million EUR or 2.5% of annual turnover. Therefore, implementing a compre-
hensive cybersecurity strategy is essential, encompassing technical measures, securing business
processes, and raising employee awareness.

Standards play an important role in the industrial sector. According to TUV Nord, [113] IEC 62443
is the primary standard for IT security in this area and is internationally recognized for compliance
in process and automation industries. It serves as a central certification standard for Industry 4.0
and as a possible benchmark for compliance with the Industrial Safety Ordinance (“Betriebssicher-
heitsverordnung”) and the Product Safety Act (“Produktsicherheitsgesetz”). [114]

Status Quo

Currently, QKD is emerging within the industry sector, with several internal projects and research
initiatives underway. While there is growing interest in QKD among organizations, widespread
adoption is unlikely in the short-term future due to technical, financial and regulatory challenges.
Industries typically rely on traditional encryption methods, potentially transitioning slowly to PQC,
which in the short and medium term could represent the preferred quantum-secure cryptography
method in this sector.

Possible scenarios and added value of QKD use in the sector

Use Case 1: Plant-to-plant communication

Communication between different production plants can be particularly important for manufactur-
ers with different production plants, but also to be able to communicate with other companies
along the supply chain. This also protects data transfer between manufacturers and suppliers from
unauthorized access, securing corporate IP, research results or process data. Manufacturing indus-
try, but also other industries, such as the pharmaceutical industry can benefit from this use case.
Distance between these locations varies strongly and will be in many cases more than 100 km. So
far, there is no suitable infrastructure. It is also difficult to integrate everything into existing networks
and their corporate communication systems and flows.

Use Case 2: Intra-plant communication

QKD could be used to secure communication channels for loT devices used in smart manufacturing,
protecting sensitive operational data within a plant. Due to digitalization factories becoming more
and more networked, they can no longer be operated as isolated systems. Up until now, in most of
the factories worldwide no dark fiber is available for QKD implementation, on the other hand the
distances are very short. Free-space QKD could be an approach to connect mobile devices. How-
ever, a combined implementation of PCQ (mobile devices) and hybrid PQC/QKD solutions seems
to be more likely.

Use Case 3: Vehicle-to-vehicle communication

QKD could provide secure channels for communication between autonomous vehicles, enhancing
safety, data integrity and ensuring their safe operation. This use case is for the distant future, as no
clear concept is yet apparent for how the key transfer to the vehicles should be carried out and no
timeline for the market approval and the roll-out of autonomous cars is known. One approach
could be so-called “key refueling stations”, where a vehicle receives a new security key when refu-
eling or charging, which the vehicle can then use again for a certain period of time. An on-road key
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exchange seems technologically challenging and could only be solved over free-space or satellite
QKD links. As the added value seems limited, PQC or QKD-key-refueling-stations are expected to
be more promising.

Assessment of the industry sector for QKD adoption
1) Market and economic aspects

The market for QKD in the industry sector is still in its infancy and currently shows only a small
potential for growth. Key players, including major automotive OEM, are beginning to explore QKD
solutions as they recognize the importance of securing their data and business-critical IP. Early
adoption of QKD can position companies as leaders in cybersecurity. As regulations tighten, QKD
can help organizations meet compliance standards effectively. The economic feasibility of QKD will
depend on further advancements in technology and especially on cost reductions. Today, the costs
associated with QKD technology and infrastructure represent a barrier for their adoption. As long
as the security of PQC is sufficient, cost-driven industrial actors see no increased need for QKD
solutions. All in all, the market potential seems to be low to medium.

2) Financial capability of the sector

In many cases, the aspect of secure communication in the industry sector cannot be sold directly
to customers. Therefore, most of the larger industry companies are not willing to pay money for
QKD systems right now. Security is often seen as an add-on. However, experience shows that money
is available in the event of an imminent threat.

3) Need/required level of security

Stored data, e.g., from cars or company staff are critical. Some of the production data and company
IP are also critical, but a lot of the stored data is only of interest to direct competitors. However,
there are also increasing requirements for the industry to invest in cybersecurity, (e.g., EU Cyber
Resilience Act). Overall, the need can be assessed as moderate.

4) Urgency (long-term security)

The urgency varies greatly. Often, company data has to be stored and secured for around 10 years.
Some personal data remains relevant for longer than that. In addition, there is company-specific IP,
which is important for a company's competitiveness and future viability. Here, too, longer storage
periods are important.

5) Transition speed

The transition speed in the industry sector varies because of the different branches and different
use cases of the communication technology. Even if there are fewer regulatory hurdles and require-
ments compared to public sector, things tend to move rather slowly in industry. The reasons for
this include costs, processes and manpower. Overall, the transition speed can be classified as me-
dium.

6) Technological feasibility

So far, technical hurdles have prevented the roll-out of QKD systems. Limitations such as distance
restrictions and the complexity of integrating QKD with existing systems can hinder deployment.
To be widely adopted, QKD solutions must be scalable and more cost-effective in the industry sec-
tor, requiring advancements in miniaturization and production processes.

7) Framework conditions

The industry sector requires a limited supportive regulatory environment to facilitate the adoption
of QKD. Nevertheless, certification would increase trust in the technology and thus might help to
speed up adoption.
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Table 12: Summary of the expert’s assessment of the industry sector:

Market potential (medium-term) Low to Medium

Financial capability of the sector Low to Medium
(willingness to pay for security)

Need/required level of security

Urgency (long-term criticality of
data)

Transition speed in the sector

Source: Workshop

Examples of demonstration projects

So far, only a relatively small number of projects has been publicly announced in the industrial
sector. However, some automotive manufacturers and other large corporate groups have cyber
security departments that are looking into the subject of QKD and, in particular, if PQC is sufficient
for their use cases or if PQC and QKD can be combined.

Conclusions

QKD presents opportunities for enhancing security in the industry sector. However, successful im-
plementation hinges on overcoming technical challenges and addressing market readiness. As
awareness of quantum threats grows and organizations seek to protect sensitive data, the adoption
of QKD could become increasingly feasible, paving the way for innovation and leadership in cyber-
security.
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4.2.2.10 QKD Services

QKD service sector

e QKD can enhance security in data centers and telecommuni-
cation but faces high infrastructure costs.

e Global (publicly funded) pilot projects show different oppor-
tunities for QKD services to improve data security amid rising

A
cyber threats. gt’j )
e Business models have not yet clearly emerged.

e It would make a big difference if existing infrastructure could
be used for QKD instead of a separate (dark) fiber infrastruc-
ture.

In 2025, the adoption of QKD is still at an early development stage. QKD represents an option for
greater security in communication and is not independent of the current solutions, but rather has
to be integrated into existing procedures and systems. Consequently, there are various players in-
volved and various options for services and business models conceivable. This section discusses the
players and services of telecommunications providers that take care of the expansion of the (fiber)
infrastructure and might offer encryption with their communication services (encryption as a ser-
vice), to operators of the systems and service providers such as data centers or IT security system
providers, which in turn offer various services such as data storage or secure data connections in
the form of various business models to corporate and private customers, (e.g., key as a service,
encryption as a service). We clustered all these players in this section under the term QKD Services.
QKD service providers are active in all sectors, as they enable fundamental (technical) capabilities
for the various use cases.

Overview of the sector

The expansion of the telecommunication infrastructure is relevant for the establishment of QKD.
The global telecommunications market itself is in a state of growth. In addition to the expansion of
mobile networks, (e.g., 5G), the expansion of fiber optics for both internet and television applica-
tions has accelerated in recent years.

The largest providers of telecommunications are often private companies, such as AT&T in the USA.
In some countries, however, state-owned or partially state-owned companies operate the infra-
structure, such as China Telecom. In addition, some regions have hybrid models in which state-
owned and private providers cooperate. In addition to telecommunications operators, there are
also companies that specialize in secure IT networks (e.g., Adva or Rohde & Schwarz). These can
also be responsible for operating the networks in addition to the telecommunications operators.

The hardware for the systems is developed by technology companies (such as Toshiba) or by small
and medium-sized enterprises and startups (e.g., ID Quantique, KEEQuant or Quantum Optics Jena).
These companies currently sell a small number of devices, specifically for R&D and testing purposes.

The provision of infrastructure can be used by other sectors as a basis for their own applications
and business models. A prominent example of the use of public fiber networks are data centers.
Traditionally, data centers supported IT functions such as data storage, processing, and manage-
ment. They also host applications, websites and cloud computing services. In the modern context,
data centers provide the necessary infrastructure for big data analytics, machine learning and arti-
ficial intelligence. They can be either self-operated by organization that owns them or managed by
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third-party providers. These providers have to ensure a secure and reliable environment for their
own and customer data. [115]

Framework conditions for QKD service providers

Telecommunications companies, for example data center operators, provide critical infrastructure
themselves or provide services to other companies and organizations covered by NIS2 and IT-SiG
2.0. As these laws aim to ensure the availability, integrity and confidentiality of critical infrastructures
and to counteract any disruption or failure, companies in the IT and telecommunications sector
must take appropriate protective measures, which include identifying vulnerabilities, implementing
security measures and regularly reviewing systems. [116]

For companies in the telecommunications sector — as for companies and organizations of the other
sectors analyzed here - it is crucial to know whether they are classified as critical infrastructure. The
IT-SiG 2.0 specifies thresholds at which companies are classified as critical infrastructure providers.
To illustrate the level of detail the law provides here, the criteria for telecommunications and data
center providers are presented. The following thresholds apply to telecommunication providers:

e For access and transmission networks: from 100,000 subscribers.

e For IXP providers offering Internet Exchange Points (IXPs), peering, cloud and interconnection
services, the threshold is explained by the economic and regional relevance of the IXP: Rele-
vance is based on having approximately 100 connected autonomous systems (AS).

e The threshold value for DNS resolvers is based on the access network they serve. For DNS
servers and TLD registries the threshold value is 100,000 subscribers in the connected access
network and approx. 250,000 authoritative, delegated, managed domains.

e The threshold for data centers refers to the contractually agreed capacity and is a contractu-
ally agreed capacity of 3.5 MW.

e The thresholds for server farms and content delivery networks are 10,000 running physical in-
stances on average per year and approximately 75,000 TB per year of delivered data volume.

e The thresholds for trust services are 500,000 qualified certificates (QeS) issued (OpenKritis, ,IT
und TK"). [35]

In addition to the IT-SiG 2.0 legislation, the European NIS2 regulation will also apply to IT and
telecommunications companies. For telecommunications providers, NIS2 applies if they have more
than 50 employees and a turnover of more than EUR 10 million. For qualified trust services, TLDs,
and DNS providers, NIS2 applies regardless of size.

In the area of digital infrastructures, companies are often subject to double and multiple regula-
tions. For example, telecommunications providers may also be subject to the DORA regulations if
they have financial customers and/or are classified as a critical ICT third-party service provider under
the DORA regulation.’

Telecommunications companies may also be subject to the German Telecommunications Act of
2021, which sets out its own IT security requirements in the “Catalog of Security Requirements 2.0.”
(OpenKritis, "TK-Sicherheitskatalog"). [35] These overlap significantly with IT-SiG 2.0 and NIS2.

Various practices have been established in the telecommunications and IT industry to improve cy-
bersecurity. One such practice is the implementation of information security management systems
(ISMS) in accordance with ISO 27001 or the BSI “IT-Grundschutz”. [117] The BSI lists the companies
certified to these standards on a dedicated website, [118] including for example Vodafone Cloud &
Security Germany.

7 In which fields the regulations overlap and where they complement each other is described in detail on the website www.openkritis.de.
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Status Quo

Unlike in other areas of the telecommunication market, further network expansion for QKD cannot
be financed with initial investments from first movers and early adopters. This is due to the very
high investment costs (especially of dark fibers) and slow cycles of development. A current obstacle
to QKD is that the first users would have to bear the high costs themselves.

Currently, QKD still requires dark fibers. Research is being conducted into using normal optical
fibers as well or sharing existing fiber-optic cables for the use of QKD. The multiple use of fiber
optics has some disadvantages and is not yet technically possible but is being investigated. For this
reason, a new separate infrastructure is still unavoidable. The alternative of communication via sat-
ellite requires even greater investment (especially for potential private operators). [119] Further-
more, the development status of satellite-based systems lags behind that of fiber-based systems.
For this reason, the expansion of a QKD infrastructure is currently mostly taking place within the
framework of public research projects (e.g., EuroQCl or OpenQKD) and is supported by telecom-
munications providers. In addition, telecommunication providers have their own rather small net-
works. These are, among other things, used for validation of first QKD hardware solutions and for
marketing purposes. The EU is planning to further promote the expansion of QKD infrastructure.

In Germany and also in other European countries, (e.g., Italy, the Czech Republic and Poland) dark
fiber infrastructure has been installed, particularly as a QKD testbed infrastructure. In Germany,
there are various testbed infrastructures in place adding up to several hundred kilometers. [120]
Other countries are already way ahead having already installed large implementation networks,
such as South Korea and China, (e.g., the Beijing Shanghai communication network with a length
of over 2000 km [39]).

Telecommunications operators and service providers such as Telefonica, China Telecom and British
Telecom are currently exploring how QKD systems could be integrated with existing fiber infra-
structures to secure data transfer across their networks. [55]

Hardware manufacturers are often also part of the research projects and can thus sell their hardware
to the testbeds for testing purposes. There are several commercially available systems, but the
guantities are still low. Although systems have also been sold outside the publicly funded testbeds,
these are often orders for early adopters in order to test the technology within the company. IT
service providers are also looking at QKD technology and testing the extent to which they can
integrate the systems into their services.

Since QKD is still in its infancy, there are no established QKD services available in Europe, yet. How-
ever, data center operations are seen as one of the great opportunities for a concrete application
of QKD services. Data centers play a crucial role in storing and processing vast amounts of data,
including private sensitive information, government data, and critical office information. As organ-
izations increasingly rely on cloud and data centers for data backup, storage, and recovery, ensuring
data privacy and security has become paramount. [55] Currently, there are around 7,500 data cen-
ters worldwide, highlighting the importance of database interconnection. [119] Today, the supply
chain is lacking the ability to equip these data centers with QKD across the board. However large
private data center providers are currently working on their backbone QKD network. [121] In cloud
networks, databases are often physically distant from data generation points and may adopt dis-
tributed architectures to enhance efficiency and security. [119] Data centers not only store and
process large volumes of data but also transmit data between servers, making them vulnerable to
hackers. [72]
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Possible scenarios and added value of QKD for service providers

Use Case 1: QKD communication network as a service

In addition to providing established communication channels from the point of view of telecom-
munications providers, a business model is to provide and operate QKD infrastructure in order to
offer other industries, (e.g., data centers, but also other industries such as finance, etc.) a network
as a service. [122] Even though it has currently still only been implemented within a few pilot pro-
jects due to the high infrastructure costs, its importance could increase in the coming years as prices
are expected to fall. Another problem here is that the infrastructure provider must be trustworthy.

In addition to the provision of QKD infrastructure, QKD can also be offered as a service. [123] Vari-
ous companies are currently establishing themselves in the emerging QKD market. They offer dif-
ferent services. In addition to the hardware producers themselves, data encryption (key as a ser-
vice/encryption as a service) can also be offered as a service. Additionally, complete transmission
(QKD as a service) could be offered. Then a company takes care of the hardware provision and
encryption of the data to be transmitted on behalf of their customer. In most cases, a data center
operator must be involved in the services (in-house or external). Either this is simultaneously the
operator of the QKD service, or this service is taken over by a second operator.

Use Case 2: Secure communication and data exchange between data centers

The publicly accessible fiber infrastructure developed by telecommunication providers making data
centers a prime candidate of QKD technology. [119] Even with further advancements in fiber-optics
based QKD, secret keys can be generated using standard telecommunication infrastructure (multi-
plexing). QKD can be a promising solution for enhancing the security of data center interconnec-
tion. [55]

Common distances between data centers are typically tens of kilometers, well within the range for
DV-QKD or CV-QKD fiber communication. [119] The installation and commissioning of such a ge-
ographically close data pair, (e.g., for back-ups) is currently still very expensive and would typically
cost a few hundred thousand euros.

By leveraging QKD, data centers can significantly enhance their security infrastructure, ensuring
data remains protected from emerging quantum threats while maintaining high standards of pri-
vacy and reliability.

Use Case 3: Secure communication and data exchange between data center and customer

In addition to internal data security, another QKD application could be to make communication
with the end customer secure. Offering secure data storage, for example in the form of a cloud
service, is an important business model for large tech companies such as AWS. The different forms
of customer access to the cloud pose a challenge that has not yet been fully resolved from a tech-
nical point of view, (e.g., access from a smartphone). [119] Initially, there will be restrictions on the
access options for QKD-based connection to data centers or cloud solutions. Services must be able
to provide the data reliably at any time and transmit it securely back to the customer.

Assessment of QKD service adoption

1) Market and economic aspects

The telecommunications market is experiencing rapid growth, driven by the expansion of mobile
and fiber-optic networks, also in many developing countries worldwide. This presents a significant
opportunity for QKD, as the increased focus on security will most likely lead to greater demand for
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innovative solutions. The demand for advanced security solutions is expected to rise, particularly in
response to growing concerns surrounding cybersecurity.

As it is still in its infancy however, potential users typically do not want to invest so much in advance.
This is mainly because it has not yet been decided, for example, how quickly QKD will spread and
become established. There are no clear business models as yet. At the same time this leaves op-
portunities to offer services with QKD. Even if experts see great potential, the specific opportunities
are still unclear.

2) Financial capability of the sector

There are various players that can invest in infrastructure or data centers. These include telecom-
munications providers, but also large tech companies such as Alphabet, Meta or AWS. While tech
companies can benefit from the investments directly themselves and are therefore more willing to
finance them to advance their own strategic goals, the business model for telecommunications
providers must be profitable. Overall, the financial capability of the sector is medium.

3) Need/required level of security

Based on the business case, data centers and telecommunications providers must guarantee a high
level of security. At the same time, the actual criticality of the data which is saved with an external
service is often rather moderate. If a company or institution has highly critical data, it usually man-
ages and stores it itself.

4) Urgency (long-term security)

Since the data is often stored for others, the guarantee of long-term security is important. This is
particularly evident in Europe and Asia.

5) Transition speed

Due to a lack of public regulation and flexible deployment and implementation options, the tran-
sition speed is generally high. Nevertheless, it often takes years for new technologies to be inte-
grated into established networks. However, individual projects can be implemented in just a few
weeks or months. Therefore, the transition speed is medium

6) Technological feasibility

The feasibility of implementing QKD is influenced by several factors. Many telecommunications
providers will need to upgrade their infrastructure to facilitate the integration of QKD. Moreover,
ensuring compatibility between QKD and existing encryption standards is crucial for its effective
implementation. The ability to scale QKD solutions across multiple data centers and cloud environ-
ments will be essential for widespread adoption. Especially interconnectivity is of great importance.
At the moment, the range and the costs are still major challenges. Many providers for data centers
are currently relying on PQC solutions. This is partly because PQC will be needed for practical ap-
plications in the near future anyway , for example to establish a connection to a smartphone.

7) Framework conditions

As long as business models have not been established and the cost for QKD is still high, targeted
political support is necessary to advance the adoption of QKD technology. Providing funding and
incentives for research and development in QKD, as well as the corresponding infrastructure, would
be beneficial for a fast network expansion. Establishing clear industry standards for QKD would
facilitate implementation and ensure interoperability among systems. Furthermore, increasing
awareness of the advantages of QKD will promote broader acceptance and integration into existing
infrastructures. The expansion of the infrastructure can then lead to falling prices and thus to more
attractive services on offer at data centers. On the other hand, demand is not as high as in strictly
state-regulated areas.
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Table 13: Summary of expert’s assessment for QKD services:

Market potential (medium-term) | High

Financial capability of the sector
(willingness to pay for security)

Need/required level of security High

Urgency (long-term criticality of High
data)

Transition speed in the sector

Source: Workshop

Examples of demonstration projects

Various pilot projects are currently underway, particularly in Europe but also worldwide, involving
infrastructure rollouts and the simultaneous testing of data center use cases.

Table 14: Examples of QKD demonstration for QKD services:
Country Description
Germany A network is being set up under the leadership of Deutsche Telekom to see how

it can integrate different QKD systems and how this can be integrated into the
network. The project can be seen as a blueprint for possible business models.
[122]

Spain QKD as a cloud service in Madrid to link cloud data centers, providing secret
keys as a service for client applications (ID Qquantique, Toshiba involved). [73]

China The Beijing-Shanghai QKD network secures data backups between data centers
in Beijing and Shanghai. [39]

Netherlands A QKD link secures data transfer between Siemens data centers in The Hague
and Zoetermeer, with KPN implementing end-to-end QKD between its data
centers. [124]

Greece QKD-interconnected cloud data centers in Athens enhance data security, em-
ploying encryption and new crypto acceleration devices for better performance
(ID Qquantique, Toshiba involved). [73]

South Korea SK Telecom and Equinix build a QKD environment in Equinix's SL1 data center
in Seoul, providing quantum cryptography protection for private enterprise net-
works on subscription. [125]

Conclusions

Even if no clear business models have yet been established and there is no supply chain for a QKD
service offering, QKD service providers will play a crucial role there. In the long term, it can be
assumed that QKD can play a crucial role in individual sectors as an additional security layer. There-
fore, the integration of Quantum Key Distribution (QKD) into telecommunications and data center
infrastructures presents a significant opportunity to enhance data security and privacy through var-
ious QKD service providers, to counter the increasing threats from cyber-attacks while supporting
the growth of innovative service models across various sectors. It is important that interfaces or
hardware requirements, for example, are defined promptly to enable QKD to spread quickly.

Fraunhofer ISI | 65



Application Perspectives in Quantum Communication

4.3 Beyond QKD Applications

Most of the activities in quantum communication research and development are currently focused
on QKD with the goal to optimize technologies, develop new technology variants or test their im-
plementation. This is not surprising, as QKD is a technology that is already being commercialized
and expected to be adopted in the next few years. However, quantum communication technologies
are certainly not limited to QKD. Further technologies "beyond QKD" are being researched and
developed, even though these are generally not yet as mature as QKD. Moreover, in many cases
the path towards commercialization or the added value is intangible at the current state of research.
Nevertheless, in this section we want to give insights into quantum communication technologies
beyond QKD. We will provide an overview of some of the most important trends and applications,
without claiming to be exhaustive. For systematic overviews, please refer to recent review papers
on this topic, such as from Bozzio et al. [126] First, we will introduce the characteristics that most of
the quantum communication technologies beyond QKD share. This will be followed by a discussion
of selected technologies.

Many quantum communication technologies, also those beyond QKD, focus on applications in
cryptography or promise the realization of the quantum equivalents of cryptographic primitives.
[126] Only a few technologies that are based on the transport of quantum states are motivated
instead by the enhancement of the capabilities of other quantum technologies. Most of these tech-
nologies are enabled by the distribution of entangled qubits and therefore require the development
of quantum repeaters in order to be implemented over longer distances or to enable a distribution
via satellite. In some use cases, the entangled states have to be stored, calling for (entanglement-
maintaining) quantum memories. The degree of entanglement required varies throughout the dif-
ferent technologies. Many of the technologies are being discussed under the umbrella term quan-
tum information network or “Quantum Internet” (see also section 5.2). Nevertheless, it should be
mentioned that while entanglement distribution will enable many new applications, not all the
guantum communication applications that go “beyond QKD" and are discussed in this chapter will
require entanglement.

4.3.1 Technology: Entanglement Distribution Network

As entangled qubits can serve as a resource for various applications, the distribution of entangled
states in a robust and efficient way is highly desired. The technological approaches span over dif-
ferent kinds of entangled states, their generation, transport and storage.

The most basic entangled state is based on two qubits, often called an Einstein-Podolsky-Rosen
Pair (EPR). [127] One example is the polarization entanglement of two photons, resulting in a cor-
relation of the polarization state (both photons can be in the same or opposite polarization state).
The state of each individual photon is only determined when it is measured. But more complex
entangled states have been demonstrated or investigated theoretically. The most prominent is the
Greenberger-Horne-Zeilinger state, [128, 129] as postulated for a three-particle entanglement in
1990 [130]and experimentally observed in 1999 [131]. For larger numbers of particles different types
of entanglement states can be conceived, such as graph states [132], cluster states (e.g., [133]) or
W-states [134]. In general, the larger the degree of entanglement and the number of particles, the
more complex the challenge in generating and maintaining the states.

Entangled photon pairs can be generated by spontaneous parametric down conversion (SPDC) in
a well-investigated manner (e.g., [135]), where one photon is converted into a pair of entangled
photons. Another non-linear option is based on spontaneous four wave mixing (FWM), where the
combination of two incoming photons generates the emission of two entangled photons. Entan-
glement can, however, be generated in multiple other ways, such as utilizing the path degree of
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freedom for photons in an optical set up or by combining multiple identical photon sources. [136]
However, the photons to be entangled do not have to come from a common source, as demon-
strated by the entanglement swapping experiments of Zeilingers group in 1998. [137] Other ap-
proaches are needed to generate entanglement for other types of qubits, such as quantum proces-
sors for trapped ions. [138]

The transport of an entangled photon uses, in general, identical technologies as entanglement-
based QKD. Over short distances, entangled photons can be sent via fibers or free-space optical
links, while for longer distances entanglement distribution via satellite or entanglement swapping
in quantum repeaters is required. Entanglement swapping can be realized by performing a Bell-
state measurement on two photons of two separate entangled photon pairs, which can lead to an
entanglement of the two remaining photons, which previously had no interaction with each other.
This process can be used to entangle photons and finally stationary quantum states over large
distances.

As the transport of entanglement over larger distances is best achieved using photons, but storing
and working with information in stationary qubits is more practical, interfaces between stationary
qubits and photons are required, if they are to be entangled. This can be realized by entangling the
stationary qubit with a flying qubit [139], as demonstrated in the case of trapped atoms [140],
trapped ions [141], color centers in diamond [142], or quantum dots [143] using different tech-
niques.

This light-matter entanglement is also a main component for realizing entanglement-maintaining
guantum memories that can store the entanglement over time spans. Short time periods of less
than one second can be valuable for enabling the first generation of memory-based quantum re-
peaters, but longer time periods are desired to open a door to more exotic applications that utilize
entanglement as a resource. As the lifetime of quantum memories has been extended in the past
years from nanoseconds (e.g., [144]) to milliseconds [145], there are some exciting developments
in this field, but the future challenges are still quite significant.

The technological requirements for entanglement distribution are therefore manifold and are un-
likely to be met in a meaningful way in the short to medium term. However, a closer look at the
desired tasks and applications are necessary to get a more complete picture.

4.3.2 Applications: Cryptography

QKD promises a physically secure transfer of a key over a point-to-point link and, subsequently,
networks with multiple nodes. In this way, QKD can be used to share secrets between several dif-
ferent parties which can only be reconstructed, when a critical number of parties combine their
information. This would be a quantum-enhanced version of the classical secret sharing approach,
known as Shamir-Secret-Sharing. [146] This quantum-enhanced version was discussed by Hillery et
al. [147] Potential applications for this secret sharing can be found in use cases in which authenti-
cations are only granted, when a majority of the people in charge agree (an example which illus-
trates this is access to nuclear codes, which may require the permission of more than one person).
Similarly, a technique is investigated that enables the sharing of quantum secrets, known as the
Cleve-Gottesman-Lo-scheme. [148] In this approach, a quantum state is divided into a number of
shares, which are distributed between different parties. The potential of this approach is obviously
closely connected to the value of quantum information and will therefore only add value if tech-
nologies based on quantum information are available. Therefore, nothing significant is expected in
the short term, but there could be potential in the long term.

The same applies to approaches that promise to open a path towards blind quantum computing:
When quantum computers become more powerful, they are expected to enable a wide range of
applications based on simulations, optimization problems and many further quantum algorithms.
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As long as powerful quantum computers remain expensive and dependent on respective infrastruc-
tures (comparable to current conventional supercomputers), the interest in accessing quantum
computers as a client via a service provider (quantum computing as a service) will increase. How-
ever, in many cases the client might be interested in keeping the exact algorithm and its results
hidden from the owner/provider of the quantum computer. This “blind quantum computing” can
be implemented using different approaches. The first implementation of protecting the privacy of
a computation was reported in 2012. [149] It was based on feeding a measurement-based quantum
computer with entangled cluster states. Nevertheless, a simpler approach for a similar purpose was
developed by the company VeriQloud based on their product “QLine”. [150] The main idea behind
Qline is the transfer of a quantum state through several nodes (Charlies), with each node applying
or not applying a rotation to the quantum state, initially only known to the node itself. When the
QLine is used for QKD, all but two nodes on the line announce publicly their applied rotations (or
in the case of the start or the end node, the initial state or the measured result, respectively). By
this, the two remaining nodes become Alice and Bob, providing a direct link to any two nodes on
this collaborative QLine. Similarly, this approach can be used to anonymize the state of a qubit sent
to a quantum computer. However, the approaches are based on photonic qubits and require the
respective interfaces to the local qubits of the respective quantum computing platforms.

The birth of the research field quantum communication is often attributed to the paper of Charles
Bennett and Gilles Brassard in 1984 with the development of the QKD algorithm known as BB84,
which is still being used in commercial QKD systems. [151] However, BB84 is based on two thought
experiments by Stephen Wiesner in the seventies, which he published finally in 1983. [152] One
thought experiment was the invention of “quantum money”, where the no-cloning theorem for
guantum states is used to realize money that cannot be copied. Even though the original idea
cannot be practically realized, it paved the way for many different variants today. These approaches
fall into different categories: while the idea of public-key quantum money (e.g., Farhi et al. [153])
includes the quantum equivalent of banknotes, i.e., unforgeable and unclonable tokens that can be
verified (in theory) by everyone, private-key quantum money (e.g., Aaronson et al. [154]) presup-
poses trusted parties (such as banks) and would be comparable to the exchange of tokens, as in
the case of credit cards. So far, most approaches to quantum money either rely on some kind of
guantum memory or space-time constraints (requiring trusted agents) (e.g., Kent et al. [155]) or are
restricted to narrow use cases, such as online-digital payments to reduce the technological require-
ments. However, quantum money is only one application from the broader field of quantum to-
kens. Many different approaches to quantum tokens are being investigated: e.g. the BMBF defined
the search for quantum tokens as the Grand Challenge of Quantum Communication, which is cur-
rently being tackled in six different projects. [156] An example of the implementation of quantum
tokens are physically unclonable functions (PUFs). PUFs can already be created using classical cryp-
tography and are based on functions that are too complex to be cloned and can therefore be used
as a fingerprint for authentication, (e.g., in car keys). Their quantum counterparts (QPUFs) are cur-
rently being investigated. It is unlikely that practical quantum tokens will be technologically imple-
mented and scaled up in the short or medium term. Nonetheless, quantum tokens are a promising
technology, especially as they could represent one way to enable quantum authentication pro-
cesses. Further approaches to quantum authentication are another strongly anticipated field of re-
search.

Further quantum tasks that could be enabled by quantum communication are the quantum coun-
terparts of classical cryptographic primitives that sometimes have no solution. The simplest exam-
ple is probably the quantum coin flip, which is a way to distribute randomness between two sep-
arated parties without giving them the opportunity to cheat. [157] The protocol is closely related
to the BB84 protocol for QKD and does not require entanglement. [151] Quantum coin flipping can
be used to conduct a quantum leadership election, in which a leader is selected from several
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different parties across a distance — a straight-forward implementation would be to eliminate par-
ties by a quantum coin flip until the leader is elected. [158] No classical solution for such an election
process is possible. Finally, the quantum solution to the related byzantine agreement should be
mentioned, in which parties agree on a decision over a process that cannot be compromised by
cheating (neither by actors internal or external to the communication). [159]

A more complete and in-depth discussion of quantum cryptographic primitives is provided in the
review publication of Bozzio et al. [126]

4.3.3 Applications: Performance-Enhancement

The second major group of quantum communication applications, often cited as motivation for
developing these technologies, are approaches to enhance the performance of complementary
technologies.

Most prominently, the "quantum internet” aims for the connection of quantum computers and
various other devices such as quantum sensors and quantum communication devices, comparable
to connections within the classical internet. Some experts are carful with the term “quantum inter-
net”, as it might create too high expectations in functionalities known from the classical internet. In
the foreseeable future, comparable functionalities are, however, not conceivable and the term is
often rather used for “network of quantum networks”. This connection of quantum computers over
a quantum channel would allow for distributed quantum computing across a distance. Neverthe-
less, the first relevant applications are expected to be implemented over very short distances to
connect different quantum computing chips at the same location. This parallel computing, which is
comparable to the classical counterpart (multiple processors calculating in parallel in most com-
mercial computers) is anticipated by manufacturers such as IBM to speed up the development of
next-generation capabilities of quantum computers. [160] This will become more and more rele-
vant, as the integration of a larger number of qubits on a single chip becomes continuously more
complicated. Whether this combination of computer subsystems to form a quantum computer sys-
tem capable of parallel computing should be regarded as a quantum communication technology
is, however, merely a philosophical question. More obvious is the case for applications where quan-
tum computers are accessed or combined across a distance: e.g., if the client only has direct access
to very limited capabilities or complex computations, or calculations that require multiple large
quantum computers. The implementation of these use cases is technically very demanding, while
the added value compared to communicating the desired algorithm via a classical channel and
performing the calculation entirely on a single quantum computer seems limited. Therefore, the
short-term relevance of distributed quantum computing across a distance is expected to be low,
due to the current technical limits and the unclear added value. Nevertheless, there are many dif-
ferent research activities around distributed quantum computing and progress is being made on
the required qubit-photon interfaces (e.g., [161]). This depends heavily on the underlying quantum
computing platform, of course.

The compliment approach for enhancing quantum technologies with distributing entanglement is
distributed quantum sensing. Classical sensor networks have become more and more relevant to
monitor larger areas or to combine the measurement of different variables to get a more complete
picture of the underlying tasks. When the information of classical sensors is combined to enable
these overarching insights, the measurement readings of the individual sensors must be transferred
to a central node, where they are analyzed, (e.g., averaged, correlated, etc.). Depending on the
number of sensors and the amount of data, this process is known to be quite expensive in terms of
computational costs and data transfer capacities. While this process can also be applied to quantum
sensors, they do offer a complementary approach for generating collaborative measurement re-
sults: by entangling the different quantum sensors, joint measurements can be performed. This
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provides the advantage of a direct implementation of the operation, (e.g., averaging, subtraction,
correlation, etc.) resulting in a single measurement for the quantum sensor network. The potential
to reduce the data transfer and the post-processing is promising in theory, however, only if the
entanglement distribution can be performed with low cost and effort. Even though this is not ex-
pected in the next few years, research projects are being undertaken to demonstrate the potential
of distributed quantum sensing. A clear path towards first applications has not yet become clearly
visible.

Finally, we want to give an example for enhancing the performance of classical information tech-
nologies: super dense coding. A classical bit is the smallest unit of information that can be trans-
lated into the answer to a yes-or-no question (0 or 1). As quantum bits, however, can be in a su-
perposition of both answers, they do carry in some sense more than this binary information — nev-
ertheless, as bound by Holevo's theorem, [162] ultimately, only binary information can be extracted
because the measurement projects the bit onto the measurement basis. However, if the two com-
municating parties pre-share entangled qubits, this resource can be used to encode two classical
bits in one qubit. It requires Alice to perform one of four gate operations on her part of the Bell-
pair, which is then sent to Bob who performs a measurement on both photons of the pair to extract
the two bits of classical information. The concept was developed in the first papers of Wiesner and
Bennett that started quantum communication research. [152] In theory, this concept can be under-
stood as an approach to speed up classical communication, by enhancing the number of bits trans-
ferred via a single photon. However, the practical realization is limited by the number of single
photons that can be successfully transferred and detected, as well as distributing and storing the
entanglement. It is therefore not expected to be used for speeding up communication in relevant
time frames. Furthermore, as this approach requires distributed entanglement, it can be used for
cryptographically-secure coding solutions.

4.4 6G and Quantum Communication

Mobile network technologies have evolved over several decades through significant development
in physical infrastructure (from analog transmission equipment to sophisticated digital systems
combining RAN, edge computing facilities and core network functions) and architecture (from large
centralized systems to increasingly distributed, software defined and virtualized networks). The var-
ious stages have been categorized into so-called “generations” associated with major standardiza-
tion campaigns, with each generation spanning approximately a decade. Each generation repre-
sents a combination of formal technical requirements, industry consensus, and market positioning,
and its definition involves a complex eco system of organizations rather than a single defining body.
They include the International Telecommunication Union (ITU), the 3rd generation Partnership Pro-
ject (3GPP) as well as regional standards bodies, e.g., ETSI (Europe), ATIS (North America), plus
industry associations, major equipment vendors, and network operators. In addition, research initi-
atives like the Next G Alliance in the US [https://nextgalliance.org], the Hexa-X European 6G flagship
project [https://hexa-x.eu/], China's IMT-2030 (6G) Promotion Group, [163] the Beyond 5G Consor-
tium in Japan [https://b5g.jp/en/], and the Korean government’'s (MSIT) 6G R&D implementation
plan [164] contribute to the vision that will eventually be formalized by the ITU over the coming
years. Contrary to previous generations, 6G aims to recognize the need for alignment with societal
goals such as sustainability, digital inclusion (see, e.g., [165]) and trustworthiness from the very
beginning.

Starting from the analysis of industry and consumer trends, many of the contributing organizations
have explored various use case families expected to be relevant in the 2030s, in order to identify
potential future applications, derive requirements and address technology demands (see, e.g., [166],
[167], and references therein). Types of applications which are prominent in all these analyses are,
for instance, autonomous cyber-physical systems (drones, autonomous cars, collaborating robots,
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etc.), remote operation (i.e., applications involving not only audio-visual telepresence but also re-
mote physical interaction requiring haptic feedback and precise remote control; examples are re-
mote surgery, real-time remote control of manufacturing processes or teleoperation of machinery
in hazardous environments), immersive experiences (augmented and virtual reality), Digital Twins
and seamless global connectivity.

The technical challenges are obvious: Ubiquitous connectivity, for instance, requires management
and interoperation of a heterogenous network of many sub-networks, combining terrestrial, space-
borne and airborne systems. The resilience aspect of such complex systems is often associated with
self-organization, self-healing and autonomous reconfigurability and operation, all of which are
enabled by Al. Depending on the applications and services, end-to-end latency constraints can be
as tight as a few milliseconds (equivalent to human reaction times) with extremely high levels of
reliability. The latency requirements can often only be met with disaggregated deployments, where
time-critical functions need to be placed at the network edge, again resulting in increased hetero-
geneity and complexity of the system architecture. Data rates consumed by 6G-applications can be
immense: A true VR experience, for instance, requires streaming rates at a minimum of a Gigabit
per second. [168] However, it is not only the content consumed by human end-users which adds
to the network load. Significant shares of the total load are due to machine-to-machine communi-
cation required for coordination and system management, execution and training of Al elements
and the exchange of sensor data needed to operate autonomous systems. In wireless networks,
high data rates are achieved (among other technologies) by using multiple antenna systems to
direct precise beams to the legitimate users' locations, meaning that user localization and environ-
mental sensing have become an integral part of modern networks. This introduces new security
and privacy challenges, since sensing data must be encrypted (or otherwise protected) so that user
identity and location are only accessed by approved services.

Since QKD can only be established over either fiber optics or free space optics, it is obvious that
QKD systems are suitable for securing relatively static segments of 6G networks. Therefore, it is
anticipated that PQC mechanisms will be applied in mobile and dynamic network segments. How-
ever, current PQC methods rely on longer keys and increased complexity, which somewhat contra-
dicts stringent latency requirements. Fast, lightweight, and easily scalable security mechanisms are
required especially for the deployment of large-scale loT with large numbers of low-cost, energy
constrained and low- complexity devices. Here physical layer security (PLS) may be the solution.
[169] Contrary to traditional cryptographic approaches PLS provides encryption/decryption
schemes that do not rely on keys and therefore do not depend on the distribution and the man-
agement of secret keys. Instead PLS realizes secure transmission via signal adaptive design and
processing, taking advantage of the intrinsic characteristics of wireless channels such as noise and
fading to ensure reliable data recovery by the legitimate receiver while considerably degrading the
received signal quality for the eavesdropper. The security criterion used (semantic security) can be
interpreted operationally, i.e., it can be set in a direct quantitative relationship to the eavesdropper's
maximum probability of success for a specific class of attacks. The calculations required for the
signal and data processing are computationally relatively inexpensive compared to the key-based
encryption-based method, making PLS suitable for securing low-complexity and low-cost loT de-
vices. [170] In addition, there are studies (e.g., [171]) suggesting that the energy consumption of
PLS-based schemes is only a fraction of that of corresponding PQC schemes. This is of particular
interest for loT deployments with a large number of simple energy-limited devices.

In the coming decades, 6G networks will connect all segments of modern society providing a myriad
of applications and services, including industrial control, tele-medicine, vehicular communication,
entertainment, smart agriculture and much more. Different levels of security are required in differ-
ent areas of life. While QKD-secured communication may be desirable for applications demanding
the highest level of confidentiality, this may prove to be too costly for other ones. It is also obvious
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that it cannot be provided for every scenario. As we have already emphasized, wireless communi-
cation offers numerous application scenarios that are characterized by high mobility or resource
constraints and must therefore primarily be secured by PQC or PLS.
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5 Infrastructure and Network Aspects

5.1 QKD Infrastructure

Quantum Key Distribution (QKD) relies on a robust infrastructure capable of transmitting quantum
signals securely over significant distances. In practice, building a QKD network goes beyond simple
point-to-point links and aspects such as scalability, fiber availability, multi-user architectures, and
seamless integration into existing communication infrastructures must be addressed. Early QKD
demonstrations connected two parties over a single fiber, but nowadays real-world deployment
demands connecting multiple nodes and users across cities and even national borders. This entails
optimizing resource management within quantum networks by addressing fiber availability and
losses through optical routing, and coordinating quantum channels alongside classical data traffic,
potentially sharing the same fibers. These considerations make it essential that quantum network
planning addresses both technical and strategic aspects: Technically, quantum coherence and se-
curity must be ensured; and strategically, cost-effective deployment plans, standardization, and
policy support are required. In the following subsections, specific aspects of QKD infrastructures
are discussed in more detail with respect to practical deployment.

5.1.1  Fiber Availability

The foundation of any terrestrial QKD network is the availability of fiber-optic links between hubs
and sites, and QKD systems that can be integrated into existing infrastructures. Ideally, QKD de-
ployment is able to integrate into existing fiber resources, particularly dark fibers, and to establish
guantum channels without being affected by conventional data channels. However, even when fi-
bers are accessible, the distance over which quantum signals can be propagated remains inherently
constrained. Typically, a quantum signal transmitted through standard telecom fibers experiences
approximately 0.2 dB of attenuation per kilometer, which results in near-exponential signal weak-
ening. Additional optical components such as multiplexers or switches cause further losses to the
guantum signals, thus reducing the maximum reach. Typically, conventional QKD point-to-point
links rarely exceed one hundred kilometers in length without intermediate measures. Overcoming
this transmission distance limit requires either installing intermediate trusted nodes (secure relay
points that essentially start a new QKD link at the cost of requiring physical security at those nodes)
or pursuing advanced technologies such as quantum repeaters (discussed later in Section 6.1.3).

The availability of fiber connections and empty optical wavelength channels varies widely between
regions and purposes. In urban areas with well-developed metropolitan fiber network infrastruc-
tures, a dense network of telecom fibers usually already exists, comprising “dark fiber” strands or
state-of-the-art fiber cables that connect government offices, data centers, and business offices.
Dark fibers provide an ideal dedicated channel for quantum signals, free from interference by in-
tensive classical data traffic. These metropolitan-area fiber networks can be leveraged for QKD in
several ways, ideally by using spare “dark fibers” that lie unused in telecom bundles, or to some
extent by occupying unused wavelength channels using wavelength-division multiplexing.

For last-mile connections that link end users in offices or homes to a QKD network, there are similar
but even more constraining demands on the QKD systems. In these scenarios, the simultaneous
coexistence of QKD quantum channels often has to be enabled in a single fiber link that already
provides conventional data communication in a passive-optical network (PON) topology. In addi-
tion to wavelength-division multiplexing, it is essential that QKD systems are able to support 1-to-
N user QKD in a PON-wise fashion over a fiber of typically less than 5 km length. As of September
2024, around 32.1% of German households benefitted from “fiber-to-the-home” or "fiber-to-the-
building" access. [172]
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In contrast, more remote or rural areas suffer from limited availability of fiber connections or higher
fiber attenuation due to older cables or longer routes. This disparity harbors the risk that, without
intervention, quantum communication networks could become concentrated on urban infrastruc-
tures, and critical infrastructure or communities in non-urban regions could be left behind. Policy-
makers could address this risk with initiatives to expand broadband internet availability in under-
served areas and at the same time encourage laying fiber infrastructures that are quantum-ready.
One practical strategy is to piggyback on existing telecom projects, adding extra fiber strands for
quantum use or upgrading links to meet the stringent requirements of QKD such as low-loss, low-
noise channels.

Backbones that interconnect distant metropolitan areas are characterized by relatively long dis-
tances and the simultaneous need for high QKD key rates that support the large number of users
at each location. Both characteristics render QKD links advantageous that multiplex a larger number
of QKD channels over a dark fiber to maximize the key rates.

To optimize fiber use in different application scenarios, network designers must choose routes care-
fully — for instance, routing quantum links along shorter, well-maintained paths to minimize loss,
even if these are not the shortest paths that classical data signals might take. They must also ac-
count for fiber quality: Factors like dispersion, polarization effects, and stray bends or splices in the
fiber can all disturb quantum states and effectively reduce QKD performance.

In summary, ensuring adequate fiber availability for QKD involves bridging infrastructure gaps (es-
pecially in rural areas), repurposing what is already in the ground (like dark fibers or excess capacity),
and planning physical routes with quantum channel requirements in mind.

51.2  Multiplexing

Since optical fiber is expensive and sometimes in short supply, signal multiplexing strategies can
significantly improve the use of existing infrastructure for QKD. Multiplexing enables multiple sig-
nals to propagate simultaneously through the same fiber, separated in time slots, wavelengths, or
spatial modes. In quantum communications, the most widely used approach is Wavelength-Division
Multiplexing (WDM). WDM assigns different wavelengths (colors of light) to different channels. For
example, a QKD channel might operate at one wavelength, while high-speed classical data channels
occupy other wavelengths in the same fiber. This approach can drastically increase the utility of
each fiber: Instead of dedicating one fiber to each QKD link, a network operator can send many
guantum keys and conventional data streams together.

Nevertheless, the intrinsic susceptibility of quantum states to noise necessitates careful engineering
and wavelength allocation planning when considering multiplexing approaches. One major noise
source in multiplexing configurations is Raman scattering: When a strong classical optical signal
propagates through a fiber, it can scatter and produce photons in other wavelengths, some of which
may fall into the quantum channel’s wavelength band, thus superposing with the quantum signals
or overwhelming the single photon detectors with noise. This noise can reduce the secure key rate
or even prevent QKD operation if not managed adequately.

To mitigate these issues, effective WDM QKD network design requires filters, isolation schemes, or
alternative band allocations that minimize cross talk and Raman noise, and result in acceptable
guantum bit error rates. One proven strategy is to operate the quantum channel in the O-band
around 1310 nm (originally used for older telecom systems) and keep classical data in the C-band
around 1550 nm, thereby greatly reducing Raman noise in the quantum channels. In such a config-
uration, QKD operation over close to 100km with over 16 dBm optical power in the simultaneously
multiplexed classical channels has been reported. [173] Additionally, classical channels near the
guantum channel wavelength can be operated at lower power or be temporarily switched off when
QKD is active, if dynamic control is possible.
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Apart from wavelength multiplexing, other options include time-division multiplexing (TDM), where
guantum and classical transmissions are scheduled at different times to avoid overlapping. Spatial
multiplexing uses separate cores in a multi-core fiber, where, for example, one core carries the
quantum channel and adjacent cores carry classical data, providing physical isolation while sharing
the same fiber.

Practical demonstrations in real-world networks, where quantum and classical channels have coex-
isted with minimal interference, have already confirmed the feasibility of multiplexing approaches,
provided that hardware and protocols are carefully optimized. From a strategic perspective, the
ability to multiplex quantum and classical data reduces both the deployment costs (no need for
separate fibers) and deployment timelines of integrating QKD into existing telecom networks, mak-
ing it an appealing approach for the telecom industry and operators. For policymakers and plan-
ners, it follows that upgrading network equipment with better isolation, filtering, and monitoring
for quantum channels can be as important as deploying new fibers.

513  Amplification

One of the characteristics of optical quantum communication is its incompatibility with traditional
optical signal amplifiers. In classical fiber networks, whenever a signal weakens, an optical amplifier
(such as an erbium-doped fiber amplifier) boosts it to extend reach. But the quantum information
encoded in single photons cannot be amplified. The no-cloning theorem forbids making exact cop-
ies of an unknown quantum state, and any attempt to amplify it will add noise and distort the
quantum state. Therefore, there are two challenges facing the integration of any quantum commu-
nication channel into existing classical network infrastructures: how to “amplify” quantum signals
in specialized ways to extend their reach; and how to mitigate the impairment effects of the classical
amplifiers that are already present in the network.

Several approaches have been explored to address the first challenge of “amplifying” quantum
signals. The simplest most straightforward and most commonly used method by today’s standards
employs trusted nodes that detect and re-initiate quantum signals. While not offering end-to-end
guantum security (since each node must be secure and trusted not to leak keys), this approach is
currently the only way to extend QKD over long distances and between many users, and has been
used in national-scale QKD networks all around the globe. [174-178] There is therefore a trade-off
associated with trusted nodes: They are easier to implement using current technology but require
reliable physical security and oversight for each node.

Quantum repeaters are the most promising long-term solution. These are devices that divide the
total distance to be covered into shorter segments, entangle those segments, and then perform
entanglement swapping and purification, effectively extending entanglement over the entire dis-
tance. In essence, rather than amplifying the photon itself, quantum repeaters create entangled link
segments and then connect (swap) them, allowing two end nodes to share strong entanglement as
if they were directly connected. This can enable QKD or even direct quantum state transmission
over distances far beyond the 100 km fiber limit, potentially reaching intercity or intercontinental
scales. However, quantum repeaters are extremely complex, often requiring quantum memory de-
vices and sophisticated error correction protocols. They are currently still in the research stage and
rely on quantum memories and advanced protocols that are not yet commercially available.

Other approaches propose the use of heralded qubit amplifiers. These devices aim to probabilisti-
cally amplify a quantum signal without reading it — by entangling the input photon with ancillary
photons and using a herald signal to indicate success. In a successful event, the quantum infor-
mation from a dim input photon could be transferred to a new photon, effectively achieving am-
plification without violating quantum rules. Early theoretical and laboratory work has demonstrated
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the potential of heralded amplifiers to extend the reach of QKD and even enable certain device-
independent security proofs, but these, too, are at an experimental stage.

All these approaches — trusted relays, entanglement swapping repeaters, and heralded amplifiers —
represent a toolkit for overcoming loss and distance limits. Each comes with its own engineering
challenges: Quantum repeaters need reliable quantum memories and error correction schemes,
and the noise added by any new amplifier device must be minimal. For policymakers and planners,
a key conclusion is that extending quantum links over long distances is likely to still require signif-
icant R&D efforts. Nonetheless, steady progress is being made: Metropolitan QKD networks are
already linking multiple city sites using trusted nodes, and efforts are underway to test quantum
repeaters on shorter testbeds. [54, 174, 175, 178, 179]

There is also a parallel path using satellites as space-based trusted repeaters that allow optical
quantum signals to travel farther. Satellite QKD has already connected sites thousands of kilometers
apart by exchanging keys through space. In the long term, a combination of ground-based quan-
tum repeater chains and satellite links could form a globe-spanning quantum network. Strategically,
investing in the above-mentioned technologies appears to be crucial for nations and industries that
envision truly global quantum-secure communications. This means funding research into quantum
memories, single-photon detectors with lower noise, and novel quantum relay protocols now, so
that the distance barrier will gradually be overcome. Until then, the practical deployment of QKD
will involve a clever patchwork of shorter fiber links, well-placed trusted nodes, and perhaps hybrid
guantum-classical techniques to manage keys over long distances. For example, using QKD for local
and regional links, and post-quantum encryption for long-haul segments could be a temporary
solution for some short-term application scenarios.

51.4  Optical Routing

As quantum communication networks grow in size and complexity, the ability of optical routing
quantum signals within a network becomes crucial. Specifically, the notion of reconfigurable optical
paths for quantum signals promises more flexible and responsive deployment, closer to how clas-
sical data networks operate. Rather than dedicating a single fiber route from one point to another,
optical routing in the quantum context means dynamically selecting paths for photons or entangled
photon pairs to propagate from source to destination, ideally adapting to network conditions with-
out disturbing the quantum states. This functionality would enable redundancy, load balancing, link
aggregation, and network optimization, analogous to classical network routing where packets are
transmitted via optimal paths, but with additional constraints. A fundamental requirement is that
any routing operation must not measure or disturb the quantum state. In classical networks, routers
read packet headers, buffer data, and resend it — actions impossible for unknown quantum states
because measurement would destroy the information. Therefore, quantum optical routing relies on
transparent photonic switches or entanglement-based methods.

One approach is to use all-optical switches controlled by a classical network management system
that can reconfigure which fiber a quantum signal goes into, without converting the photon to an
electrical signal or reading its value. Technologies such as micro-electromechanical switches (MEMS
mirrors) or advanced wavelength-selective switches can, in principle, reroute single photons, but
must be engineered to ensure minimal additional loss and noise. Each additional beam splitter or
redirector is a point of potential photon loss or decoherence, so the feasibility of dynamic optical
switching depends on achieving very low-loss, low-crosstalk switching. Recent research on inte-
grated photonics seems very promising. For example, integrated photonic chips with waveguide
switches might, in the future, operate as a quantum router chip that directs photons from any input
port to any output port on command.
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Another approach is entanglement-assisted routing. In an entanglement-based quantum network,
the secret quantum state is not sent through multiple hops. Instead, intermediate nodes share en-
tangled pairs with their neighbors, and by performing coordinated measurements, i.e., entangle-
ment swapping, entanglement can be extended across the network. In such a scenario, routing is
about choosing where to perform entanglement swaps to establish end-to-end entangled links.
This resembles a typical routing task: If one path comprising a sequence of swapping nodes is lossy
or busy, a controller directs swaps along an alternate path in the network to establish a quantum
channel between two distant nodes. The challenge here is maintaining quantum coherence across
multiple swaps, since each swap and each link has a success probability and fidelity, and the end-
to-end entanglement quality can decrease significantly if too many low-quality links are concate-
nated. Therefore, protocols are needed to decide the optimal route and possibly to perform entan-
glement purification where multiple low-purity entangled pairs are consumed to produce one
higher-purity pair along the chosen route. Quantum network research is currently working on de-
veloping algorithms analogous to classical routing protocols to deal with entangled states and co-
ordinating actions between entanglement-swapping nodes.

These dynamic routing functionalities require a sophisticated control plane that makes routing de-
cisions in real time. Some experimental networks have begun to explore this. [180] For instance,
software-defined networking techniques are being tested to control optical switches that handle
both quantum and classical channels. These controllers must account for quantum channel condi-
tions and be able to receive telemetry such as quantum bit error rates or key rates from each link
and then decide the route to maximize security and throughput. Entanglement-assisted routing
also implies new protocols at the application layer. If entanglement can be routed dynamically
within a network, it can enable quantum teleportation to send actual quantum states (not just keys)
between end nodes. This goes beyond QKD and ventures into the idea of a quantum internet.

Strategically, developing quantum routing capabilities moves toward scalable quantum networks
that function more like today’'s communication networks in terms of flexibility. This will require
collaboration between photonic hardware designers, who design quantum-enabled switches,
quantum information scientists, who devise routing and swapping algorithms, and network engi-
neers, who integrate these into a manageable system.

For industry, a practical step toward preparing and supporting dynamic routing in quantum net-
works is to incorporate equipment that is quantum-compatible. For policymakers, it is important to
support testbeds that experiment with quantum routing and to foster standards for how quantum
routing information is signaled. As QKD deployment is scaled up in the coming years, flexible optical
routing will increasingly become a key enabler for resilient, multi-node quantum networks, allowing
the technology to approximate the robustness and adaptability of classical networks.

51.5  Orchestration and Network Management

Coordinating a quantum communication network, particularly beyond simple point-to-point sys-
tems, calls for sophisticated orchestration and network management techniques that incorporate
both quantum and classical resources.

Orchestration refers to the intelligent control plane that oversees all the network components by
managing resources, scheduling operations, and ensuring that quantum and classical elements
work together. In a classical data network, technologies like Software-Defined Networking (SDN)
operate by decoupling the control logic from the hardware. In recent years, there has been interest
in adapting software-defined networking concepts to QKD using centralized controllers that direct
QKD devices, switches, and key management systems from a central software plane to orchestrate
the allocation of quantum channels, the distribution of keys, and the relevant classical support. The
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goal is to handle the complexity of large-scale QKD networks with a multitude of users using auto-
mation to efficiently assign channels, perform key relays, and monitor the systems.

A major task of quantum network orchestration is key management. An orchestration layer can, for
instance, determine which links should be used when certain users or applications request a quan-
tum-secured communication channel while simultaneously balancing key generation rates and op-
erational constraints. This requires a management system that knows which parties need keys, how
urgent their need is, and which path or link can best supply those keys. Real-time adaptive key
management fits naturally into this model, as quantum key rates can vary with link conditions or
usage.

For example, suppose a bank’s branch office wants to establish a secure line to its headquarters.
The orchestration system might schedule a QKD session between them or, if no direct link exists,
orchestrate a series of QKD exchanges through intermediate nodes. The system will gather keys
from these links, concatenate them via relay operations at trusted nodes to form an end-to-end
key and then deliver this to the requesting parties. Doing this in real time on a potentially large
scale poses a complex coordination problem. Real-time adaptive key management means the net-
work can respond to changes immediately. If one link’s key rate drops due to fiber degradation or
a potential eavesdropping attack, the controller can dynamically reroute key exchanges through a
redundant path or allocate more time. Similarly, if demand spikes when a large number of users
request keys at the same time, the system can queue or prioritize requests based on policy. This is
analogous to bandwidth management in classical networks.

SDN controllers tailored to QKD have been demonstrated in research settings (e.g.,, MadQCl [175]),
showing that a logically centralized software can successfully configure QKD links and even dynam-
ically adjust parameters. These controllers often have to interface with both quantum equipment
through specialized APIs provided by QKD device manufacturers, and standard network equipment
like standard routers or optical switches. The emergence of standardized interfaces, such as those
from ETSI's QKD industry group, will be key to enabling multi-vendor orchestration.

A robust orchestration system must also be able to handle multi-domain quantum networks. Real-
istically, no single operator will own all the fibers at every location. A QKD service provider in one
region or domain might have to hand keys over to another provider in a different region. Within a
country, different government departments might operate their own segments of a quantum net-
work that need to interconnect. Orchestration in this context means having protocols for inter-
network key exchange and trust management. Frameworks are being proposed where, for example,
a centralized key management server can request keys from another domain’s server via a secure
classical link, in effect allowing QKD-generated keys to hop between administrative domains with-
out exposing them. Achieving this requires interoperability standards to signal key requests, infra-
structures to authenticate nodes from different domains, and agreements on parameters like min-
imum security levels, error rates, etc., that are acceptable for handed-over keys.

Another facet of network management is resource optimization. The orchestrator must allocate
guantum network resources wisely. If keys are not required by two end-user nodes at that moment,
their QKD link could be idled or used to generate keys that can be stored for later, while another
pair of end-user nodes with urgent needs is given priority. From a security perspective, orchestra-
tion can aid in intrusion detection and recovery. By monitoring the real-time status of QKD links in
terms of channel loss or error rates, for example, the system could quickly detect anomalies indi-
cating tampering or eavesdropping. It could then alert operators or automatically reroute commu-
nication through alternate paths if needed. For example, if a particular fiber link’s error rate sud-
denly spiked beyond a defined threshold, the orchestrator could pause QKD on that link, use a
secondary path, and flag the suspicious event for investigation.
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Network management also includes other essential aspects of running any type of network includ-
ing logging events, updating software, and accounting for usage. While authentication and ac-
counting are addressed in section 5.1.6 in more detail, it is worth noting that orchestration systems
will be tied into those functions since, e.g., only authenticated nodes are allowed to participate in
the network.

For industry professionals, the push toward automated quantum network management means that
deploying QKD at scale will gradually come to resemble the deployment of any network service,
with high-level software control rather than a handcrafted link-by-link setup. Many telecom com-
panies are already adapting their network management software to be quantum-ready, in antici-
pation of devices like QKD equipment, quantum repeaters, and others becoming part of their in-
ventory and having to be managed in the same way as routers and switches. For policymakers, an
orchestrated approach underscores the importance of standards and interoperability. Governments
aiming to build national quantum-secure networks may have to coordinate multiple vendors and
network operators and having common management protocols in place that are ideally guided by
standards bodies such as ITU or ETSI will make it easier to expand and interconnect these networks.

51.6  Authentication/Service Access/Accounting

Like any secure communication infrastructure, quantum communication networks require solid au-
thentication, service access control, and accounting (ASA) mechanisms to verify identities, manage
permissions, and track usage.

Secure authentication is crucial on several levels. First, during each QKD-protocol run, authentica-
tion of critical information exchanged between all involved devices is inherently required for QKD-
postprocessing, e.g., during sifting, error correction or privacy amplification. If not properly imple-
mented, i.e., ideally using an information-theoretically secure authentication scheme like Wegman-
Carter, an eavesdropper could conduct man-in-the-middle attacks and acquire full information
about the keys. Therefore, all QKD security proofs require an initial secret authentication key that is
shared between partner devices upon system initialization. Conventionally, this initial secret au-
thentication key is manually installed locally on the partner devices during system installation or
initial configuration to maintain the full chain of information-theoretical security. However, a more
practical solution that is sufficient for most application scenarios could be to use post-quantum
public-key cryptography to share the initial secret authentication key. As the time between the
public key infrastructure (PKI) exchange and communicating the authentication tags can be kept
extremely short, i.e,, much shorter than any (quantum) algorithm would need to break the authen-
tication method, this provides sufficient protection against man-in-the middle attacks during the
first QKD round. Once the first round has succeeded, all subsequent rounds can then use infor-
mation-theoretically secure authentication schemes, e.g.,, Wegman-Carter.

Second, as with any other network device, QKD devices also need authenticated access for admin-
istrative purposes, configuration tasks or logging and monitoring. In an ideal scenario, such access
is itself protected by QKD keys using secure authentication methods, but this would require QKD
links between the QKD devices and network administrators and operation centers. For this reason,
today’'s QKD systems usually block remote access to security-critical configuration tasks completely
and only allow remote access to non-security-critical services that are then authenticated with con-
ventional methods and role-based access control.

Third, service access control ensures that only authorized entities can request key generation or
retrieve keys from the network’s key management system. This could be implemented using clas-
sical methods, e.g., a centralized key server that requires valid credentials or certificates from a user
before providing keys. This approach might be suitable for a private, point-to-point QKD link but it
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becomes increasingly more complex in multi-user networks, where many clients from potentially
different companies or departments share a common QKD infrastructure.

Multi-domain QKD service frameworks represent an extension of this, where keys can pass from
one domain to another, and the authentication and access rules of both domains must be re-
spected. Within EuroQCl, frameworks are currently being explored within which a federated identity
or trust model could allow, for example, a user from domain A to share a quantum key that origi-
nated from or transited through domain B, without either domain compromising security. Achieving
this might involve trusted interfacing nodes at the boundary that authenticate each other and only
pass along keys wrapped under secure encapsulation.

Beyond authentication, an accounting framework needs to be established that logs all key ex-
changes, resource usage, and access events. Such an accounting framework serves to provide an
audit trail about which keys were distributed, to whom, and when, and whether there were any
unusual access attempts. Moreover, in a commercial setting, accounting is necessary for billing,
allowing a telecom service provider to track usage per client and to charge customers based on the
number of keys exchanged or the duration/bandwidth of quantum-secured channels used. Ac-
counting might also be mandated by compliance regulations in order to demonstrate fulfilment of
auditing requirements for data protection laws or industry standards.

For QKD manufacturers, this entails suggests that QKD's authentication and access control should
be ideally aligned with the ASA frameworks already in place to avoid the introduction of too many
unfamiliar procedures for users.

5.1.7  Node Security

When deploying QKD, it is critical that the nodes themselves, including the devices and endpoints
in a QKD network where quantum signals originate, terminate, or are relayed in a trusted-node
fashion, are physically protected and secured. Even if the distribution channel of keys over quantum
channels is secured in the long term by fundamental laws of physics, nodes that make keys acces-
sible for their utilization are classical devices that are not inherently protected by quantum physics
and require protection to not be compromised or leak keys to adversaries.

Ensuring node security means protecting the hardware against tampering, the software against
hacking, and the quantum processes against side-channel attacks. On the physical front, QKD de-
vices must be secured against direct intrusion. This includes conventional measures such as locked
cabinets, tamper-resistant and tamper-detection enclosures with active tamper-response capabili-
ties, and access control to facilities.

QKD-specific vulnerabilities and side-channel attacks remain an active field of research. In 2023, the
BSI, together with other quantum security experts, compiled a comprehensive document that thor-
oughly analyzes implementation attacks and countermeasures for QKD node systems. [33] Coun-
tering side-channel attacks requires both design and procedural measures, and modern QKD sys-
tems have addressed many of these issues by revising the hardware. Nonetheless, continuous test-
ing for new side channels remains imperative, similar to the penetration tests of classical crypto-
graphic devices. For example, side-channel tests might involve monitoring the electromagnetic
emissions or power consumption of a QKD device to ensure it is not revealing the key. Ultimately,
a QKD system is an electronic device and could have similar side channels as any cryptographic
device, e.g., power analysis attacks. Therefore, conventional protection options also apply such as
shielding or mitigating correlated power analysis.

The cybersecurity of nodes is just as important because QKD devices run firmware or software to
control the optics and interfaces with networks. If an attacker can remotely exploit a bug in the
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device software or firmware, this could sabotage the proper functioning of the protocols in accord-
ance with the underlying security model, e.g., by altering components’ functionality or even pas-
sively reading out keys. Therefore, standard practices such as regular software updates, firewalls,
and intrusion detection around the control systems are mandatory. Ideally, to minimize exposure,
QKD systems would completely isolate the quantum processing unit from any external network
except a dedicated management link. Cryptographic node security also encompasses secure key
management. Generated keys are usually stored temporarily in the node before being delivered to
the end application. Some systems therefore integrate a hardware security module that stores all
security-relevant keys in encrypted form and that are erased immediately upon release or if tam-
pering is detected. This ensures that the key material is secure and prevents attackers from reading
a cache of past keys.

Standardization bodies and agencies like ETSI, ISO, or national labs are therefore working on eval-
uation criteria for testing QKD systems under various attack scenarios. A certified QKD node would
give users confidence that it meets a high security standard. In addition, just as classical cryptog-
raphy features redundancy (multiple algorithms, etc.), it would also be possible to achieve resilience
at the node level by, for example, using different types of key distribution methods or QKD devices
in parallel to maintain security even if one method or device had a hidden flaw or side channel.

In summary, securing quantum nodes requires a multi-layered approach: physical security to block
unauthorized physical access, protection against side-channel and optical attacks to ensure the
integrity of quantum processes, cybersecurity measures to cryptographically protect control sys-
tems and key storage, and incorporating certain QKD techniques such as MDI-protocols to elimi-
nate whole classes of implementation vulnerabilities.

Further references for this section include [46, 181-188].

5.2 Quantum Information Networks

Beyond immediate QKD deployments, the broader goal for quantum communication envisions net-
works capable of distributing quantum information of various types on a large scale, not merely
cryptographic keys. Such quantum information networks (QIN) would distribute entanglement be-
tween multiple nodes and enable more advanced applications beyond QKD (see section 4.3). While
present-day QKD trusted node networks can be regarded as the first generation of quantum net-
works®, future networks will include technologies such as quantum memories and quantum repeat-
ers, enabling entanglement-based applications, e.g., quantum teleportation, distributed quantum
computing, and novel quantum sensor applications.

A fully realized QIN would allow any two (or more) nodes in the network to establish quantum links
on demand, much as today’s internet allows any two computers to exchange data. A key issue for
this evolution is the interoperability with classical networks. Rather than constructing dedicated
infrastructure, it is more likely that QINs will have to make use of existing infrastructures at least to
some extent, e.g., by multiplexing quantum and classical signals as discussed in section 5.1.2 or by
upgrading classical repeater nodes to bypass quantum states or redirect them to quantum repeat-
ers as discussed in section 5.1.3. For end users and applications, the quantum network’s inner work-
ings should ideally become invisible and be based on familiar procedures, with the quantum layer
providing additional specialized functions “under the hood". Achieving interoperability requires
standardized interfaces, for instance, by developing standard APIs for an application to request a

8 In this report we regard quantum networks as all types of networks via which quantum states can be sent
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secure key or an entangled qubit pair from the network. It also requires designing network archi-
tectures that can incorporate quantum links into existing network topologies similar to the way that
new wavelengths channels or new fiber links are added today.

As these hybrids of classical and entanglement-based networks evolve, the role of entanglement
as a fundamental resource will become pivotal for reaching the full potential of quantum commu-
nication. To date, the first small entanglement networks with three or four nodes entangled in a
line or a triangle have demonstrated important building blocks in lab and field trials such as quan-
tum memory and repeater prototypes, proof-of-concepts for primitives like entanglement swap-
ping between nodes, and even simple network protocols for requesting entanglement. As the tech-
nology matures, these are expected to be scaled up to a larger number of nodes and greater dis-
tances. Europe’s Quantum Internet Alliance and similar initiatives elsewhere are investing in build-
ing a functional quantum information network that can deliver entanglement on-demand between
distant sites.

However, this vision is accompanied by challenges. Increasing link distances, even with quantum
repeaters, mean that every added link in an entanglement chain lowers the fidelity unless quantum
purification is carried out, which itself requires extra entangled pairs and classical communication.
Interoperability poses other technical and organizational challenges. Getting different quantum de-
vices to work together is non-trivial, since unlike classical communication and computing, quantum
hardware is not yet standardized and still undergoing research to a large extent. For example, con-
necting a quantum memory based on single trapped ions to another based on atomic ensembles
or solid-state spins in one network and entangling them will require standard quantum interface
protocols or the respective converters. Technical complexity and costs are further challenges asso-
ciated with constructing large-scale QINsbecause they will initially be very costly and require highly
trained specialists to maintain. However, as with any technology, costs are expected to come down
with economies of scale and over time. Solid-state and photonic integration are likely to produce
more compact and cost-effective quantum network elements in the future. Until then, deployment
might be limited to high-value use cases (national security, critical infrastructure, financial net-
works), whose importance and benefits justify the expense involved.

Despite these challenges, incremental but meaningful milestones toward full quantum information
networks are already becoming visible and more can be expected in the coming decade, with each
success reinforcing investment and interest. These could include the rollout of national QKD net-
works with dozens of nodes and path redundancy, the demonstration of a small quantum network
linking perhaps half a dozen cities with entanglement, and possibly hybrid networks where satellites
provide one link and fiber networks provide others, achieving global reach. For policymakers, facil-
itating this evolution means continuing to support basic research on quantum networking, building
testbed infrastructures for academia and startups to experiment with, and crafting policies that
encourage telecom operators to participate. It also requires training a workforce skilled in quantum
technologies in an interdisciplinary effort combining photonics, computer science, and quantum
physics to construct and maintain these networks. [189-192]
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5.3 EuroQCl

Infobox: EuroQCI [51]

In 2019, seven EU Member States signed the European Quantum Communication Infrastruc-
ture (EuroQCl) declaration, agreeing to explore how to develop and deploy a QCl across Europe
within the next ten years. By July 2021, 27 countries had signed this declaration.

EuroQCI builds on the innovative technologies developed as part of EU initiatives, in particular
the OpenQKD project funded under Horizon 2020. OpenQKD has established 16 open testbeds
in 9 Member States (DE, FR, NL. ES. PL, AT, CZ, IT, GR), the UK, and Switzerland and has demon-
strated more than 30 use cases in different application areas. [193]

EuroQCl, as a logical extension of OpenQKD, will move toward technological deployment and
establishing operational systems. Supported by the Digital Europe Programme (DEP) and the
commitment of the Member States, 21 national projects are developing national terrestrial QKD
networks (TerrQCl) and using these networks to demonstrate advanced use cases. According to
the funding guideline, these should primarily target public use cases by linking public au-
thorities within a country, but a wide range of applications are being explored, such as edu-
cation, defense, healthcare, finance, critical infrastructure, and foreign affairs. In addition to the
national projects, the DEP includes several industrial projects to develop technological building
blocks and one Coordination Support Action to link the actors involved in a network (Petrus).

At the same time, EuroQCl is also building the space infrastructure segment (SpaceQCl) through
its cooperation with ESA [194] and ESA's Security and cryptGrAphic mission (SAGA). ESA and an
industrial consortium are currently working on the EU’s first quantum satellite prototype, Eagle-
1, due to be launched in early 2026.

To achieve the objective of an EU-wide communications infrastructure (EU-QCI), the national
networks and the space segment need to be interconnected. Activities to do so are funded with
90 million EUR, which does not include national or industry co-funding.[195] The TerrQCls op-
erated by the Member States in combination with the SpaceQCl developed by ESA [196] will
together form the EU-QCI as described in the ConOps. [197]

Some stakeholders believe that the program contributes not only to technology deployment
but also to awareness-raising by involving various actors and convincing them of the future
reliability of QKD.
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6 Standardization, Certification and Approval

6.1 Standardization

Introduction

Standardization is the process of developing, implementing, and promoting standardization docu-
ments9 to ensure consistency, interoperability, quality, and safety across products, services, and
systems. It involves establishing agreed-upon standards and specifications through consensus
among industry experts, stakeholders, and governing bodies. The aim of standardization is to facil-
itate compatibility, enhance efficiency, reduce costs, and promote innovation while meeting the
needs of all relevant parties. By providing a common framework, standardization helps to stream-
line processes, ensure reliability, and support global trade and communication.

A standard is a consensus-driven document approved by a recognized standardization body or
standards developing organization (SDO). It outlines rules, guidelines, or characteristics for activities
and their outcomes, representing the current state of the art. Such standards are rooted in the
collective results of science, technology, and experience, with the goal of maximizing benefits for
the entire community.

Standardization in quantum communication

Standardization is essential for emerging fields, as proactively establishing interfaces and terminol-
ogy helps avoid expensive revisions farther down the line. Standards should be broadly applicable
across the diverse range of quantum technologies, and specialized standards, such as those for
guantum communication, should only be developed when truly necessary. This strategy promotes
efficiency and cohesion in the advancement of quantum technologies.

Potential suitable areas for standardization include terminology, measurement, testing, interfaces,
and compatibility. Moreover, as quantum technologies reach market application, standards detail-
ing services, products, and quality will become increasingly relevant. This comprehensive approach
ensures the seamless integration and adoption of quantum technologies across various sectors.

In the BMBF-funded project SQuaD, DIN provides essential support for standardization efforts, par-
ticularly in quantum communication. DIN offers a comprehensive overview of relevant standards in
this field [198] and has organized several workshops focused on the "Needs Analysis of Norms and
Standards for Quantum Communication along the Value Chain." These workshops examined the
production of necessary components and systems, their integration into existing communication
infrastructures, and potential end-user applications. [199] Key issues mentioned in these workshops
by the experts include the lack of:

e migration procedures from classical cryptography to QKD/PQC
e secure QKD protocols

e definitions and requirements for trusted nodes

e standards for hardware authentication and its implementation
e certification in general and relevant documentation.

° In this text, the term "standard" refers to all types of standardization documents.
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Standardization process

Before delving into specific procedures, an overview of the different types of standardization doc-
uments is provided, as illustrated in Figure 3. To aid in understanding these distinctions, the terms
"specification” and "standard" are employed, although these are frequently used interchangeably.
The discussion aims to explain the differences between these documents, offering insights into their
roles and implications in the evolving landscape of quantum communication standardization.

Figure 3: Overview of standardization documents.
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In terms of development time, in many cases, consortial standards (illustrated in Figure 3) are the
quickest to become established. Also known as industry, informal, or de facto standards, these are
defined by their development process, which does not require the inclusion of all interested parties.
They are typically created by closed groups of experts, such as industry-specific consortia com-
prised of various companies. While consortial standards share some features with traditional stand-
ardization documents, such as defined procedures and documentation rules, they are often devel-
oped privately and may not be freely accessible.

In the strictest sense, standards are developed within a formal standardization system, requiring
the inclusion of all interested parties when developing the documents. Achieving consensus, which
is defined as the general agreement of all participants without sustained objections to key content,
is essential. These committees include diverse stakeholders from science, consumer groups, and
industry to ensure the neutrality of the documents. Anyone can submit a proposal for a standard,
which means a public comment period is mandatory in the development process.

Unlike consensus-based standards, specifications do not require consensus, nor the involvement of
all interested parties. Anyone may apply to create a specification, whose scope is then compared
with the existing standardization repository. Followed by an open call for participation, its develop-
ment and final publication are agreed upon within a consortium. Specifications can also be devel-
oped by standards committees if the final consensus needed to publish a standard cannot be
reached. These are referred to as CEN or ISO Technical Specifications (TS). Technical Reports (TR)
are documents developed and approved by a technical committee, providing information on tech-
nical content and ongoing standardization work.

Relevant players, institutions and ongoing activities

Figure 4 shows the development of standards at national, European, and international level in the
field of quantum communication as part of quantum technologies.
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Figure 4: Development of standardization documents at national, European and
international level in quantum technology.
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Every country has its own national standardization body or national committee, which includes
specialized committees focused on specific areas, such as quantum communication. In Germany,
for instance, this is managed by the NA 043-02-05 AA Quantum Technologies [200] committee.
These national committees have to ensure fair representation of all interested parties and develop
national standards, such as the DIN standards in Germany.

These national committees play a vital role as they send delegates from so-called national mirror
committees to European and international committees to represent the national opinion. In the
realm of quantum communication, CEN/CLC/JTC 22 Quantum Technologies, [201] and especially
CEN/CLC/JTC 22/WG 4 - Quantum Communication and Quantum Cryptography, [202] are re-
sponsible for developing European (EN) standards. Once an EN standard is established, it becomes
mandatory for European member states to adopt it, and any conflicting national standards must be
withdrawn, resulting in a harmonized European standardization repository.

At the international level, IEC/ISO/JTC 3 Quantum Technologies [203] is responsible for estab-
lishing international ISO/IEC standards. Unlike European standards, these do not require mandatory
adoption unless they are adopted at the European or national level, which is at the discretion of the
respective country. To prevent the duplication of efforts, European and international standards can
be developed concurrently, as outlined in the Vienna and Frankfurt Agreements.

In the realm of quantum communication, various other organizations play significant roles. At the
national level in Europe, there are dedicated cybersecurity authorities, such as Germany's Bun-
desamt fiir Sicherheit in der Informationstechnik (BSl), [204] (the Federal Office for Information
Security). While America’s standardization approach differs from that of Europe, it has a crucial
impact on security standardization. One of the key organizations here is the American National
Standards Institute (ANSI), which oversees the development of voluntary consensus-based stand-
ards and coordinates the international standardization efforts of the U.S. ANSI works alongside
national organizations like Underwriters Laboratories (UL), the American Society of Mechanical
Engineers (ASME), the Institute of Electrical and Electronics Engineers Standards Association
(IEEE SA), and the American Society for Testing and Materials (ASTM). Additionally, the Na-
tional Institute of Standards and Technology (NIST), a non-regulatory agency under the U.S.
Department of Commerce, plays a vital role in American standardization efforts.

In Europe, the European Telecommunications Standards Institute (ETSI) is also very relevant,
particularly the ETSI Industry Specification Group for Quantum Key Distribution (ISG-QKD)
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[205] and the ETSI Technical Committee CYBER Working Group on Quantum-Safe Cryptog-
raphy (WG QSC) [206]. On the international stage, the International Telecommunication Union
(ITU) is a key player, with its Study Groups ITU-T/SG 13 Future Networks [207], ITU-T/SG 17
Security [208], and the Focus Group on Quantum Information Technology for Networks (FG-
QIT4N) [209]. The Internet Engineering Task Force (IETF) and the Internet Research Task Force
(IRTF) also contribute significantly, particularly through groups like the Quantum Internet Re-
search Group (QIRG) [210] and the Crypto Forum Research Group (CFRG) [211].

Outlook

Given the multitude of ongoing activities, it is essential to coordinate standardization efforts to
avoid redundancies. Standards developed within established structures, such as the national stand-
ardization bodies, CEN/CENELEC, and ISO/IEC, offer significant advantages over others. While nu-
merous standardization documents exist, only a limited number qualify as true standards. As pre-
viously discussed, an open process and the equitable inclusion of all stakeholders are critical for the
field of quantum communication. Established collaboration between authorities such as the Euro-
pean Commission (EC) and Germany's Federal Office for Information Security (BSI) with National
Standardization Bodies (NSBs), National Committees (NCs) and organizations such as CEN and
CENELEC plays a pivotal role in creating robust security standards and ensuring their application
through the acceptance of these stakeholders.

Moreover, it is important to note that quantum communication is just one application within the
broader scope of quantum technology. Therefore, standards should be applicable across various
applications. This inclusivity can be ensured through CEN/CLC/JTC 22, which maintains close links
among its working groups. Such collaboration ensures that the developed standards are as open
as possible to all applications, with specific requirements delineated only when necessary for certain
applications.

Currently, several activities are underway in quantum communication, including:

e ISO/IEC WD TR 25544 - The effect of different transmission media on the security evaluation
of quantum key distribution

e prCEN/CLC/TR XXX (WI=JT022006) - Hybridization of Quantum Computing

e prCEN/CLC/TR XXX (WI=JT022001) - Quantum Network Best Practices

e prCEN/CLC/TR XXX (WI=JT022002) - QKD and PQC: An Equitable Analysis and Comparison of
Both Technologies

e prCEN/CLC/TR XXX (WI=JT022003) - Gap Analysis of Current Quantum Communication and
Quantum Cryptography Standards

e prCEN/CLC/TR XXX (WI number not assigned yet, but topic has been approved) - Standardi-
zation needs for satellite based QKD

6.2 Certification and Approval

Introduction

The certification and approval of IT security products is essential to ensure trust in the reliability of
these technologies. Specific processes are required here, which not only provide a framework for
evaluating the security claims of QKD implementations but also ensure that they meet the stringent
standards set by governing bodies. This section aims to give a basic overview of the principles and
methodologies of the certification process for QKD technologies and highlights the importance of
these evaluations in promoting trust in the reliability of quantum communication systems.
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Certification and approval in quantum communication

Common Criteria Certification is always related to a specific product. For quantum communica-
tion, this means that each QKD product has to be evaluated to be certified. The first product certi-
fication step is to define the requirements that have to be fulfilled. The set of implementation-
independent IT-security requirements is defined by a protection profile (PP). The PP itself has to be
certified by national security agencies as proof that it is complete, consistent, and technically co-
herent. [38]

The first steps have been taken to certify prepare-and-measure QKD systems. The European Tele-
communications Standards Institute (ETSI) has developed a protection profile for the security eval-
uation of P&M QKD systems under the Common Criteria for Information Technology Security Eval-
uation. [212] The German Federal Office for Information Security (Bundesamt fir Sicherheit in der
Informationstechnik - BSI) has validated this PP and issued a certification.

Analogous to certification, the approval of IT security products is always related to a specific prod-
uct. In Germany, IT security products used to process, transmit or store classified information in
federal or state governments need to be approved by the BSI. This ensures that security require-
ments are fulfilled, and the products are safe to use. An application for the approval of an IT security
product can only be submitted by a federal authority user (in German “Bedarfstrager”). Beyond the
actual QKD systems, additional devices such as key management systems or encryptors have to be
approved, as the entire system needs to meet the security requirements.

The first QKD system has recently received a national security certification in South Korea. [45] The
Korea Information and Communications Technology Association (TTA) as designated authorized
testing agency for quantum cryptography equipment, was responsible for the certification process.
Tests for the security conformity verification were carried out by the Korea Research Institute of
Standards and Science (KRISS) and the security function was finally verified by TTA. [213] Little de-
tails about the exact process and the evaluation are known to the authors of this report but were
reported to include “rigorous and comprehensive evaluation of optical and digital subsystems”. [45]
In Europe, so far, no QKD system has been certified.

Certification and approval process

The certification process for QKD systems according to the Common Criteria Protection Profile
involves several steps. The following steps illustrate how the process works in Germany with the BSI
as the certification body: [214]

1) A company (e.g., the manufacturer of a QKD system or another interested legal person, such
as the user of this system) contacts the BSI to request the certification of a specific QKD prod-
uct. The BSI leads the certification process.

2) The company submits a certification application to the BSI.
3) The company commissions an accredited testing center to evaluate the QKD system.

4) The testing center evaluates the QKD system according to the requirements laid out in the PP.
The company is obliged to support the evaluation, e.g., by providing access to the QKD sys-
tem and the documentation.

5) The testing center writes an evaluation report and sends this and all evaluation results to the
BSI.

6) The BSI examines the evaluation results in detail and issues the certification if all the require-
ments have been fulfilled.

More details on the process can be found on the BSI's homepage. [214] This structured approach
ensures that the requirements are met and provides assurance to the user regarding the security
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and functionality of the QKD system. However, additional components, such as key management
systems and encryptors, are needed to use QKD systems for secure communication, and these must
be certified as well.

The approval process for IT security products (and thus also for QKD systems) also consists of
several steps: [215]

1) A federal authority user contacts the BSI with a request for approval of a specific product.

2) Evaluation of the product, including technical inspection and security evaluation according to
a classified information requirement profile (VS-Anforderungsprofil). These profiles have a
similar format as the common criteria protection profiles and include various aspects, such as
technical requirements, supply chain aspects, requirements for the employees, access to the
manufacturer’s premises, and many more. If no classified information requirement profile ex-
ists for the product type, the manufacturer, the operator, the user and the BSI jointly define
the security requirements for this product in a new classified information requirement profile.
This is a separate process and not part of the approval process

3) Product approval if all the requirements have been met.

A product does not need to be certified for its approval, as approval and certification are separate
processes. More details about the approval process can be found on the BSI's homepage. [215]

Relevant players, institutions, and activities

National security agencies are the most relevant players for certification and approval. These in-
clude the BSI in Germany, the Agence nationale de la sécurité des systémes d'information (ANSSI)
in France, the National Cyber Security Centre (NCSC) in the UK, and the National Security Agency
(NSA) in the US. Product testing is typically carried out by accredited testing centers that are differ-
ent in each country. In Germany, for example, these include atsec information security GmbH,
Deutsche Telekom Security GmbH, and TUV Informationstechnik GmbH. [216]

All the players and committees that promote standardization also support certification. Certification
and approval processes typically rely heavily on standards that, for example, define the testing
method for specific aspects of the product. Those responsible for defining the requirements for
certification, e.g., by developing a protection profile (such as ETSI), also play a very important role.

Other important players include the manufacturer, operator or user of a product who wants to
prove the functioning and security of the device and starts the certification or approval process.

Outlook

In Germany and Europe, there are high requirements for the certification and approval of IT security
products to ensure their security and functionality. The steps toward certification are clearly defined.
ETSI has developed and the BSI has approved the first protection profile defining the requirements
for the certification of prepare-and-measure QKD systems. This means the first steps have been
taken toward a certification of QKD systems, but various necessary standards are still missing. It is
therefore difficult to estimate how long it will take until the first QKD products are certified, and
different players are more or less optimistic about this. Some argue that this might be possible by
2027, others think it more likely that the first QKD products will be certified around 2030. Ultimately,
this will depend on the standardization efforts by the community, the progress made toward certi-
fication, technological development, and how certain components such as trusted nodes are eval-
uated.

Fraunhofer ISI | 89



Application Perspectives in Quantum Communication

7 Perspectives toward QKD Adoption

7.1

Main Challenges for QKD Adoption

The main current and future challenges for QKD adoption and ways to overcome them are sum-
marized in Figure 5 and discussed below.

Figure 5:

The main challenges for QKD adoption and how they could be solved.

Limited technical

maturity and robustness
& technical limitations

continuous R&D efforts; technical
developments and optimization;
implementation projects

cost reduction through optimization,
scaling & miniaturization

Standardization, certification and
approval efforts by companies and
community

Improved technical
capabilities, maturity and
robustness

continuous R&D efforts; further
technical developments and
optimization; field experience

further cost reduction through scaling
& miniaturization and potentially co-
propagation in existing fiber networks

Standardization, certification and
approval efforts by companies and
community

High technical maturity
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technical capabilities

Market Demand from
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Certification of first QKD devices
increase trust in technology; successful
pilot projects and first adoptions
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possible solutions

Limited technical maturity and robustness, technical limitations:

The current state of QKD technology poses significant challenges in terms of technical maturity,
robustness, and technical limitations (such as distance or key rate limitations). Many QKD systems
are still at an early stage of development, and their reliability varies under different operational
conditions. To address this in the short term, continuous R&D efforts, technical developments and
optimizations are essential to achieve high technical maturity and robustness and improve the tech-
nical capabilities. These ongoing efforts, coupled with experiences from implementation projects,
are expected to enhance system performance. In the long term, further technical developments,
optimization, and field experience will contribute to the availability of robust and mature QKD sys-
tems, with enhanced technical capabilities.

High costs of QKD systems and infrastructure:

The high costs associated with QKD systems, resulting from the current market situation rather than
the actual costs of the technology, and their infrastructure (including dark fibers, ground stations
for satellite QKD, etc.) remain a significant barrier to adoption across multiple sectors. In the short
to medium term, cost reductions can be achieved through the optimization, scaling, and miniatur-
ization of QKD systems. In the medium to long term, further cost reductions of the QKD systems
are anticipated through further scaling and miniaturization, as well as potential infrastructure cost
reductions, e.g., due to co-propagation in existing fiber networks, which could bring costs into a
more acceptable range. In the long term, costs are expected to stabilize at low to medium levels,
making QKD technology more feasible for broader adoption.
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Lack of certified and approved QKD systems:

Certification and approval are crucial for building trust in QKD technology and are even stringently
required in sectors like public administration and military. In the short term, ongoing standardiza-
tion and certification efforts by companies and the community are needed to establish a foundation
for trust. In the medium term, the certification of the first QKD devices will be critical for increasing
confidence in the technology. In the long term, established certification and approval processes for
different types of QKD devices are likely to facilitate widespread adoption across various sectors.

Low awareness and demand from users:

There is a general lack of awareness regarding the benefits of and necessity for QKD among po-
tential users. In the short term, ongoing pilot projects in various sectors should demonstrate the
technology's value and effectiveness. Successful pilot projects and initial adoptions will help to in-
crease the trust in and demand for QKD solutions in the medium term. In the long term, improved
awareness and understanding of QKD's benefits are expected to drive increased adoption and in-
vestment.

Unclear business models:

The absence of clear and established business models for QKD solutions contributes to uncertainty
among potential adopters. In the short term, ongoing R&D and implementation projects are es-
sential to develop viable business models. Increased industry involvement in the medium term will
lead to the establishment of various business models that clarify the value proposition of QKD. In
the long term, mature technologies and markets will support a diverse range of business models,
facilitating broader adoption.

Supply chain security:

Ensuring supply chain security is vital when aiming for technology sovereignty in quantum com-
munication. In the short term, the diversification of components in QKD systems is necessary to
mitigate risks. As QKD markets grow, there should be an increasing market availability of compo-
nents from various vendors, which will help to diversify the market. In the medium term, a partially
diversified supply chain will enhance supply chain security and limit one-sided dependencies. In the
long term, ideally, a fully diversified supply chain will further strengthen the technological sover-
eignty of Europe in quantum communication.

Skilled workforce:

The successful implementation of QKD technology requires a skilled workforce capable of operat-
ing and maintaining complex systems. In the short term, there may be a shortage of trained per-
sonnel. However, increasing market demand will drive efforts to cultivate a larger, skilled workforce.
Continuous education and training initiatives across different levels are essential to ensure that
sufficient qualified personnel are available in the long term.
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7.2 Overview of Sectors

Figure 6 summarizes the results from assessing the potential application sectors including the pub-
lic administration, the military and defense sector, utility provider, the medical sector, industry, and
QKD services.

Figure 6: Expert assessment of different sectors according to the criteria market
potential for QKD in the medium term, financial capability (and willingness
to pay for security), need for and requirements of security, urgency for
transition to quantum-safe cryptography (long-term criticality of data),
and transition speed in the sector.
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Public Administration:

The public administration is considered to be one of the key potential customers for QKD due to
its need for very high data security. The currently limited maturity of QKD combined with the lack
of standards, and certified and approved products are greatly hampering the use of this technology
in this sector, at least in European countries. In the future, with greater maturity, and certified and
approved products, the high security needs of this sector could lead to widespread adoption and a
significant market. However, the transition speed in this sector is generally low.

Military and Defense:

The military and defense sector has the highest demands on communication security in terms of
both short-term and long-term information sensitivity and is therefore potentially a natural adopter
of QKD technologies with a reasonable market size and high financial capabilities. However, QKD
must first achieve the corresponding technological maturity, as the military in most countries may
only use approved technologies. For this reason and the bureaucratic processes involved, the tran-
sition speed is expected to be rather slow. However, since most military sites already have high
security measures in place, implementing trusted nodes at these locations might involve signifi-
cantly less effort than other use cases. Whether this enables the roll-out of a nationwide QKD net-
work depends on the distances between these locations, which could vary greatly in different coun-
tries.
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Utility Provider:

There is an emerging QKD market in the area of critical infrastructure, but this is constrained by the
lack of a regulatory framework. Due to the important tasks of providing public services, the poten-
tial for QKD is considered high. From this point of view, data criticality is also high. Financial options
are limited because operators need to work cost-effectively; however, if there were regulatory re-
quirements for IT security, cost-intensive solutions could also be implemented. In this sector, the
devices must be particularly robust to perform reliably in outdoor environments. Ultimately, system
costs and regulatory requirements will determine the market potential in this sector.

Medical Sector:

Handling patient data is highly sensitive and the need for long-term data security is also very high.
On the other hand, the medical sector has notoriously low financial capabilities and tends to only
implement IT security solutions when required to do so by law. This, coupled with limited awareness
and a generally very low transition speed, significantly limits the market potential for QKD in this
sector.

Banking and Finance:

The banking and finance sector handles sensitive financial and customer data and has high security
needs. Since business in this sector is built on the trust of its customers, QKD could have significant
potential here. On the other hand, many banks are rather hesitant to implement new technologies
unless they are required to do so by law. The market size is therefore assessed as medium to high
in the short to medium term. This sector has the financial capabilities, but banks tend to invest with
the goal of high returns. It is assumed that interest in this sector will increase once costs decrease.
Then, the financial market could potentially become a major user of QKD. The transition speed here
is rated as medium, as the sector is generally hesitant to implement new IT technologies, but this
could accelerate if the relevant regulations require the use of quantum-safe technologies.

Industry:

Individual industrial players such as large automobile manufacturers or other large conglomerates
are beginning to look at QKD solutions. However, economic feasibility depends heavily on data
security requirements, technological advances, and especially cost reductions. The willingness to
invest in QKD is low because security is often considered an additional service. The security level is
moderate, as some data are critical, but many are only of interest to competitors. The degree of
urgency varies, although company data often have to be secured for about 10 years. Technical
hurdles, such as distance restrictions and integration into existing systems, complicate the intro-
duction. Furthermore, the transition speed is slow. The advantage is that certifications are typically
not required in industry.

QKD Services:

Due to QKD'’s promising prospects, various players are positioning themselves to offer QKD as a
service. Demand for advanced security solutions will increase due to growing cybersecurity con-
cerns and threats. The obstacles vary by sector but often involve high initial investment costs. At
present, infrastructure is often being financed at least partly by research projects because telecom-
munication providers have to operate profitably, and QKD services are not profitable due to high
costs and slow adoption. Data centers are a possible application where QKD can be used to secure
very critical data through different service offers, making it potentially a financially rewarding busi-
ness model. The speed of transition depends largely on the market pull, i.e., the end user demand
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for QKD services, but is currently considered medium. Technological challenges include necessary
infrastructure upgrades and ensuring compatibility with existing encryption standards.

Table 15: Overview of sectors and their main challenges for QKD adoption:
Sector Assessment of sector Main challenges for QKD
adoption

High need for security, high urgency to Technological maturity and robust-
transition to quantum-safe cryptography; | ness; approval of QKD products
but low transition speed and high regula-
tory requirements.

Military and Defense High need for security, high urgency to Technological maturity and robust-
transition to quantum-safe cryptography, | ness; approval of QKD products
but low transition speed and high regula-
tory requirements.

Utility Provider Medium market potential and need for Costs, robustness and official regula-
security. Market development depends on | tions
official guidelines/regulations.

High need for security and urgency, at the | High costs and lack of awareness
same time rather low short and medium-
term market potential due to the lack of
financial capability and awareness.

Medium to high market potential with Costs, maturity, and lack of awareness
high need for security and principally high
financial capabilities, but often hesitant to
implement new technologies.

Low market potential because of limited Distance limitations, complexity of in-
security needs. The level of security and tegration into existing systems, and
the degree of urgency depend on the user | costs

and the corresponding data; transition
speed is low.

QKD Services In many sectors, QKD adoption is limited Costs and awareness
due to high upfront investment costs. Of-
fering QKD services as a business model
could reduce these investment costs for
the end customers significantly and could
therefore have a high market potential.

7.3 QKD Systems and Their Anticipated Developments

As we look ahead to the future of QKD applications across various sectors, it is essential to antici-
pate the development status of the key performance indicators (KPIs) of QKD systems in the coming
years. This chapter outlines a roadmap that categorizes the developmental stages of QKD technol-
ogy into three perspectives: today (2025), short-term (2025-2030), and long-term (post-2035). The
KPI values and features associated with these development stages were obtained from the experts
and discussions during our workshop and reflect the insights and forecasts of professionals in the
field. This should provide a solid understanding of the evolving landscape of QKD technology and
its anticipated advancements. However, the technological variety associated with QKD is huge and
the KPIs achieved by current and potential future systems are heavily dependent on the respective
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framework conditions. Furthermore, most KPIs are interdependent and cannot be regarded sepa-
rately (e.g., if the key rate is not of interest, impressively large distances can be achieved via fiber
links). For these reasons, the following discussion can only outline the main trends and expectations
concerning the future development of QKD technologies on an abstract level. The discussed KPIs
are to be understood as indications of potential development trajectories, but over the entire time
frame regarded, technologies with strongly deviating KPI profiles to the ones discussed here are
expected to come onto the market. The purpose of introducing the following hypothetical systems
is to outline what typical systems could look like and clarify which technological developments are
needed to successfully implement QKD in the use cases discussed (see section 7.4).

The development timeline serves as a foundation for understanding the trajectory of QKD applica-
tions and their implications for various sectors and can be used to guide stakeholders in their stra-
tegic planning and investment decisions. As we progress through these developmental stages, the
potential of QKD to enhance security in an increasingly digital world will become more and more
relevant.

Development Status 1: Today

In the current QKD technology landscape, the key rate achieved is often limited to a few kilobits
per second, which is scalable depending on factors such as price and distance. The technology
operates effectively over distances of up to 150 kilometers, primarily utilizing fiber optics, with a
preference for dark fibers. However, the system’s stability remains vulnerable to large temperature
changes and dust accumulation. The systems are commonly enclosed in a 19-inch rack and tailored
for use by specialized technicians, which means a certain level of expertise is required to operate
them. The significant maintenance required can already be partially performed by the customers
themselves. For many technologies, the overall cost of implementation is around €200,000 per QKD
system. Notably, current QKD systems have yet to be certified or approved by the relevant author-
ities in most countries.

Development Status 2: 2025 - 2030

Looking ahead to the short-term horizon, experts anticipate considerable advancements in QKD
technology. Key rates are likely to improve further, from a few kilobits per second to a few hundred
kilobits per second, again strongly dependent on the application’s implementation and require-
ments. In theory, the use of trusted nodes will enable fiber-based QKD over any distance. Trans-
mission will still be predominantly via fiber optics, with the possibility of incorporating satellite
technology, albeit at high cost. Stability will show marked improvement with the help of external
auxiliary systems like temperature stabilization. Operating the technology will become more acces-
sible to those with training in related fields, such as IT, which indicates reduced complexity for users.
Maintenance requirements will diminish, and overall costs are projected to decrease to investments
of typically €100,000 per system. Importantly, certification and approval by important national se-
curity agencies is anticipated during this period.

Development Status 3: Post-2035

In the long-term perspective, the vision of QKD technology takes a transformative path. Key rates
are expected to improve to values that can ensure even very demanding use cases (potentially
exceeding megabits per second). With the successful development of fiber- and satellite-based
systems, QKD is possible over any distance. The system is expected to become robust, making it
reliable for applications in demanding environments. Miniaturization (e.g., via photonic integration)
could reduce the technology to the size of a plug, emphasizing user-friendliness with a plug-and-
play design that requires minimal technical expertise. Maintenance is expected to be minimal, which
increases its usability. The anticipated costs are expected to drop to figures between €10,000 and
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€20,000 per system, making QKD technology more feasible for widespread adoption. Additionally,
certification and/or approval by all relevant national security agencies is achieved for many QKD
devices and use cases, reinforcing the legitimacy and security of the technology.

Figure 7: Possible and exemplary future development statuses of QKD systems.
Key Rate: Few kbit/s (scalable with price/distance) Key Rate: >> Mbit/s
Distance: up to 150 km Distance: Any distance achievable
Medium: Fiber (dark-fiber desired) Medium: Fiber & satellite
Stability: Vulnerable to high T differences and dust Stability: Robust
Size: 19 Inch rack Size: “Size of a plug”
User Friendliness: QCom expert User Friendliness: Plug-and-play
Maintenance: Can (partially) be done by customer Maintenance: Essentially no maintenance
Cost: 200k€ Cost: 10-20k€
Certification / Approval: Not certified Certification / Approval: Certification of NSA

Development Status 1 Development Status 2 Development Status 3
2025 2030 2035

Key Rate: kbit/s — few 100 kbit/s

Distance: With trusted nodes — any distance achievable
Medium: Fiber (satellite possible with high cost)
Stability: Robust / certain limitations (ext. temp. stabil.)
Size: 19 Inch rack

User Friendliness: Educated IT expert

Maintenance: Low maintenance required

Cost: 100k€

Certification / Approval: Certification of NSA

7.4 Overview of Use Cases and Timeline for Adoption

The simplified stages of the future development of QKD systems (section 7.3) can be used for a
roadmap for the adoption of QKD technologies in the use cases presented in section 4.2.2. In the
workshop, the use cases were matched with the development status of the previous chapter, re-
sulting in .

While QKD will only become attractive for most use cases following further development, this anal-
ysis shows that relevant market penetration could be already reached in the next few years (Devel-
opment Status 2). While extensive optimization of QKD is required to address some use cases (De-
velopment Status 3), large market shares could already be gained as soon as the technology is
slightly improved and/or is certified/approved by the relevant public authorities. For some use
cases, adoption is also possible in the short term, for example, to generate business offering QKD
as a service or for protecting data traffic between data centers. Even though significant challenges
still have to be addressed, QKD could become commercially relevant in the next few years. The
following paragraphs briefly discuss the timeline for adoption of use cases in each sector and are
summarized in Table 16.
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Figure 8:

Possible timeline of adoption of various use cases in different sectors in Eu-

rope and how they depend on the technical development stage of QKD.
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Public Administration:

QKD can be used to connect governmental authorities and institutions such as ministries. This in-
cludes institutions at the state, federal and European level and could therefore constitute a signifi-
cant market. High regulatory requirements currently limit the use of QKD to test projects that aim
at increasing its technological maturity, implement infrastructure and bring it closer to real appli-
cations. This sector will only implement and adopt QKD products once these are approved, which
could be achieved for first QKD products by 2030.

Military and Defense:

As trusted nodes could be implemented here with less effort than in other sectors, a QKD network
connecting domestic military sites over large distances seems possible in the medium term (if the
relevant authorities approve the technology). Connecting deployable systems using QKD-links de-
pends on QKD satellite systems, which will take longer, as this requires conscientious mission plan-
ning and robust technologies. A roll-out of QKD for tactical use cases including mobile units, is not
expected in the next decade, due to the demanding requirements and limited advantages over
complementary technologies, such as PQC.

Utility provider:

QKD can be integrated into electricity, gas and water infrastructure to transmit secure control com-
mands between key network nodes (e.g., transformer stations, pumping stations), and particularly
in smart grids, to safeguard infrastructure and avert potential sabotage by preventing unauthorized
control commands from being executed. QKD could also be used to secure communications data
for energy or water supply between control centers or different grid providers. There are ongoing
public test projects for secure communication of command control and other data related to critical
infrastructure. Protection against sabotage is ensured by secure communication, among other
things. The adoption of such applications is conceivable after 2030.

Medical Sector:

QKD can be used in healthcare to protect sensitive patient or laboratory data. Another important
application is securing communication channels in telemedicine, which protects patient privacy
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during virtual consultations. In addition, QKD could secure the transmission of wireless body sen-
sors that collect sensitive health data such as a person'’s vital signs. However, this is a use case for
the more distant future. In Europe, there are already various test projects for transmitting and stor-
ing data, and telemedicine. It is difficult to estimate when a breakthrough could happen as this
sector has low financial capability, a low transition speed, but high data security requirements and
a high degree of urgency at the same time.

Banking and Finance:

QKD can be used to secure money transfers within and between banks. There are implementation
projects for this use case and a slow market adoption is likely in the next few years. Large-scale
market adoption would need regulations or at least pressure from competitors. Securing all the
communication between different sites of a bank represents a much larger market and would re-
quire significantly lower costs and probably miniaturized QKD systems and is thus expected only in
the long term.

Industry:

QKD can be used to secure (supply chain) communications from plant to plant to protect sensitive
operational data, as well as to protect and store intellectual property. This is especially critical for
manufacturers operating at multiple locations. Inter-plant communications can also be secured us-
ing QKD, particularly loT devices in smart manufacturing within increasingly digitalized production
processes. For these use cases, QKD could be used without major regulatory issues, but there is
currently little interest in the technology due to its high costs and the low criticality of the data
involved, so these use cases are more likely to be of interest in the next decade.

In addition, QKD could provide secure communication channels between autonomous vehicles in
the future, increasing safety and data integrity. However, this use case is still a distant prospect, as
there is no clear plan yet for key exchanges between vehicles.

QKD Services:

QKD can be used by telecommunications providers or IT cybersecurity companies to offer QKD-
secured communication networks as a service and to provide QKD infrastructure for various indus-
tries. The QKD transmission itself can also be offered as a service, including hardware, data encryp-
tion and the transmission of information. One application is secure communication between data
centers to increase data security against cyberattacks. Another use case is secure communication
between servers and customers, especially for cloud services. Since certifications are typically not
required in the private sector, QKD services could soon be offered more widely as their costs de-
crease and their technical maturity increases.
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Table 16:

Overview of sectors, use cases, their status quo, milestones that need to

be achieved before adoption, and the estimated timeframe of adoption in

Europe.

Sector/Use Case

Status quo in
Europe

Milestones to be
achieved before
adoption

Estimated timeframe
of adoption in Europe

Communication between
ministries at state, federal
and EU level

Testbeds for govern-
ment use (e.g., via
EuroQCl)

Increase technological ma-
turity and robustness; certi-
fication and approval

Medium to long term

Military and Defense

Communication between
domestic military sites

Test projects ongoing,
continuous observa-
tion of QKD

Robustness and technologi-
cal maturity; certification
and approval

Medium term

Communication to de-
ployed communication
centers in the field

No large tests so far

Robustness and technologi-
cal maturity; certification
and approval; Scaling of
satellite QKD

Medium to long term

Communication to/from
mobile/airborne/underwa-
ter units in the field

Test projects for spe-
cific use cases (e.g.,
underwater QKD)

Significant increase of ro-
bustness; maturity of satel-
lite and/or free-space QKD

Long term

Utility Provider

Connection between sub-
stations of the networks

Test projects ongoing

Robustness and technologi-
cal maturity

Medium term

Securing communication
between control rooms or
grid operators

Test projects ongoing

Technological maturity and
distance improvements

Medium to long term

Protecting patient files and
lab data

Test projects ongoing

Simplicity and compatibility
of systems, regulatory
framework

Medium to long term

Secure telemedicine ser- Test projects ongoing | Comparability, miniaturiza- | Long term
vices tion, network and distance
improvements as well as
price reduction
Secure body sensor net- No test approaches so | Miniaturization, network Long term

works

far

and distance improvements
as well as price reduction

Intra- and inter-bank trans-
fers

Test projects ongoing

Cost reduction, regulations
needed for widespread
adoption
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Sector/Use Case

Status quo in
Europe

Milestones to be
achieved before
adoption

Estimated timeframe
of adoption in Europe

General communication
between banks

Strong cost reduction and

miniaturized products nec-
essary; regulations needed
for widespread adoption

Long term

Plant-to-plant communica-
tion

Research activities in
companies

Price reduction, standardi-
zation and interoperability

Medium to long term

Intra-plant communication

Research activities in
companies

Price reduction, standardi-
zation and interoperability

Medium to long term

Vehicle-to-vehicle commu-
nication

Comparability, miniaturiza-
tion, network and distance
improvements as well as
price reduction

Long term

QKD Services

Communication network as
a service

Testbeds being set up

Distances, co-propagation
in existing fiber networks,
costs

Medium to long term

Secure communication and
data exchange

Test projects ongoing

Compeatibility of systems,
network improvements,
cost reduction

Medium to long term

Data exchange between
servers and customers

Miniaturization, compatibil-
ity, network improvements,
cost reduction
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8 Conclusions

The quantum computing threat on classical cryptography calls for a transition towards quantum-
safe approaches of encryption. Considering the ‘harvest now, decrypt later’ approach, a transition
is urgently needed — at least in sectors where the long-term security of data is required. Quantum
key distribution (QKD) offers the potential to increase IT security beyond the level that is possible
with classical and PQC approaches. Therefore, there is real potential for QKD adoption in various
sectors, generally in combination with PQC. The public administration and military/defense sector
seem very promising in the long-term due to the very high sensitivity and need for long-term se-
curity of the data. However, certification and approval and thus highly mature and robust QKD
systems will be required. Furthermore, the certification and approval also require a certain lead
time. Other sectors such as banking and finance, or the QKD service sector in association with pri-
vate-sector clients have lower regulatory requirements and thus a greater market potential in the
short-term. Several challenges still have to be overcome before QKD can be widely adopted in a
variety of sectors.

QKD is still an emerging technology, and although there are already various different QKD systems
on the market in 2025, they are not yet established and require improvements in terms of stability
and robustness. Demonstration projects in which the integration of such devices into existing in-
frastructure is tested are important to further improve these technical challenges. In the coming
years, public funding for R&D projects in general, including such demonstration projects, will
still be necessary in Europe, to rapidly advance QKD technology at the interface to existing IT
security infrastructure. If the various QKD systems are to be interoperable in what may be a large-
scale quantum network, standards for interfaces are mandatory. Policymakers, R&D actors, industry
and the whole community should put significant efforts into standardization, in order to make
systems robust, certifiable, approvable, interoperable and integrable into existing IT security and
network infrastructure. Certification and approval are of great importance as well for QKD adop-
tion in the public sector and should be pursued vigorously.

The infrastructure itself, especially glass fiber, needs to be rolled out, ideally in a “quantum-ready”
form, i.e. including dark fibers suitable for quantum signals. In parallel, ways of using the existing
fiber infrastructure, including co-propagation with traditional signals, need to be further explored.
For satellite QKD, the respective infrastructure needs to be rolled out in parallel as well. Network
management and orchestration need to be developed and implemented or at least considered
early on in order to efficiently coordinate future quantum networks. All these aspects will also lead
to the efficient use of infrastructure and thus reduce the costs for the users.

Costs are currently among the biggest bottlenecks for a wide-spread adoption of QKD. Together
with reducing the infrastructure costs and the development of business models for making QKD
end-user friendly without the need for high upfront investments, the cost reduction of the QKD
systems is of great importance. Efforts must continue in scaling and miniaturization in order to
reduce system costs.

Awareness of the quantum threat and QKD as a possible option for quantum-safe cryptography
needs to be improved. Policymakers as well as the whole community need to raise awareness
in industry, society and policy in order to ensure long-term IT security in Europe. This bottle-
neck exists for all potential sectors where QKD could be adopted.
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At the same time, the value chains have to be diversified, and quantum communication should
move forward to reach technological sovereignty for Europe. Quantum communication is a
strategically important field of technology and should be considered as such by policymakers,
industry and society. Public funding is therefore strategically important at this early stage of devel-
opment.
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